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BEFORE THE ADJUDICATING OFFICER,

SECRETARY
ELECTRONICS, INFORMATION TECHNOLOGY & ARTIFICAL INTELLIGENCE
MANTRALAYA, MUMBAI, MAHARASHTRA.

UNDER THE INFORMATION TECHNOLOGY ACT, 2000
IN
COMPLAINT CASE NUMBER 01 OF 2015
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anager, Punjab Natiol
Brg/anch, Mumbai.
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s%’ ‘\tel Advocate for

z}sgn Advocate for the Beipondent

Q/\ MUMBA /Y
roceedlngs of a co’rgplam by thé Complainant

[This documy ts t
for adjudi % on A6-of The-Infor agy Act, 2000 (as
in 2008), (re r gs” were conducted in
g ~prin @ i aéonable opportunity,
3 . l L

amended in

dise “and the Respondents, were
given equal and sufficient opportimities-te-present and defend their respective cases.
After the conclusion of the hearings and the receipt of responses from all involved
parties, a decision has been reached, and this judgment is now being delivered.]

I.  The brief facts of the case, as stated by the Complainant, are as follows:
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. Acting solely upo" m lw
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. The complainant, Mr. Jetho Sakhrani, a senior citizen and Non-Resident Indian,

maintained an FCNR (Foreign Currency Non-Resident) account with Punjab National
Bank since 2005, jointly with a family member. The Complainant had not availed of
internet or phone banking facilities and relied exclusively on formal written
correspondence with the bank.

. In January 2013, the complainant discovered that his email account was compromised

by an unknown hacker or impersonator, who fraudulently communicated with the
Respondent bank and induced it to transfer funds from the complainant’s FCNR
account. e
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Verlfmatlon or authentlcatlon

an 1nternat10na1 er of USD 92,420 to an
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' S&T't alleges that the respondent failed to 11nplérne as naliﬂe security
i l.z‘fprofcedures as nd@td’lw: the Information Tec ogy.Act, 2000,
7g it liable for c%e sati \ & \

al n..oﬂ \ 1“; A\
. " iv‘,
hmogly of Events:

:’ ¢ A ) /\ “\ \
23 i’ ., ‘\ .
. s‘ ,v

§ h*n |€mant opened and malﬁnéd hi§, FCNR account with the'respBndent bank
: $ince 2005,\with no prior inci g of electronic bankihg modesjOn 28

012 the hacker mpersonator ‘muated fraudulent emdil c@fmuication
k, seeking det lainant’s account a d“request;ﬁg fund
der ffalse pretenses. 2013 and 02 a‘r"“Z()}S further

with a forged authorizdfidh létter were sent to &(\Qqqestmg wire

\Qa SIWME‘(EIS per xhlb‘u f complamant S

\.... ﬂ
N - /
‘mails and executed a

‘m 5 Bank Singapore, via

Wells Fargo Bank (a jbit-E of com ,sd()cuments) Shortly thereafter,
between 3 January and 5 Janua complalnant, upon noticing suspicious
activity and email communications, immediately contacted the bank and clarified that
he had not issued any such instructions and that his email account had been
compromised.
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documents).

complainant’s documents).

5. During the course of u:w
had been apprehe
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funds he/d 'ea wWithdrawn. On 20 Augustlﬂ\,,
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sensitive financial* Mnstrueti s, the complamant led the

3. Following this, on 08 January 2013, a police complaint was lodged with the
Singapore Police, and the respondent also registered a complaint with cyber-crime
authorities in Mumbai on 11 January, 2013 (as per Exhibit-F of complainant’s

4. Despite initial assurances by the respondent bank on 27 February, 2013 that the
matter would be resolved and funds would be recovered if no fault was found on the
complainant’s part, only a partial amount was frozen(as per Exhibit-G, point no. 4 of

10n ‘1t ealed thauhe accused, Tang Chew Yew,
ore @ u1ltNas per Exhibit-G, Page

ti ortion of the transferred
1t of SGD 42,787.04
a balance amount
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theyeSpen Eie,ht bank mforme& th lamant that
iﬂiﬁfor the remaining loss g,é‘r Exhlbzt-I

g rieved ‘éyy the Respondent’s ?ef al to gompensate and alleging gr@eg igence
resent

ct, 2000 before Ju atin
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2. It is observe ateM d epanc1es and suspicious
indicators (“red fla resent pr r to executtl /of the impugned transaction,
including: .

i. Incorrect spelling of the joint account holder’s name;

ii. Signature mismatch with bank records;

iii. Sudden and urgent request for transfer of substantial funds;
iv. Sole reliance on email communication without corroboration;

\Z Lack of prior pattern of such transactions by the Complainant.
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3. Despite the presence of multiple red flags, the Respondent proceeded with the
transaction without undertaking enhanced due diligence. Such conduct reflects
recklessness and lack of prudence, which falls short of the standard of care expected
from a banking institution.

4. The Respondent has contended to argue lack of updated contact details and inability
to reach the Complainant. This contention is untenable. Banks are under a continuing
obligation to maintain and periodically update Know Your Customer (KYC) records,
ensuring a comprehensive 360° customer profile including:

i.  Updated contaet-det
pdated contaetderglls

chann‘e}s‘ ,
_ S
F??neM >
“ 4 EdY 4 A
mhas failed to derﬁo?fstrate%ha,*m ogic KYC updating or
self’

5.
e Wwag undertaken. A bank canno -abs If ‘of. liability by
ce. of contact det‘alls wh.en such -absence is itse] ‘.C)ﬁequence of its
Hramtaln upda {4 \\ \ \
6. h @ 1sts/ direct correla

~ tw dhe Respondent’s fallur/IAa upon
CQ re,d flags and the resulfay ‘f aal loss. Had the Respo ierased
gence, the fraudulent tra%s tio couﬁhave been prevented
;.
7. | T&ut rity also acknowledg hat cus@mers are expected to cise reagonable
| \caution in afeguarding thei ernall"gcco nts sﬂd digital credentic 'Fivev n, such
‘ts’ ilky does not dilutg or override the hlgher standard of ane 1mpo d upon
é{ rhs.fraud Thus,
l'anﬁ does not

r stan\dard of gﬁ ngon banks .
W_e/that custo,merg n osit their funds and

valuables S fe keep ut i{ at their funds and
valuables wi i 4 i @ Oper e dSed the bank has caused
the complainant w i or citieén,' a finapciet’and mental trauma.

9. In light of the aforementioned finding in my considered view, the bank has failed

in its primary duty of keeping the funds of the complainant immune from any
fraudulent activity despite a number of red flags. Accordingly, the following order is

being pronounced-
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ORDER

a. The bank is hereby ordered to refund the remaining amount of the
defrauded funds i.e. USD 58,092.07 along with 12% interest to the
complainant within a period of four weeks from the date of this order.

b. No order as to the costs.

The order is passed on 04" d.af/ a‘i()QGCy\F?trﬁayeﬁ\’{a.@bal and is digitally signed.
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