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Annexure A: GR No. DIT/File 2010/CR 34/39

The list of identifled citizen centric services and projects for various
departments

1. Co-operation & Marketing Dept.

s Department of Cooperation Portal

*» Oniine Registration System

¢ Soclety Management System

s Cooperatlve Societies Monitoring System

« Grievance Redressal System

= Copperativecredit informationsystery -~ - -~~~
* Maharashtra Cooperation Automation System

2. Environment
¢ Consent Management

3, ngher & Technical Education

E-delivery of education (Webinar & Videos)
Admission System

.Student Portal

eScholarships _

Reglstration of/application for Technical Colleges and
Monitoring System

4. Enargy
Single Window Clearance for Business
* New Energy Connection for end users (citizens/business
establishments etc)
View and ePayment of bilis
e-Grievance
* eTendering

5. Law & Judiciary

Online reglstration of charities

e-Filing of returns to commissioner

« Online Tracking of returns

= Onilne tracking of Appeals and case law

6. Employment & Self Employment
¢ Reengineering of Rejgar Wahini

7. Food & Civil Supplies
+ Ratlon Cards Related Services
s Isgue of Licenses
» System for data availabiliity

8 Re"-engfa}.-;gﬁamn \?\eo

+ e-5t i
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e-Step In

CD / Smart Card along with Registered document
Online Valuation Calculator

Online history of SRO office

9. Ravenue Department

» Digitization of Old Records

.. _.%_0Online7/12
» Online PropertyCard ~~ =~ =~~~ =~ T 7
» Conversion of Cadastral Maps to GIS Maps
s Dellvery of sarvices through CSC

10.Urban Development
» Digitization of Town Planning Development Plan
» Replication of the KDMC eGovernance solution across ali ULBs

of the state

11.Tribal Development - I
s Scheme Monltoring System
s System for issue and validation of Caste Certificate
* School and Hostel Management system
¢ System for payment of Scholarship and reimbursement of fees

12.Labour dept.
*» Online Reglistration of Companles

= Online Filing of Returns

s Online NOC
13.School Education
s  IT@School

s Child Tracking System
» School MIS system
* Online Admlssion

14.Industries
s G2B Online Returns / MIS Packages for IT Parks, SEZ, BTAL,
ELP
» Automation of Package Scheme Incentives (PSI Scheme)
s Implementation of Single Window system (e-Biz project of Gol)

15.Planning
s Web based Application for monitoring MP/MLA funds

+ Computerization and implementation of EGS

16.Home - Transport
s e-Payment Gateway

17.Forest
e Forest Protection System
» Forest Management System
s GIS system

[
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18.Home - Excise
» Application for issuing Permits

19.PWD
*  Works Management system

* Inventory Management system
s  e-Grievance

20.Tourlsm & Cultural Affairs
s Online Travel booking
* e-Payment Gateway

21.Minoritles Development _

« Application for Minority Certificate

22.Water Supply & Sanitation
s  e-Grievance
=« e-Tendering
23.Agriculture
« Agriculture Credit System:
Information system for farmers
E-detivery of education related to farming (Weblnar & Videos)
Agriculture-Marketing- - - - -
Scheme Monitoring System
Early warning system - Weather

24.Finance department - Sales Tax department
e- Reglstration ’

e-Return

Application for C-forms

Application for Refund

25.Finance department ~Account & Treasurles & Reforms
* GRAS - Government Receipt Accounting System

26.Irrigation
* Emergency Early Warning System for Floods under Natural
Disaster Information System
¢+ e-Tenderlhg

27.Medical Education
« HMIS
Online medial examination form distribution and acceptance
e-Payrnent Gateway
Online Management of Medical Colleges
Online Scholarship system
Direct payment of scholarship

28.Public Health
« Telemedicine
s Patience Record Database

29.Home - Palice

|
|
|



Crime & Criminal Fracking Network & system { CCTNS)
Automated Fingerprint Identification System (AFIS)
-e-FIR

Prison Information System

Video Survelllance & Traffic monitoring System

30.Rural Development
» e-PRI Mission mode project

31.Social Justice .
* E-Scholarship Partal & Scholarship Management System
» (Caste Certificate Scrutiny System
= National Social Assistance Program (Sanjay Gandhi Niradhar
Yojana, Indira Gandhi Old age pension Scheme and National
famlly benefit scheme) management system

32.Water Resources
» Integrated Computerized Information System project under
Maharashtra Water Sector Improvement project
» Online Bill tracking & payment
= Online application for new water connection & tracing

= e-Tendering

33.Animal Husbandry, Dairy and Fisheries
= Geographic Information System
s General public Information
«  Website Upgrade

34.GAD

« Information & Publicity: Website Upgrade of Mahanews

» Directorate of Aviation: Project menitoring and Management
Information System

s Establishment of Information Commission: Automation of
workflow for second appeals and complaints processing

e Services: Human Resources Management System
Special Projects: Management Information System
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9% | C.C.IN BPO VOICE BUSINESS TRAINING 909943 Six Month
30 | C.CIN BPO NON-VOICE BUSINESS 90994% Six Month
TRAINING
A TR
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i rSr. No. Course Name : ~ Code No. Duration Q
39 | C.CIN PRINT PUBLISHING T 90994y Six Month O
22 |C.C.INC&GC++ 909993 Six Month ')
33 | C.C.IN VISUAL BASIC 40999% Six Month ;
% |OC.INVB.NET _ 09994 Six Month O
34 | C.C.IN ASP NET PROGRAMMINGWITH | 90949 SikMonth | - o)
V.B.NET o
2% | C.C.In Microsoft SQL Server 000 9099909 Six Month
2o | G. CIN BASIC COMPUTER PROGRAMMING 40999R Six Month @,
¢ | C.CINID ANIMATION CLEAN UP | 90993 Six Month o)
- .- 2R- [C.CINIDANIMATIONSKETGHING 90993¢ Six Month ®
30 | C.C.IN GRAPHIC DESIGNING & ' 90993k | SixMonth " | ° ’ -
VISUALIZATION , @)
39 | C.C. IN PRE-FOUNDATION FOR 3D 409930 Six Month ®
ANIMATION
32 1 C.C.IN DESIGNING OF INTER ACTIVE MEDIA 909939 Six Month o
33 | C.C.IN INTER ACTIVE MEDIA USING 909937 Six Month
| ANIMATION E
3% | C.C.IN 3D ANIMATION PROCESSING 909933 Six Month |
35 | C.C.IN 3D ANIMATION PRODUCTION 90993% Six Month O
3t | C.CJN 3D ARCHITECTURE VISUALIZATION 909934 Six Month @
36 | C.C. N BASIC ANIMATION ' 909935 Six Month b
3¢ | C.CIN ADVANGE COMPUTERIZED 909993 Six Month Y
ACCOUTING USING TALLY ‘
3% | C.C.IN ADVANGED VB NET PROGRAMMING 90999¢ Six Month g
9o | C.C.INWEB PUBLISHING 909934 Six Month .
99 1 C.C. IN ADVANCE ARCHITECTURE DESIGN 909935 Six Month ©
22 | C.CIN SPECIALZATION IN ANIMATION 309938 Six Month Q
USING MAYA O
g3 | C.C.IN SPECIALIZATION IN LIGHTING AND 3099g0 Six Month
RENDERRING USING MAYA ©
2% | C.C. IN SPECIALIZATION 3 D COMPOSITING 909989 Six Month O
yss ¢ 4R g @
o
o
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o Sr.ho.| - ' CourseName . .. . Code Now™ Duration:
AND VISUAL EFFECTS USING MAYA
@) ¥4 | C.C.IN SPECIALIZATION SPECIAL EFFECTS 909982 Six Month
o AND DYNAMIC USING MAYA
¥E | C.C.IN SPECIALIZATION IN MODELING AND 9099%3 Six Month
© TEXTURING USING MAYA :
o) 99 | C.C. IN ARCHITECTURAL & CIVIL USING 90993t Six Month
o AUTO CAD
%< | C.C. INMECHANICAL DRAFTING USING 30993¢ Six Month
O AUTO CAD
o _ COMPUTER GROUP (FULL TIME)
5 ) ¥Q | C.C.INCOMPUTERNETWORKING | 909988~ |  SixMonth ~
yo |C.C.IN MULTIMEDIA & WEB PAGE " 90998y Six Month
®) DESIGNING
o 43 | G.C.N E- AGCOUNTANCY & OFFICE 90998% Six Month
MANAGEMENT
O 43 | C.C.IN MULTI MEDIA & GREATIVE 909940 Six Month
®) DESIGNING _
o 43 | C.C. INFORMATION SYSTEM MANAGEMENT 909949 Six Month
4g | C.C.N D.T.P. OPERATOR (FOR DUAF AND 309399 One Year
O DUMB)
e 44 | C.C. IN MULTIMEDIA AND INTERNET 909303 One Year
' o TECHNOLOGY
4§ | C.C.IN COMPUTER SOFTWARE 90930% One Year
® 4 | C.C. IN COMPUTER TECHNIQUES q0930Y One Year
o 4¢ | C.C. INFORMATION TECHNOLOGY & 90930%, One Year
COMPUTER SYSTEM MAINTENANCE
O 4] | C.C.IN CALL CENTER ASSISTANT 309301 One Year
O go | C.C.IN DATA ENTRY OPEATOR & ANALYZER 90930¢ One Year
o §4 | G.C.IN NETWORK TECHNICIAN q0930% One Year
§2 | C.C. N COMPUTER SOFTWARE ENGINEER 309290 One Year
@) APPLICATION
O
O
- O
O
O
@)
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Digitally signe¢ by Chavan Pracip Girdhsr
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Govt, of Mah

Reason: 1 am the author of this documant

Location: Mantala

va
Dae: 2013.02.04 16:56:12 +05°30'

Sr.No. | Gourse Name Code No. Duration
£3 | C.C.IN ADVANCE COMPUTER 909309 One Year
APPLICATION ’
¢ | C.C.IN COMPUTER TEACHERS TRAINING q0930% One Year
COURSE
£ | C.C.IN COMPUTER SCIENCE 909509 Two Years
¢& | C.C.IN COMPUTER SOFTWARE q09g0R Two Years
TECHNOLOGY
g9 | C.C.IN COMPUTER SOFTWARE DESIGN 909503 Two Years
§¢ | C.C.IN COMPUTER PROGRAMMING qo9yoy Two Years
€3 | C.C.IN COMPUTER WEB TECHNOLOGY o980y Two Years
g | C.C.IN COMPUTER APPLICATIONS “qoqgoE | TwoYears  |”
wa |C.C.INCOMPUTER OPERATCR 90950l Two Years
92 | C.C.IN COMPUTER INFORMATION qo9Y¥0d Two Years
TECHNOLOGY .
©3 |C.C.INCOMPUTER CNGC PROGRAMMER q0930% Two Years
vy | C.C.IN COMPUTER SOFTWARE qo09¥90 Two Years
CONSULTANT
By | C.C.IN JAVA PROGRAMMER 909999 Two Years
Vg | C.C.IN OPERATING SYSTEM ENGINEER q09¥9 Two Years
ve |C.C.IN COMPUTER SYSTEM ANALYST 909%93 Two Years
9¢ | C.C.IN COMPUTER ASSEMBLING & DESIGN q098Y Two Years
g | C.C.IN COMPUTER NETWORKS 909¥94 Two Years
¢o | C.C.IN COMPUTER NETWORK 909¥9§ Two Years
ADMINISTRATOR
¢q | C.C.IN COMPUTER GRAPHICS 9099 Two Years
¢? | C.C.IN COMPUTER ANIMATION q0989¢ Two Years
¢3 | C.C.INCOMPUTER AIDED DESIGN (CAD) 909%¥9] Two Years
¢8| C.C.IN AUTO CAD TECHNIQUES q09¥30 Two Years
¢ | C.C.IND.T.P. TECHNIQUES 909834 Two Years
¢% | C.C.IN GRAPHIC DESIGN TECHNICIAN 909%33 Two Years
AL
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Government of Maharashtra
Direclorate of Inlormation Technology
7" Floor. Mantralaya, Mumbai
Ref. No.: Sankima-2012°C.R. 37418
© Date: 04% March 2013
To
All Additional Chiel Secretaries: Pr Secretaries:Secretaries

All Divisional Commissioners
Subjeet: Guidelines for Implementation of CCTV Cameras in Government Offices,

Pear . ﬁﬁy } P (i, 4 7T :

-~ As.per the PIT. filed at -Mumbai-High Court inthe menth of October- 201,
regarding installation of CCTV cameras in Government offices. the Hon. High Court
hus directed 10 assess the viability of installation of CCTV cameras in Government
offices. This issue was subsequently discussed in cabinet meeting on 079 April 2012
where it was decided to start with some selected Government oflices.

In view of this Chief Secretary has conducted meetings/Video Conference with
ACUSPr. Secretaries:Secretaries of dilterent depariments and with all divisional
commissioners. In (hese moctings it was discussed that there is o need to stall
CCTVs in some Govt. departments and their divisiens and districts level officesallied
olfices/institutes.

During these meetings it was also discussed that broad puidelines will be issues
by DIT and tendering process alony with the provisions of funds shall be the
responsibility of the respective department/alfice. Head of the depantmentirespective
divisional commissioner shall wke lead reparding undertaking proper tendering
Process and provisioning of funds.

Please {ind enclosed broad rechnical guidelines.

Thanking You.

{Rajesh Aggu__ val)

IT Secretary
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Guidelines  for Implementation of CCTV_ Cameras in

Governiment Offices

Areas to be covered by CCTV Cameras
< Front Gate {Eatry / Exit Points).
% Corridors of Govt. offiees.

@ Area offering citizen servives and where interaction with citizens is more.

»
e

At huspitals, CCTV installation enn he done especiatly in pediatric/gynecology wards but
tnstire that patient privacy is not violated.

-

Al educational institutes, CCUV installation 1o e dnne at exam halls.

Gencral & Operational Guidelines
% The CCTV eamarag lo be IP based,

- Fnsure that the Products and Solutions adhere to Opety standards (1.e. ensure that there
are 1o proprietary standards leading o locking of technology / solution).

¥ Basic Video Management System functionality needed to view recorded videos, perform

forward and rewind function ete. Designated officials should be able to see live feed or

stored feed from their desktops connected to COTV system through LAN,

¥ideo Dala to be stored for 7 days on the primary stucage (NAS / Disk Based Storage).

-

e

In some eases if hack-up of data is considered essential, then L can be stored at alternate
place on DVDs # External Hard Drives:

[

Pawer backup to be ensured Gy camerns.

Cumeras to be maostly fixed type. However, some Pan-Tilt-Zoom (P17) CCTV Cameras
may be installed in ense: af specialized reguirements,

*

In upen areas prone to heat/dust/rainfall, the specifications are slightly different and
also, the eusing is of better specification {see Anneniire 12 Outdoor Cameras).

Integrated solution with camera, storage and video mansgenent software, with 4 years
warranty and maintenrnes should be purchased, Payment should be doue only after User
Acceptance Test (UAT) hased on satisfactory functioning of cameras for a month, and
proper training of staff to handle this.

L]

None of the I'T 7 Nan-1T equipments proposed by the vendor should be End of Life
product. Proposals to be accompanicd! by the OEM certificate that the praxuct is not end
of lite product & shall suppart for at least 5 vears from the date of Proposal Submission.

Recommend:nd Teehnical Specifications for indeor, outdsor and PTZ CCTV cameras are
enclosed at Annexure -1,

* Proper financid procedures to by followed.

3
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Annexure -1

Recommended Benchmark Specification for the CCTV Cameras

A. Indoor Cameras

’ phP S ,@gr el

Py ldeo Cﬂmpressmn

- ..._4__

] H. '“'64

3

T—

Ty idea Resolution ] 1280 % 720 or z‘lmhm ¢ ;
3 Frame rate Minimtm 2 23 fps inall resolutions
4. image Sensor Minimum 1/4” Progressive Sean CCD;CMOS 5'
|5 Lens Type Fixed Focal/Varifocal '
i &, Lens Fa.7-8mm, 4y digital vouin
— : — T ——
= Minimum : Colour: 1 lux, B/W: 0.5 hux (at g0 1RY) !
! Hlumination E ‘
58. Tmage settings | Comprussion, colour, brightness, sharpness, contrast, :
% + white balance, exposure eontrol, h.uqu,hl conmpensation
- 9. Audio i Built in Mlcrophnnc o
: | i
1. Protacol 5 HTTP, HTTPS, FTP. SMTP, RTSP, RTP, TP, UDP, RICP, ;
DHLP UPnP, (Jas
1. Security Password Protecti on, IP -\cldrms filtering, ser Acouss T:Jg
: 12, Dpuatmg umdltmna § oto 50"{: I
1. Casing 7 Tamper Resistant casing for Indoor Environment

_{Bux or Dome)

A Rﬁcnnunenaé? iMininiiin Speci

¢¢mm

v 1deu C‘umpression

O00000000000000000000000A0000O0O0O0d 000

Sl

1. , 1264 .
' t2, | Viden Resolution fmﬁn x 720 orahove
f4. | Pramerate Minimum 25 fps in all resolutions
4. Image Sensor Minimum 1/4" Progressive Scan CCD/CMOS
' 5 | LensType S _F:m: d Foeal /Varifocal
.m(s | Lens . 2.7--1:111111, 4x digital zoom
i Minimum Colom:: 1 “lux, B/W: 0.5 Tux hfﬁt 30 IRF)
. Illuminﬁion _ L
. 8. Tmoge settings & umprf-u.mn volour, brightness, sharpness, contrast,
white balance, exposure control, backlight comnpensalion
b

7



o = "-_':'L“.k"’:'snﬂ.ﬁs'f'"?mﬁ_\_-'ﬁ“’ A £ — i ~>r-":": o] g "‘.‘ v TR g e T S ST
#ri Pavameten: T W iﬁz?ﬁgﬁ%mdﬁm@w Specifications
, 9. Audio Built in Microphone
0. Protoeol ; HTTP, HTTPS, I'IP, SMTP, RTSP, RTF, TCP, UDP, RTCP, |
' ‘ | DHCP, UPDP, Qos N
it Secun-t;m_: S Password Protection, 1P Addross fi ltprmu User Access Log ;
12, | Operating conditions | o to s 50°C . f
213, | Casing, Outdoor Cameras (in upen sky) to include 1P66 (mmg
(Bm or Dome)

2. Video Resolution , 1280 x 720 or above h '
' 3. . Frome rate IMinhﬁuE 25 fpé in all resolutions
: 4* m{magf- %r-nsm- - 154 P’mgressm. Soan CMOS f CCD - R
5. {LensType ! Yi xedd FoealNarifoeal |
? &, Lens 41: drglml z0om, 10x Optical Zoom {
7 ! Minimum Calour: o.5 tux, B/W: 0.1 lox (a1 30 IRE) ‘
o E}I@inution : “ o ,
B Iignning Ranpe 360 degrees (endk’at}__m o ,{
g Tilting Range j 0 degrees to 9o degrees

i 10. Tmage settings

e Jompression, colour, brightncss, s]'m'pncbs contrast,
i white balanee, exposure control, backlight compensation,

. Auto Tracking, Pre-Set Tour qettmg ;

TR Audio o ~Built in 7\.1u-wplmri; ----- o B :

* i

L — e d

i 12, | Protocol HTTP. HTTPS, FTP, SMTP, RTSP, RTP, TCP, UDP, RTCP, |
! DHCP, PP, Quq

3. Seeurity

4. if:)pu:rating congiifiuanS 0 10 30°C.

+ L 13
15. : Casiny

i Password Pi‘t‘JtLCt'!ﬂ!l P Addrcsb filtering, User Acecss Log |

lampu Rcsnsmn{ casing for Indoor Fuvironment

e e

}

—

_ . e O
cococoococCcoo0o00CcO0OO0OO0OCOOCOOCO0C0OOO0CO0OO0ODC0OCOQCOCOCQ0COOCO0 .

*

78

H
3

O

P



L

O O0-0 O0—0-0

5

-

—

0000000000000 000000000000000

4

Student Internship
with Setu Societies

Government of Maharashtra
General Administration Department
Directorate of Information Technology
Government Circular No.: DIT 4813/ C.R. No. 84/ 39

Mantralaya, Mumbai 400 032
_g_ _ o __ Date: 12March, 2013 ]

Infroduction =

Government of India on January 2013, published a report of Expert Committee
under the chairmanship of Nandan Nilekani, on strengthening the presence of IT
personnel in the Government and harnessing the IT talent that exists outside the
Government. One of the key recommendations of the committee is “With a view o
making e-Governance an attractive subject at the University/ Management Institutes,
opportunities should be created for internship within Government and Industry.”

Similarly, State Government vide its e-Govermnance Policy (GR dated 23rd Sept

2011} promotes student internship across various e-Governance projects in the State.

Section 13,11 of the State e-Governance Policy states that “ The state government shall

create opportunities for short-term Internship (which may be stipend based) of students

with Diploma or Bachelors or Masters degree in Computer Science, IT in the state

; government departments in various e-Governance projects and initiatives, and an
appropriate certificate shall be provided on completion of the same.”

Accordingly on 15th February 2013, it was decided by High Power Commitiee,
under the chairmanship of Hon. Chief Secretary, to promote student internships in State
& District Setu Societies.

Resolution

. State Government may take students with reputed Engineering institutes and
MBA institutes in the State for internship with State and District Setu Societies to work

Page 1of 2




Government Circular No.: DIT 4813/ C.R. No. 84 /39
W

on e-Governance projects. Preference should be given to studenis from institutes
situated in that district where the work is to be done.

State and District Setu Societies may invite applications for internships from time
to time on their respective websites, Candidates may be selected based on their profile

and interviews to be conducted by the concerned department/State and District Setu
Societies.

However, the number of interns that can be appointed by a Dist. Setu Society in

a financial year shall be restricted to 5 (at a max). Each of these interns shall work for
maximum of three months.

The students may also be paid a stipend of Rs 2000 per month (for
Engineering/MCA students) and Rs. 3000 per month (for MBA).

This Govemnment resolution of Maharashtra Government is available at the
- website- www.maharashira.gov.ity, Refefenée nio. for s is 201303051527270911. This
arder has been signed digitally.

By order and in the name of the Governor of Maharashitra.

DigHally signec by Bhogle Santosh Haridas

Bhogle Santosh 2tz s smimia 45

ment ol
Maharashira, QU = Departmant of

1 Information Technology
Handas Reasen: | s she author of this cocumant
Dale; 2010.03.12 12:30:56 <0530

(Dr. Santosh Bhogle)

Under Secretary, Directorate of Information Technology

Copy forwarded to:

1. State Setu Society
2. All District Setu Societies
3. Higher and Technical Education Depariment

Page 2 of 2
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No: GAD-wmdo75/7/2013-DIR-DIT (MH)-DIT (MH)
Directorate of Information Technology,
General Administration Depatrtment,

Mantralaya, Mumbai-4000032.

Tel.: o22-22026534

Date: 30/009/2013

Rajesh Aggarwal
Sceretary, T
E-mail - sec.it@maharashtra.gov.in

Subject: Advisory to all Govt. Departments in Maharashtra regarding,...

 Hosting of Government Websites, use of Official Email IDs and -1other Cloud
Based Services, connecting to NIXI & Sec. 43A Compliance Audits.

« Adoption of Technical Standards for Interoperability Framework and other
standards published by Gol for various eGovernance Projects

References:
1. Information Technology Act,2000 as amended in 2008
2 The Public Records-Act;-1993
3. Maharashtra State e-Governarice Policy 2011
4. Guidelines for Indian Government Websites (GIGW) - NIC & DARPG

5. Email policy (Version 2) of Maharashtra, released on March 1, 2012

Dear Sir / Madam,

I wish to draw your attention towards following issues which assume significance
in light of recent incidents which indicate how data kept outside the country is easily
accessible to external Governments and their Corporate sector.

A. Website Hosting:

1) DIT in its communication to all departments from time to time, has instructed them
to host their websites only on servers located within India. Any website hosting must
also comply with CERT-IN guidelines for web security and go through periodic
security audits,

2) Guidelines for Indian Government Websites (GIGW) specify that all government
websites must use gov.in or .nic.in domain names. They should NOT USE any other
domain names such as .com, .org, .org.in, ete.

3) Section 8.5 of “eGovernance Policy of Maharashtra -2011" which is approved by the
Cabinet, states that “All websites and Web-based applications will comply with
Website design guidelines issued from time to time by Government of India™

4) Section 4 of the Public Record Acts, 1993 states that “no person shall take or cause to

be taken out of India any public records without the prior approval of the Central
Government; provided that no such prior approval shall be required if any public
records are taken or sent out of India for any official purpose™.

5) There have been incidents in recent times, about hackers breaking into government

websites e.g. very recently social justice website was hacked, and it was found that this

Page10f3

97

S




website developed and maintained by a private company was running from the United
States. Hackers not only deface the government websites, but also tend to steal
/manipulate valuable data and even insert malicious content and/or redirect visitor
traffic 1o malicious websites. In case of information leak or hacking of server hosted
abroad, there are difficulties investigating the case as Indian laws are difficult to be
applied on those agencies.

Considering these issues, it is hereby re-iterated that all websites and Applications of
state government departments and all directorates, corporations, public undertakings
under them, should be hosted within India and preferably on government owned
servers in State Data Centre or NIC data centres or on servers eollocated in Tier 3 data
centres in India.

B. Use of Official Email ID

D.

1) It has been observed that many government employees use private (i.e. publicly

available) email IDs such as Cmail, Yahoo, Hotmail. Several senior government
officials in Maharashtra Government have theirGmail/Yahoo/Hotmail IDs listed in
government portals as their official email. Through use of such email system,
sensitive government data is being transmitted and stored on private servers outside
the country. This is clear violation of section 4 of the Public Records Act, 1993, and
various other instructions as listed in previous paragraphs. ’

2) Various Government agencies-have been-raising concerns over use of email services

provided by foreign firms which have their scrvers located in overseas locations (or
nontraceable locations), thus making it difficult to track anv misuse or lcakages.

3) Department of Electronics and Information Technology, Government of India is

drafting a policy on e-mail usage in government offices and departments, which will
be released very soon.

In light of all above, all departments are hereby requested that preferably only
government provided cmail 1Ds, from servers within India, be used for official
communication by all government employces. You may contact NIC or DIT or
MahuOnline for the same, When Govt, Of India issues any instructions in this regard,
they will be brought to the notice of all departments for strict compliance

Use of Cloud Based System
While using Gmail, Yahoo, Skype, Evernote, iPad Nates, Google Drive, SkyDrive,
Google Docs, Office 363, Dropbox, Amazon cloud, Facehook, Twitter, YouTube,
Google Maps ete. same precautions as above would apply regarding sevsitive
government data or citizen data. ‘
Routing traffic through NIXI (National Internet Exchange of India)
SDC hosted in Mumbai is connected to National Internet Exchange of India (NIXI)
exchange point at Navi Mumbai. This ensures that domestic Internet packets mostly
remain with India. Whenever any department/corporation etc. is hosting a website
outside the SDC, or purchasing bandwidth for various locations, it should be ensiired
that the concerned data centre/I1SP is connected to neachy NIXI nodes.

Section 43A Compliance Check
Not only security of data, but keeping Citizen’s private data secure is also important.
Failure to protect sensitive data attracts provisions of Section 43A of Information
Technology Act 2000, as amended in 2008, Section 3 of Information 'I"echnolog_v
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(Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011 notified by Govt. Of India on 11th April 2011 defines SPD
(Sensitive Personal Data), while Section 8 of these Rules defines Reasonable Security
Practices and Procedures. Hence it js advisable that whenever any Department is
collecting or keeping Citizen data, Section 43A compliance Audit should be gotdone.

Itis also necessary that appropriate NDA(Non-Disclosure Agreement) is signed with
the vendors as well all their employees

designing/developing/ implementing/maintaining the software, hardware, network,
bandwidth etc.

F. Adoption of Technical Stand
standards published by Gol

As mandated in eGovernance Policy of Government of Maharashta, standards in

eGovernance are of a high priority activity. Standards will ensure sharing of
information through seamless interoperability of data across e-Governance

applications. eGovernance Poliey also mandates use of open standards in all e-
Governance projects in the state

ards for Interoperability Framework and other

Inview of the above, ensure that all the existing and new e-Governance projects, right

O from the coneeptualization and design stage, should adhere to the listed Technical
Standards in Interoperability framework document and other ‘eGovernande

"’_ standards published by Gol from time to time, which are available at
http://egovstandards.gov.in

v

You are requested to advise ail administrative units within your
departments, divisional & district affices, directorates, state public
undertakings, corporations efe. to comply with this Advisory,

1

Yours Sincerely,

(Rajesh Agg )
To,

1} All Additional Chief Secretaries/Principal Secretaries/Secretaries of departments
: 2) All Divisional Commissioners and District Collectors

Capy for favor of information to:

1) Chief Secretary, Government of Maharashtra
2) Secretary DEITY, Government of India

3) DG, CERT-IN

4) DG, NIC Delhi;

5} DDG, NIC Pune;

6) SI10, NIC Mumbai

7} COO, MahaOnline

8) CEO, NIX1

Pagegof 3

=

99

QOO0 0000000000000 00O000D0O0O0O0ODO00ODODODVDODOODOD




OOOOOOOOOOOOOOOOOOOOO0.000000.000000

oo o®

100




TEINTS; SRiTe HEl-E-9aT $w, Oy
&g, e o sweumi
QAR A gREisRar SRmRn
AIRTSITETTo ! STy Sy,
HERTSS MG
il d=ET @y ) R
3T YEAYTD HHI ST MH-3039/99/2093-DIT(MH)-DIT(MH)/ 3%
A1, 445 - oo 033

TRIE: 94 SffFelar, 2093
74T -

AT 0T i MH-R0%9/99/2093-DIT(MH)-DIT(MH)/ 3% . 98/0¢/3093

TS -

U

e A ol lsmmeest e PROAGH @SS G}
BTG AT ATE -
. HENTE AT AT ARG Sresoll Aariiores =ama R sy,
. MAHBIL/2009/37831, Reg. No. MH/MR/South-339/2011-13 TR
SOTE AV SR ST R S s ReeR TN,
R. VI UGS WENUTS ST $RohE A R o Qat @iiRed so]
SRUTKACY/ HaTTS ] TRETYS BN SNTeaId. _
WER FEITID . 39/0¢/2093 A5 T3wan Swlior wid=n ¢3 = Sodiig
BT et R i 39 om
SR QRPIA AR AT www.maharashtra.gov.in AT SRS SToe]

BITANT ITEST IR AT GhaTd 1093909¢98Y490¢L99 IHT 2. & g Rolies
TERI e e H% HIevad A .

HERTSEIE RToqUTes Yzl ASIMTAR T Hiawm,

oo

Jayant Kumar slesZonssz-

FEE

Banthia e T
(oI AR qifea)
T G, TeRTSS 2=
Hd,
9. RIS AR,
Q. 1. qEHE) i |,
3. SU A A afea, wd B3/ aoaeE i wert afte,

101

N
OOO«QO@O@@OO@@@@OOOO@@@@OQO'OOQOCDOO@Q




FITE I AT MH-8039/99/3093-DITMH)-DIT(MH)/ 3]

T g g |rert e,

TG WY IR = Afed / 7o afye / gfva
eI, ST sy (A ) 498,

Y, Bl FYTd g Y BIP NGR T FRAGY, T8
o. \E, HERTY AU Hom uRarsy, g9

99, TETSWIITE, (ST T Iead), TERI 448

9. HETHEI, (ST 9 ST, AR, YN

93. FEISEIIE, (5% T ), ToRTS; 455

8, HETSCITIE, (ST ST ), TERI, AR

9y OG- AR - -

a5, TFrardl o wien SRS, gag

. G ARG S, TERTE, X5, T68

9¢. WE UIS 4 g

R. 9 {9 sy,

Ro. U HEFRWIfS ST I,

R9. 99 NTegiREry,

Q. 99 fo7eeT IRyg / TRufS ge srder afderd
3. 9E TRURYE JEarart

Y. YIRS AP, AERTE T A8HEs Aaifed,
R4, GfET o, SawTe e e saRT,

2%, 99 A g9

Q0. A, FERTS W54 dARE, 163,

R¢. AT g9 v |d 49 I 9 FrRied e
R. AT TR [Tl a4 SR,

3o. Mg TR UGl (?)

2R NEME

EAEREIE]

102

C o0 O0OO0OO0O0OO0D0O0C0D0O0C0OCO0O0OC0OD0OO0O0O0COO0OD0O0O0CO0OC0CO0OCOCOOOO©UOC

L

L



NS
Q

O@OOO@OO@@O@OCD00@0@0@@@00000@0@@0@

¢®

Rajesh Aggarwal, 1As
Secretary IT

~

No: DIT-13/FILE/08/55/39
Directorate of Information Technology

7th Floor, Mantralaya, Mumbai-400032
Date: 29 November, 2013

Subject: Advisory to all Govt.

Department in Maharashtra regarding Webhsite
Development

Dear Sir / Madam,

As you are.aware, presently most of the Departments are moving ahead in a digital era
by providing information / services to citizens by developing the websites, Departments have

been facing challenges in terms of compliance with standards and selection of the developers
for developing the websites/applications.

In_view of. the.same.-Difectorate-of Information
various requests from the Government Departments for
advisary for the Development of Websites,

“Fechnology has been receiving
seeking the necessary guidance /

In order to address the challenges faced by the Departments, Directorate of
Information Technology has developed a Website Development Guidelines including the
checklist which can be referred by all the departments for Website/Application development.
The guidelines have been duty afiproved during the PIC meeting held on 25/1 172013,

In view of the above, attached herewith is the document on Websijte Development
Guidelines to ensure that al] the existing and new websites/applications developed, right from
the conceptualization and design stage, should adhere to the Website Guidelines,

You arc requested to advise all administrative units within your departments,
divisional & district offices. directorates, state public nndertakings, corporations, ete. to
comply with this Advisory.

Yours Sincerely,

o g1
i “ﬁ im\‘} (Rajesh Agg:fwal)
tl ¥ \*\0
Enclosed: Website Development Guidelines
Ta,
v-1) Al Additional Chief Secretaries/Principal Secretaries/Secretaries of Departments *

.,,2"]’ All Divisional Commissioners and District Collectors
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Website Development Guidelines November 2013

Website Development Guidelines

Directorate of Information Technology Is receiving multiple requests from the Various Government Departments for
the Development of Websites. Hence, in view of the same, the attached document must be referred for the
Development of Website,

Department will ensure that any work of amount greater then Rs.10 Lakhs but less than Rs.5 Crore, approval from
Project Implementation Committee (PIC) of department is obtalned.

Department will ensure that for any work of amount more than Rs.5 Crore, approval from High Power Committee
(HPC) is obtained as detailed in eGovernance Policy of GoM dated 23rd September 2011,

For Small websites which are having approximately: value of upto Rs. 2 Lacs Including 1 year malntenance/
support and static websites, small database component, mobile application, etc the criteria must be set 5o as to
encourage local developers, companles, and entrepreneurs to be able to participate in the website development.,
Normal procurement procedure of quotations/tender (whichever applicable) may be followed. Al the small
websites may be hosted in a shared hosting environment without SAN allocation at MH-SDC. However, the tape
backup for the same would be maintained at MH-SDC. In case a separate hosting environment Is required by the
Department, then the same shall be chargeable as per the applicable SDC Rate Chart, Entire development checkiist
as'mentioned in Website Development checkiist s applicable for small websites.

For Medium websites which are having approximately value of Rs.2 Lacs to 10 Lacs and medium Database
connections such as publishing of official data, complex repoits, field based reports, MIS, etc the RFP criteria that
may be set for eligibility of bidder can be factored as below, Normally the expected time for the development of
medium websltes is to be within 3 to 6 months from the date of issuance of Work Order.. Cost of AMC should be
Included in the bid/proposal. The criteria set herewith are tentative, :

BEE: i ame
1 The bidder should be a Company registered in India under the Companles Act 1956 or a

partnership registered under the Indla Partnership Act 1932 with their r Istered office in Indla.

2 The bidder should be operating in the field of software development and providing software
solutions in last three years.

3 The bidder shall have minimum annual turnover of Rs. 10 Lacs in each of the last three years for
Software Development,

4 The bidder must have completed 3 assignments of websites/ portals/application development in a
Private / Government environment with a value of Rs, 1 Lakhs each, In previgus three years,

5 Bidder should have min 3 Full Time Application development professionals with necessary skillset
as per the requirement of website on bidder’s own payroll,

The bidder should not currently have been blacklisted by any Government Agency or under a

declaration of ineligibility for fraudulent or corrupt practices or inefficient/ineffective performance.

The bidder should be an individual organization. Consortium shall not be allowed,

RS S P presqual tICAtb: GIERTIa

For Larger websites wherein the expected cost is Rs.10 Lacs or more, the web pages are more complex,
integration with payment gateway, sms gateway, other systems as a part of project requirements then the relevant
RFP needs to be floated as per the project requirements after approval of PIC/HPC as the case may be., The

minimum criterfa such as Turnover of the Company, Assignment value, Net Profit, Manpower, efc to be discussed
In PIC/HPC meeting.

Hosting of website at MH-SDC is not mandatory; however, If Departments wishes to host the websites outside MH-
SDC, then the websites should be hosted in a Tier-3 Data Centre environment within India. If Department wishes
to host the website in MH-SDC, then the hosting shall be charged as per the SDC Rate Chart, however, prior
permission from MH-SDC team and DIT needs to be taken for hosting such websites, The cost of hosting the
website In MH-SDC should be factored in the proposal provided by bidder/developer.
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Website Development Guidelines Novemnber 2013

Pre-

Website Development Checklist

eV il -}

Detailed CV of the developer needs to be shared by the bidder company prior to starting the development
of the website, ’

For small and medium website, AMC for the website should be 1 or 2 year from the date of acceptance ; - '
go-live.

Department will dearly define the milestone for making payments to the software developer.
Development environment to be provisioned by the Bidder/Developer.

DIT will have it's own State Software repository of the successful projects and will enstre there is no
duplication in efforts for software development.

_Before starting the development/coding of the website, the developers are required to complete

eGovernance 0.0 certification and the 5 Day eGovemnance Standards (Localization, GIGW and Accessibility)
training to be mandated in all the website development RFPs, Awareness for the staging environment and

B .« _the APIs used as a part of SDC such.as-Name/Address-Databases, SMS-gateway; Payment-Gateway;- GIS;-

o

11.

etc shall be provided as a part of the‘training. The training certificate shall be valid for 3 years, Renewa! of
certificate shall be made available online. Training would be provided free of cost, however, travelflodging
expenses, etc. will be borne by the developer/bidder,

GIGW training course (3 days/5 days) including Marathi Unicode & Accessibility mandatory for all
developers (atleast one developer/team leader for small sites, at least two for medium sites and three for
large sites). The training will be held in MahaOnline office in Mumbai/Pune/Nagpur/Aurangabad centers.
Training to also include Level O check for Top-10 vulnerabilities as per OWASP. Training would be provided
free of cost, however, travelflodging expenses, etc. will be borne by the developer/bidder.

Intellectual Property Rights{IPR) of the source code will vest solely with the Government of Maharashtra.
However, such a system will not be allowed to be misused by quoting same software to other districts or
departments, as DIT may provide the same free of cost to other Departments.

Representatives of software developers working on the project must sign the Non-Disdosure Agreement
(NDA) with project owner of concerned department.

. Departments to adhere to the Advisory that has been provided to All Government Departments on 30th

September 2013 for :

» Hosting of Government Websites, use of Official Email IDs and other Cloud based services, connecting
to NIXI & Sec, 43A compliance audits

. I‘\'doption of Technical Standards for Interoperability Framework and other standards published by Gol
for various eGovernance Projects

Use of Standard Components such as Payment Gateway, SMS Gateway, Email, etc would be provided as

per SDC Rate Chart,

Page2of4
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Website Development Guidelines November 2013

Development Phase

1.

Website needs to be Bilingual i.e. Marathi and English. By default, the webpage should open in Marathi

language.

2. Webslte should be developed with gov.in or maharashtra.gov.in extension:
3. Website should run independent of IP Address. i.e. IP Addresses should be not be hard coded In the

source, code/configuration.

4, Website should be IPv6 compliant.

woE N oo

Website should be able to open in all six ways. For example,
https://www.maharashtra.gov.in

http://www.maharashtra.gov.in

www.maharashtra.gov.in

https://maharashtra.gov.in

http://maharashtra.gov.in

maharashira.gov.in

Website should be running on SSL i.e. http request should automatically get redirected to https

mpop o

Website should be compatible for accessibility from any device, any Operating System and any browser,
Platform used for Webslte such as 05, DB, Java, etc. software should be N-1 where N is the latest version
prevailing.

. CAPTCHA should be present for web pages with form field such as feedback form, registration form etc,
11,
12,
i3.

Logging to be enabled for Web Server / DB Server.
Password should not be hardcoded in any website configuration files or stored in plain text.

Website should be in compliance with :

+ eGovernance Standards of Government of India :

Technical Standards for Interoperabllity Framework for e-Governance (IFEG) in India Versmn 1.0
MDDS- Demographic Standards

Character Encoding

Font Standard

eGov.BIDS

eGov.BIDS

eSAFE-ISF01, eSAFE Framework (and associated documents)
Guidelines for Usage of Digita! Signatures in e-Governance
FMG

Policy on Open Standards for e-Governance

Framework for Mobile Governance

- Te e an o

» e-Govemance policies of Government of Maharashtra
¢ Guidelines of Indian Government Website (GIGW)

» WCAG2.0

« W3C

[ ]

Other e-Governance standards of Government of India (egovstandards.gov.in)
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Website Development Guidelines November 2013

Post-Davelopment Phase

1. Level 0 check to be complied by the developer for GIGW compliance and address Top-10 vulnerabilities as
per OWASP,

2. Security Audit :
a. For small website, guidance to developers and the Securlty Audit of webslte shall be done by DIT
free of cost.
b. Medium and Large website needs to be Security Audited by the Cert-in empanelled Security
Auditors. The Securlty- Audit clause should be part of the RFP, wherein the bidder will bear the cost
of securlty certification,
3. Security Audit Certificate to be mandated along with Hash5 code. Source code along with Hash5 code of
the webslte to be submitted by Peveloper, Documentation of Source Code along with Administration/User
Manuals needs to be submitted,
4. DIT would also facilitate the checks for GIGW compliance and Accessibility of the website,
] _. .. 5. The project will be treated as “complete” only if: _ .. .
L B « UAT/FAT s completed ’
» Handover to th; Department Is completed
« Final Source code along with Security Audit Certificate (with Hash5) of the project along with detailed
documentation and IPR Is belng transferred to DIT for State Software Repository,
-6, Itls advisable to host the Website in the Maharashtra State Data Centre for which below compliance needs
to be adhered. To get the security audit carrled out by DIT, below process needs to be followed:

* Details of the website such as Operating System, Database used, Web Servers used, Data Storage
required, etc. needs to be provided to DIT for due scrutiny.

= After due scrutiny of the details provided to start the audit process, developer needs to visit MH-SDC
for making site avallable in staging area,

» Security Auditor would perform Level-1 Audit of the website. After Level-1 audit completion, if any
vulnerabiiity found then developer needs to rectify and revert to security audit team for further
checking. This process will be repeated untll known vulnerabilities gets rectified.

: * Security audit Certificate will get issued by security audit agency & a copy will be provided to the

concerhed department.

» Department/developer will copy the audited code to the production environment. He will install SSL
certificate provided by DCO on production server. Developer will ensure port redirection from port 80
to 443.

*  Department will fill CRF for opening port 80 & 443 for the public IP already assigned to the URL. This
will be taken as standard request. All email communication will be accepted only from government
emall ids,

* DCO will test URL and If It Is working successfully then generates the hash code.

 Department has to submitted declaration letter from department (Sign & Stamp) regarding website
security audit along with all the contact detalls.
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Using eKYC Services of Govt.of
Maharashtra

Government of Maharashtra
Information Technology Department
Government Resolution No.: 807/76/2013-DIR-DIT(MH)
Mantralaya, Mumbai 400 032
Date: 7th January, 2014

Ref -

1. Government Resolution, General Administration Dept. No. DIT/2010/CR
48/39 dated 03.04.2010

2. Government Resolution, General Administration Dept. No. DIT/2010/CR
71/ Desk 39 dated 09.09.2010

3. Circular DIT-2010/ CR 71/ Desk 39

. —— - - [ — -

Background -

State Govt. delivers various services fo its citizens. To deliver these
services, it requires physical documents to verify identity and address of the
citizens. These Proof of Identity (Pot) and Proof of Address (PoA) documents have
to be submitted physically by the resident and verified by the departments before
delivering the services. This process of documents submission and verification
adds to the process time and its inefficiency.

UIDAI has developed services of e-KYC, whereby the data captured on the
Aadhaar card can be fetched electronically by Govt. depariment/ entity based on
authentication. In this process the individual, whose KYC details are being fetched,
authorizes the UIDAI to release his KYC details to the service provider. Based on
the data received electronically, the need for electronic data for those aspects is
not there, thus benefiting the citizens.

State Govt. has setup infrastructure of UID based Demographic and
Biometric Authentication of residents in coordination with UIDAL The
establishment of authentication infrastructure has also enabled the State
Government to provide electronic Know Your Customer (eKYC) services wherein
the basic demographic data like Name, Address, Gender, DoB and photograph of
the resident can be obtained directly from UIDAI based on authentication. RBI has
instructed banks to use the similar infrastructure of eKYC to allow opening of bank
accounts based on eKYC verifications. Accordingly, some banks have started the
use of eKYC services for opening of bank accounts and residents have an option
of using eKYC services in place of submitting hard copy documents regarding
Proof of Identity (Pol) and Proof of Address (PoA) which constitute a part of KYC.
eKYG is an instantaneous, totally secure and paperless process, which enhances
privacy of data. The State Government has also devised mechanism for launch of

Page 1of 3
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Government Resolution No.: 807/76/2013-DIR-DIT{MH)

eKYC services, which brings In efficiency in service delivery and helps residents
avall of services in an easy and efficient manner.

Benefits of eKYC:-

Paperless KYC

Instant KYC and approval
No forgery of documents
Low Cost

Government Resolution

Any depariment of the State Government may avail of eKYC services being

provided by DIT in coordination with UIDAL Department will require eKYC device
and eKYC Software to be installed on the designated work stations. Residents may

PN SOR® N

©

Process of eKYC

. Citizens approaches the official eKYC authentication computer station by

the department

Computer station operator accesses the web based e-KYC interface on the
PC, where the device has been installed, using his login ID and Password.
Aadhaar number is entered in the software '

Best Finger detection is conducted for citizens using e-KYC for the first time
Second factor authentication is by using the Biometrics (finger print)
Response (photograph and demographic details captured on Aadhaar)
received from UIDAI database is displayed on the screen

Reference/ Transaction Id is generated for the e-KYC response

If the e-KYC output is in order, the operator will mention the reference |Df
transaction ID of e-KYC {o the citizen and same will be stored in database.
This concludes the successful authentication for the citizen by the
Depariment/ service providers and thus enables citizens to avail the
intended services.

Residents can follow any of the following process:

. Submit physical documents regarding Proof of Identity, Proof of Address,

Photograph, efc.

Residents may authenticate themselves based on UID and allow the State
Government to use the demographic data and photograph provided for
generation of UID, thus eliminating the need for submission of any physical
document.

Use of eKYC services is optional and residents shall have a choice

regarding the same.

PageZof3
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Government Resolution No.: 807/76/2013-DIR-DIT(MH)

Each department will issue specific GR/Circulars/ Instructions separately
for the services covered by eKYC. '

This Government resolution of Maharashtra Government is available at the
website www.maharashtra.gov.in. Reference no. for this is 201401071558203311. This
order has been signed digitally.

By order and in the name of the Governor of Maharashtra.

A a rW a I Digitafly signed by Aggarwal
g g Rajesh Madanlal

DN: c=IN, 0=Govt of Maharashtra,

R 3 h ou=Directorate of Information
aJ e S Technology, postalCode=400032,

st=Maharashtra, cn=Aggarwal

M d I l Rajesh Madanlal
a a n a Date: 20714.01.07 18:50:58 +05'30°
- O .

(Rajesl; Aégarwalj
Principal Secretary IT
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COMPLIANCE MATRIX of GIGW

1 Assoc'iation to Government Is demonsirated by the use of Emblem/L.ogo, prominently

displayed on the homepage of the website

2 [Ownership information Is displayed on homepage and on all importapt entry pages
of the website.

3 |Complele and self explanatory lille of the homepage (appearing on the lop bar of the
browser) is provided.

4 |Website is registered tnder ‘gov.in' or ' nic.in’ domain.

§ [Website provides a prominent link ta the ‘National Portal' from the Home page and
pages belonging to National Portal load in new browser window

uilding Confidence

6 |Webslle has a Copyright Policy, prominently displayed on the homepage.

7 |Due permission have been obtained for publishing any confent protecied by copyright.

8 [Source of all documents, whether reproduced in part or full, is mentioned.

' 9 |Websile has a comprehensive Hyper Linking Policy

10 {Cléar indicalion are given when & link ieads oul to a non government websils.

¥

11 |The mechanlsm is In place to check the agcuracy of Hyperiinked Content.

12 |Mechanism is in piace to ensure that there are no 'broken links' {internal as well as
external) or 'Page not found" errors.

13 |Websile has comprehensive Terms and Conditions statements, linked from all

Important pages.

14 |Terms & Conditions disclaims responsibllity of the content sourced! linked from non
Governmen website and clearly indicates whether Information avallable on the site

can be used for legal purposes or not.

15 |Websiie has a Privacy Policy linked from all the relevant pages.

16 |All elecironic commerce transactions are handled through secure means.

Allinformation about the deparhner’i.t-, useful for the cilizen and other slakeholders,
is present in* About Us' section and mechanism is in place to keep the information

Y

up {o date
Sthemes o EEE S e

18 | The complete title of the Scheme is reflecled.

19 |The websile provides a complete description of the schema along with the procedure

for obtaining the associated benefits,

20 |The validity of the scheme has been mentioned.

113

Q000 Q00000002000 00000000002000000QO0 000



21 |Self explanatory fitle of the services is published.
22 The websile provides a complete description of the service along with 1he procedure to

EE‘! forfavail the same.
G "r‘h&’%@g@, E . T ;
.23 |The website provides the complete title of the form along with the purpose itis used for

24 |Language of the Form {other than English} Is mentioned clearly.

”‘%ﬁ% SRR %“%Eﬁ el

26 | The complete tille of the document is mentioned on the website.

27 | The language of the Document (other than English} Is meniioned clearly.

Validity of the Circular/ no:nﬁcauon is mentioned.

29 | The official fille of the Circular MNotification Is mentioned.

1. 30_ | validity of the Circular/ notification is mentioned.
Ténters and Recmitmbnticsls

31 Mechanism in place to ensure that all Tender { Recruitmeant Notlces issues by the
Department are published on the websile.

Website provides a complete description of the Tender / Recruitment notice along with
the procedure to apply for the same

Mechanism is in place to ensure that information on old [ irrelevant Tender {
Recruitment notices |s removed or moved into the archive section

e [ " S W R

Siaa T e Raleadpi '
News / Press releases are displayed along wrth the dale and these are orgamzed as
per the archival poli of the website

32

Website has a ‘Contacl Us' page, linked from thé home page and all releuan! places in

the website.
The complete contact delails of Imporiant functionaries in the Department are given in

the 'Contact Us' section

s5iice onjneNational Borakes :
Mechanism is In place to ensure that all the szen Services, Forms. Documents and
Schemes are registered with the respective reposnones of the National Porfal.

Scope of Content : Secondary Content

Mechanism is in placa lo ensure hal ali ouldated announcements are removed from
the website or moved to archive
39 |AN Discussion Forum on the website are moderated.

For every related link, the complete URL of the Home Pagefconcerned webpage is
provided.

38

40
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Scope of Content : Tertlary Content

Feedback is collected through online forms and mechanism is in place to ensure timely

41 response to feedbackigueries received through the website.

42 |The website has a readily available Help seclion
Complefe information inciuding fitle, size(playing time for audio/video), format, usage

43 linstructions and plug-in lo view the file is provided for downloadable material including
documents.

44 |Mechanism Is in place to ensure that all downloadable material is free from virus.

45 |Minimum content as prescribed In the guidelines is present on the homepage.

6 Subsequent pages of the website have the minimum content as prescribed in the
guidefines.

4. Quality of Content

Websita is free from offensive / discriminatory language.

Content is compiled and packaged with citizen orientation.

The Department has a Content Contribution, Moderation and Approval Policy(CMAP)
for the Websites.

Home Page and every imporiant entry page of website displays the last updated /
reviewed date.

Department has a Conlent Review Policy(CRP) for the website. ™~

All Decuments / Reports have a time stamp at least on the main page.

53 |The Departments have a clearly laid out Content Archival Policy(CAP) for the website.

54 |Clear and simple language has been used throughout the website.

55 |The language Is free from spelling and grammatical errors.

56 Whenever there Is a change in the language of a web page it has been cleatly
indicated.

57 |Consistency in nomenclature is maintained across the website.

58 All infarmation, which Is of direct imporlance o the citizen, is accessible from the
Homepage.

58 |information structure and relationship is preserved in all presentation slyles.

60 |The meaningful reading sequence is preserved in all presentation styles.

61 |Documents f pages in multiple languages are updated simnultaneously.
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Visualftexiual identity efements highlighting the Govemment's ownershi of the website
are prominently placed on the page.

A consistent page layout has been maintained throughout the website

Mational identity symbols like Fiag, Nalional Emblem elc., are in a.proper ratio and
colour

€5

Hindi/ regional language fonls have been lested on’ popular browsers for any
linconsistency (loss of tayout)

66

Web Pages allow resizing of text without the use of assistive {echnology.

67

Text is readable both in eleclronic and print format and the page prints correctly on an
Ad size paper.

68

There is acfequate confrast beMeen fext and background colour.

69

All information is conveyed with colour is also available withow! colour.

70

Allernate text is provided for non text elements{e.g. images).

71 |websites provide textual description of audio / video clips and mulimedia presentation.

72 [Caption have been provided for all important audio content. )

73 Web pages do not contain any content that flashes for more than three times in a
second. .

72" |There 1s a mechanism to control scrolling, bilnking conlent. ™ R

75 |There is a mechanism to control {slop, pause....) audio that starts autornaticatly.

76 Al pages on the website-have.a link 1o the home page. -

77 The positicning _apd?tgrr'ninology used for navigalion items and navigation scheme is|
consistent across the website.

78 |There are no links o "tnder construction’ pages.

79 Each page is a stand alone entity in lerms of ownership, navigation and context of
content.

80 |Web pages allow the user 1o bypass repeated biocks of contenl.

81 Website has either a "search" box or a link to a "search” page from every page of the
website.

a2 Website has an up to date Site Map thal is linked lo the Home Page as well as to all
important entry pages of the website.

83 |Ifthe site uses frames, each frame is properiy titled.
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84 |Woebsite uses Cascading Style sheels to control layouts/siyles

85 |Website is readable even when sheets are switched off or pot loaded.

86 |Web pages are usable even when scripls, applets etc are turned off, ‘

87" Documents are provided either in HTML or other accessibie formats. Instruction
Download details for viewing these formats are provided.

88 In content implemented using, mark up languages, the elemenis have been use¢
according 1o specification.

89 |Labels have been provided when conient requires input from the users.

20 Time Gmit for time dependent web functions can be adjusted by the user ( also refer
exceptions).

91 Instructions for operating! undesstanding content do not rely solely on characteristics
Ilike shape, size, location etc.

g2 iAllinput emors are flashed Intext.

93 {Functionality of content is operable through keyboard.

94 |Focus is not trapped in any component while navigating through keyboard only.

- 95—|Purposeof each linkisclear fatheuser. . ... ... ..

96

When any component recelves focus if does not initiate changé in context.

a7

Changing the setting of a component does not change the context unless the user has
been informed of the same.

o8

Metadala for pages like -title, keywords, description and language is appropriately
included.

99

Data tables have been provided with necessary tags / mark up.

100

All components recelves focus in an order that preserves the meaning / operation.

101

Role of all interface componenis can be programmatically determined.

102

The websitas have.been tested on multiple browsers.

103

\Websltes has cleared Security Audit by certificate agency and has a Security Policy.
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Websiies are accessibie {o th

e intended audience In an efficient and secure manner on
24 x 7 basis.

Yes

105

The hosting Service Provider Possesses state-of-the art mulli

as well as devices such as firewall and Infrusion prevention system,

Hier security infrastructure

Yes

106

The hosting Service Provider has redundant server infrastruclure for high availability,

107

The hosting service provided performs regular backup of the web sile.

108

The Hosling Service Provided ha;

3 a Disasler Recovery (DR) Cenlre in a
geographically distance location and a

well crafted DR plan for the website.

108

Websile Hosling Proviger provides Helpdesk & Technical support on 24x7x 365 basis,

8. We

All possible secure measuras have b
websife and the Depariment has bee

een taken lo prevent defacement/ hacking of the
N conlingency plan in place for situation [ke lhese,

bsite Promotion

relevant keywords.

112

9. Website Management

It has been ensured that afl sta
public messages issued b
{the websile,

lisnery of the depariment as well as advertiserents/
¥ the conicemed Depariment prominently display the URL of]

114

The websites has a websile monitoring poficy.

115

All policies and plans are approved by Head of Depariment,
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Localization Guidelines

Note: This document (ver 3.4) Is for developers’ use only.

Caopyright C-DAC, GIST 2011-20212. All rights reserved
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Note: This document (ver 3.4) Is for developers' use anly,

Summary (for Project Managers)

This document discussed various guidelines to help developers to localize their
software products / services, This document will benefit new software developers in
using the existing technologies together with various initiatives and standards, which
will help them, understand the complications involved with various. scripts and
platforms. A further benefit is better integration and interoperability of products. The
document starts with the  definitions of Locdlization  (L10N), Internationalization
{(118N), and Globalization. It also brings to limelight some national as well as
international standards currently used in the Localization industry. Various Important
topics have been touched in this document like Inputting, storage and tendering

‘lAdian fanguage dats, Unicode migration from legacy data, Usage = of Common Localé

Data Repository (CLDR), Characters encoding for proper representation on various
platforms, Unicode, Culture and locale specific information for Indian languages,
guidelines to develop localized software application / service, encoding and byte
order markers to differentiate and manipulate different files, directionality issues
with right to left scripts such as Urdu and the problem of using Cascading Style
Sheets (C5S ) in context Indian languages.

The topics such as  Authoring, Internationalization and  Localization have been
discussed in details with XUFF as an example. Fréquently Used Entries for Localization
(FUEL) for term consistency as an open source initiative, -in context of Indian language
has been cited. Various ISO 639 language Codes have been provided at the end of the
document. However, some of the pguidelines are generic in nature and may or may
not be applicable to mobile platforms.

Copyright C-DAC, GIST 2011-2012. Al rights reserved
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1 Introduction

1.1 Outline

This document defines general guidelines to help developers to localize their software products / services.
The document starts with the definitions of Localization (LION), Internationalization (I18N), and
Globalization. The advantage behind defining Localization is to create a common understanding of the term
“Localization” and to learn about the dos and don'ts in order to create a localized application. The
document will also discuss some of the frequently used national as well as international standards used in
the Localization industry. The document has been divided into various topics viz., Localization /[
internationalization standards, User Interface (Ul), directionality Issues, Frequently Used Entries for

1localization—(FUEL);-resource-identifiers; Common- Locale-Data -Repgsitory- (CLBR);-Characters-encoding,

Unicode, Culture , Locales etc.

1.2 Purpose of this Document

This document is intended for:
Software Designers / Engineers: To understand and evaluate Localization areas related to product design..

Testing and QA Engineers: To define test plans and test cases keeping Llocalization and
Internationalization in mind.

1.3 Scope

The scope of this document is to create awareness among the software developers and the designers to
create applications/ products keeping the Localization aspect in mind. These guidelines do not describe
how to internationalize a product. However, there are some coding snippets / examples which are used to
illustrate the concept and not Intended as a guide to implementation. Some of the guidelines are generic
in nature and may or may not be applicable to mobile platforms.

Note: This document {ver 3.4) s for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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2 Background

India is 2 multilingual country with 22 official languages and 12 different scripts. The official languages of
India are Hindi, Marathi, Sanskrit, Bangla, Assamese, Punjabi, Gujarati, Malayalam, Maithili, Santali, Bodo,
Dogri,” Tamil, Oriya, Telugu, Kannada, Urdu, Sindhi, Kashmiri, Manipuri, Konkani and Nepali. The various
scripts are: Devanagari, Gurmukhi, Bengali, Assamese, Guiarati, Kanqada, Oriya, Telugu, Malayalam, Tamil,
Perso-Arabic, Meitei Mayek, Ol chiki and Roman [16].

This document discusses various Localization standards along with the basic needs required to localize a
piece of text Le. input, storage and display. Standards formulating organizations are SO (International
Organization for Standardization), W3C {World Wide Web Consortium) and OASIS {Organization for the
Advancement of Structured Information Standards); here we will focus on the translation and Localization
standards developed by the last two organizations. __ __ . _ . _ . ...

"ty

_ The definition of a standard according to ISO/IEC Guide 2:2004 [17] provides the following general
definition of a standard:

“a document, established by consensus and approved by a recognized body, that

_provides, for common and repeated use, rules, guidelines or characteristics for
activities or their results, aimed at the achievement of the optimum degree of order in
a given context”.

Various standards and specifications used in Localization are: Unicode, XML Localization Interchange File
Format (XLIFF), Translation Memory eXchange (TMX), Term Base eXchange (TBX), Segmentation Rules
eXchange (SRX), Indlan Script Code for Information Interchange {ISCII)[18], Perso-Arabic Script Code for
Information Interchange (PASCII) [19] etc.

There are mainly four terms widely used in Localization domain:
GILT stands for Globalization, Internationalization, Localization and Translation [20].

There are many definitions of GILT, but for the purposes of this document the following definitions will be
used.

Translation is not just about text conversion but also deals with conversion of spoken words from source to
target language, without losing its meaning.

Anastasiou & Schiler (2010) defines Translation [21] as “Transiation is the text transfer from a source to a
target language; text is everywhere, in laws, news, academic dissertations, user manuals, advertisements
and so on; the list is endless. Besides, we often see that text is accompanied by icons, diagrams, and other
visual effects. For example, in newspapers as well as in user manuals and advertisements we have many
pictures, animations, logos and so on. We often see that these icons change, when they are transferred to a
target language.”

Copyright C-DAC, GIST 2011-2012, All rights reserved
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LISA defined Localization as follows[22]:

“Localization refers to the actual adaptation of the product for a specific market. [t
includes translation, adaptation of graphics, adoption of local currencies, use of
proper forms for dates, addresses, and phone numbers, and many other details,
including physical structures of products in some cases”.

Schiler (2007) with emphasis on digital content defines Localization as:

"Localization Is the linguistic and cultural adaptation of digital content o the
requirements and locale of a foreign market, and the provision of services and

- * .n=-technologies —for—the -management- of -muitilingualism. -across. .the. digital-.global

information flow.”

Globalisation deals with the strategy making for selling the product or services to the foreign
markets.

Sikes {2009) defines Globalisation [23] as

“Expansion of marketing strategies to address regional requirements of all kinds”
while Localization is “Engineering o product to enable efficient adaptation to local
requirements”

Internationalisation [241:

“Internationafisation is the design and development of a product, application or
document that enables easy Localization for target audiences that differ in region,
culture, or language”,

In short, internationalisation reduces the engineering effort spent for various languages and cultures. It
also makes languages locale independent. A locale is a specific geographical, political, or cultural region. 1t
is usually identified by a combination of language and country, for example, en_UK represents the locale
UK English.

Note: This document (ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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3 Standards

The standards have been divided into two categories:
a) Text Localization standards

b) Localization standards

3.1 Text Localization standards

In order to localise a piece of text the following are the three basic steps:
1. Inputiing multilingualdata (Keyboards), ~
2. Displaying multilingual data (fonts),
3. Storing multilingual data (Unicode).

3.1.1 Inputting multilingual data

There are three types of inputting mechanism for Indian languages, viz.:

3.1.1.1 INSCRIPT/Enhanced INSCRIPT

INSCRIPT: The INSCRIPT layout uses the standard QWERTY 101 keyboard. The Indian language
characters are divided into vowels and consonants. The vowels are placed on the left hand side of
the keyboard and the consonants are placed on the right hand side of the keyboard layout. The
mapping of characters in Indian languages is such that it remains common for all the left to right
languages. Due to this the basic character set of the Indian languages js common. Enhanced
INSCRIPT has got four layers of Keyboard to accommodate more characters. INSCRIPT layout can be

used by urban as well as non-urban community.

Copyright C-DAC, GIST 2011-2012, Ali rights reserved
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The following figure represents the INSCRIPT Layout.
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3.1.1.2 Rupee Symbol
Level 2
(Shifted)
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Level 1 Level 3
(Unshifted) (AItGr)

With the introduction 'of the new Rupee symbol, there are several hack/non-standard
implementations existing on the web. It is mandatory that Rupee symbol placement on the
keyboard should be as indit_:ated in the figure above while the storage value should be U+20B9.

Note: This document (ver 3.4} is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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3.1.2 Displaying multilingual data

Displaying multilingual data would require fonts. Font is a set of well defined shapes to display
symbols (letters, punctuation marks, special characters of the language.) An 8-bit font can
represent 256 glyphs by giving unique index (called glyph Index) and name to each glyph/shape.

Since Indian scripts are complex in nature and because of this complexity rendering of these scripts
is different than its display. Hence, many legacy standards have been developed to display ISCII text
eg. Indian Script Font Code (ISFOC) [25]) which will require special software to render stored text in
ISCII. The right thing would be to use language specific fonts and converters in order to render text
as per the language rules. With thé evolution of computing environment from 8-bit to 16-bit 1SCH

- - "was surpassed by Unicodeand True typeﬁ‘ontbvﬁpentvpﬁmt““ . T -

3.1.2.1 Open Type Font

.

OpenType is a cross-platform font file format developed Jointly by Adobe and Microsoft[16].

Microsoft defines Open type font as

“OpenType. All the information controlling the substitution and relative positioning of glyphs
during glyph processing is contained within the font itself. This information is defined in OpenType
Layout (OTL) features that are, in turn, associated with specific scripts and language systems.”[9]

The OpenType font format has the following advantages:
e multi-platform support
o support for international character sets
« smaller fiie sizes

» support for advanced typographic control

3.1.2.2 Rendering / Rasteriser Engines

Displaying multilingual data would also require, rendering / rasterisers engines such as Uniscribe, Pango,
[CU, Harfbuzz.

Note; This document (ver 3.4) Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 10
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Uniscribe: Uniscribe is a Microsoft shaping and rendering engine to ensure proper representation of
multilingual content on windows platform. '

Pango: Pango is a library for laying out and rendering of text, with an emphasis on internationalization.
Pango can be used anywhere that text layout Is needed, though most of the work on Pango so far has been
done in the context of the GTK+ widget toolkit. Pango forms the core of text and font handling for GTK+-
2.x.

ICU: ICU'is a mature, widely used set of C/C++ and Java libraries providing Unicode and Globalization
support for software applications. 1CU is widely portable and gives applications the same results on all
platforms and between C/C++ and Java software.

Harfbuzz: HarfBuzz is an OpenType text shaping engine.

.l Forturther details please refer the following trls: -
ICU: http://site.icu-project.or

PANGO: http://www.pango.org/

ICU: hitp://site.icu-profect.org/

Harfbuzz: http://www.freedesktop.org/wikifSoftware/HarfBuzz

3.1.2.3 Sakal Bharati font

A single font which contains all the Indic scripts has been developed by CDAC Pune. This font has got
consistent look and feel across various Indic Scripts including English language. The following picture shows
how different scripts are rendered on the screen.

Note: This document {ver 3.4) is for developers’ use only. Copyright C-DAC, G!IST 2011-2012, All rights reserved 11
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3.1.3 Storing multilingual data
Multilingual data can be stored in Unicode.
Unicode consortium defines Unicode as
“Unicode is the universal character encoding, maintained by the Unicode consortium, This encoding
standard provides the basis for processing, storage and interchange of text data in any language in
all modern software and information technology protocols.”[4]
It is the superset of all the languages in the world which also includes punctuation, special characters
(shapes), currency symbols, mathematical symbols etc [5]. Using Unicode, more than 65000 different
characters can be represented. Unicode comprises of many code pages.
3.1.3.1 Normalization in Unicode
The Unicode data requires normalization. There are many cases where a character can be entered in more
than one ways using the Unicode code chart.
ST 4+ O = 091C+093C
One must take utmost care while developing applications in Unicade like internationalized domain names
{IDN]),
Note: This document (ver 3.4} is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 12
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3.2 Llocalization standards

The various standards in today's Localization world are: XLIFF, Segmentation Rules eXchange (SRX),
Translation Memory eXchange (TMX), Ferm-Base eXchange (TBX], Global Information Management
Metrics eXchange-Volume (GMX-V), XML Text Memory {xmi:tm).

2..1. XUFF: is an XML, based intermediate format which is used to store, carry and interchange
localizable data. According to XLIFF specification [13]: “XLIFF is the XML Localization
Interchange File Format designed by a group of software providers, Localization service
providers, and Localization tools providers. It Is intended to give any software provider a
single interchange file format that can be understood by any Localization provider.”

e e e e et e mm = e e 4 s T T———

2..2. SRX: SRX rules based on XML vocabulary was developed for breaking the text into
translatable segments/ smaller fragments. SRX is defined In two parts: <languagerules>:
specification about rules applicable for each language. <maprules>: specification about how
rules are applied for each language.

2..3. TMX: TMX is the translation memory data exchange standard between applications. It is
divided into two parts: Translation Unit <tu> and Segment of translation memory text <seg>.

2..4. TBX: TBX-Basic is a TBX compliant terminology markup language for translation and
Localization processes that permit a limited set of data categories. The purpose of TBX-Basic
is to enhance the ability to exchange terminology resources between users.

3.5. GMX-V: It measures the work-load for a given Localization job, not just by word and
character count, but also by counting exact and fuzzy matches, punctuation symbols etc. it

can also be used to count the number of pages, screenshots etc.

2..6. xml:tm: It is the vendor-neutral open XML standard, which allows text memory including
translations to be embedded within XML documents using XML namespace syntax.

Note: This document (ver 3.4) Is for developers’ use only. Capyright C-DAC, GIST 2011-2012. All rights reserved
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The standards we are goling to describe now follow the order of a Localization workflow, i.e. authoring,
Internaticnalization and Localization as shows: in the following diagram:

z;;rf:“g;fao“,uﬁ;éé TR A
*In ter) nali:

. - ———.— —.__FEig.-Authoring, internationalization, and localization.standards.. . .. . . .

‘At authoring stage, the standard which leaps out is DITA {Darwin Information Typing Architecture) managed by OASIS.
ITS (Internationalization Tag Set) is the internationalization standard by W3C, while XLIFF is a standard which carries
Localization data and metadata under the umbrella of DASIS. DITA Is an XML-based specification which processes
modular and extensible topic-based information types as specializations of existing types. It allows for the
introduction of specific semantics for specific purposes.

An example of DITA is shown below:
(1) DITA example

<task id="installstorage">

<title>Installing a hard drive</title>
<shortdesc>You open the box and insert the drive.
<fshortdesc>

<prolog><metadata>

<audience type="administrator"/>

<keywords>

<indexterm>hard drive</indexterm>
<indexterm>disk drive</indexterm>

</keywords>

</metadata></prolog>

<taskbody>

<steps>

<step><cmd>Unscrew the cover.</cmd>
<stepresult>The drive bay is exposed.</stepresult>
</step>

<step><cmd>Insert the drive into the drive bay.</cmd>
<info>If you feel resistance,try another angle.<finfo>
</step>

</steps>

<ftaskbody>

Note: This document {ver 3.4} is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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<related-links>

<link href="formatstorage.dita®/>
<link href="installmemory.dita"/>
<frelated-links>

</task>

The example Is retrieved from DITA CASIS online community portal:
http://dita.xml.org/what-do-info-typed-dita-topic-examples-look, 10/06/12.

In the above mentioned example the metadata tag <metadata> stores the meta information for Keywords, index
terms and audience type. After this the steps and the steps results are given. There is also a provision to link other
DITA files too.

After this Authoring stage the next stage is Internationalization. Internationalization reduces the engineering effort
spent for varlous languages and cultures. Directionality (RTL or LTR), which is very important for internationalization,
is supported by the ITS specification.

The ITS specification consists of "data categories”, Which 5”3 set of élements and attributes. Perhaps the ToS
important data category is <translate>, as it expresses information about whether the content of an element or
attribute should be translated or not. The values of this data category are “yes” (translatable) or “no” (not
translatable).

The selection of XML node(s) may be explicit (using local approach} or implicit {using global rules). An ITS example
using local approach [s given below:

(2} ITS example
<dbk:article
xmins:its="http://www.w3.0rg/2005/11/its"
xmins:dbk="http://docbook.org/nsfdocbook"
its:version="1.0" version="5.0" xml:lang="en">
<dbk:info>

<dbk:title>An example article</dbk:title>
<dbk:author its:translate="no">
<dbk:personname>
<dbk:firstname>John</dbk:firstname:>
<dbk:surname>Doe</dbk:surname>
</dbk:personname>

<dbk:affiliation>

<dbk:address> .
<dbk:email>foo@example.com</dbk:email>
</dbk:address>

</dbk:affiliation>

</dbk:author>

<fdbk:info>

<dbk:para>This is a short article.</dbk:para>
<fdbk:article>

Here we see that we do not have an explicit metadata tag, but metadata is still available, such as title, author,
person’s name {first name and surname), affiliation, address, and contact e-mail. We also see that that all author’s
information should not be translated as indicated by the data category translate="no": <dbk:author
its;translate="no">.

Note: This document (ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 15
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A basic minimal XUFF file (3) follows:

(3) Minimal XLIFF file with one translation unit (TU)

<xliff version="1.2"
xmins="urn:oasis:names:tcxliff:document: 1.2
xmins:xsi="http:/ fwww.w3.org/2001/XMLSchemainstance’
xsh:schemalocation="urn:oasis:names:tc:xliff:documen
1:1.2 xliff-core-1.2 xsd'>

<file original="Greetings.txt" source-language="en-Us"
datatype="plaintext">

<body>

<trans-unit id="#1">

<source xml:lang="en-US">Thankyou</source>

<target xml:lang="de-DE">Danke</target>

<ftrans-unit>

sfbody> | L L o L )
<ffile>

</xliff>

On the first line we have the XLIFF declaration and also the schemaLocation attribute of the XML schema-instance
namespace. In the file element we have the name of the file (Greetings.txt), its source language {English (US)), and its
data type {plain text). Then the translation unit element follows with its source and target text in the source language
(SL) and target language (TL), respectively. XLIFF also allows the storage of important data for (software) localisation;
an example is the restype attribute. Among its values, are checkbox, cursor, dialog, hscrollbar {horizontal scrollbar),
icon, menubar {a toolbar containing one or more tope level menus), and window. An exampless of a dialog resource
type follows:

(4} XLIFF TU of a dialog

<trans-unit id="34" resname="IDD_ABOUT_DLG"
restype="dlalog" coord="0;0;235;100" font="MS5 Sans
Serif;8" style="0x0932239">

<source>About Dialog</source>

<ftrans-unit>

In example (4), we see metadata about font, style, and coordinates. This is specific to the dialog resource type. When
metadata is about the file and the localisation process in general, then it is included in the header element. An
example of the header element follows:

{5) Process metadata in header element

<header> .
<phase-group>

<phase

phase-name="engineering"

process-name="sizing"

contact-name="John Doe"

contact-email=fooc @example.com/>

</phase-group>

</header>

Note: This document (ver 3.4) Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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4 Common Language Data Repository (CLDR)

The CLDR provides key building blocks for software to support the world's languages. The data in the

repository is used by companies for their software internationalization and localization: adapting software

to the conventions of different languages for such tasks as formatting of dates, times, time zones, numbers,

and currency values; sorting text; choosing languages or countries by name; and many others. C.L.D.R.'s

provide useful information as to the locale and are therefore crucial from the perspective of localization.

For the purpose of clarity, CLDR's may be reduced to two sub-types: CLDR's are of two types: Basic and

Exhaustive.
The Basic CLDR comprises of
| s Calendars
» Numeric formats,
s Date and Time formats

s Currencies

These are used not only by Operating Systems to show time date and conversion but also for more

extensive functions such as inserting Date, Time, Currency etc In the locale of the country.

Advanced or Exhaustive CLDR’s cover in addition to the above, items such as

o Weight systems

o Distance systems

e location

s Modes of Address

e language Selection
Note: This document (ver 3.4) is for developers’ use only.
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o Oral Pronunciation (tied to the Voice Browser)

A majority of CLDR’s use LDML for mark-up.

4.1 APPROACH

Existing CLDR templates (for the major part from the Unicode site) were analysed from the point of view of
their compliance to Locale data. Experts were Invited to give their comments on the tags within the CLDR

and-whetherthe existing-tags were-sufficient-The results of-the analysis-of-CLDR aregiven-below,- — - --

4.1.1 ANALYSIS
This analysis of CLDR's is divided into two parts:

Basic CLDR's and Advanced CLDR’s

4,1.1.1 BASIC CLDR
The repository contains information as to Time, Date, Year, Currency and Weight. Insofar as the basic
CLDR’s are concerned, it was noted that a majority were geared towards the Western model. The lacuna in

each locale data is analysed in what follows:
YEAR

The year format which is normally followed is the Gregorian calendar. In fact even the CLDR for Hindi and
other Indian languages complies with the Western norm, with the months being transliterated into the

local language.

[t would be advisable for trie representation (as in the case of Chinese) to adopt the [ndian luni-solar
calendar and have the year calculated as Vikram Samwat for Gujarati, Dogri, Marathi and Konkani as well as

1o a certain extent for Sindhi. [n the case of Gujarati, the Parsi calendar where each day of the month has a

Copyright C-DAC, GIST 2011-2012. All rights reserved
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Note: This document {ver 3.4) is for developers’ use only.

separate name would involve a very specific CLDR. On the other hand, the calendar for. Urdu and Kashmiri

could conform to the Muslim calendar.

DATE

The same assumptions could be for Date where the date notation in Indian languages varies and cari be
bD MM YYYY

PDbMM  YY

MM DD YYYY

MM DD YY

TIME d

Time is calculated as per Hour Minute and Second. But traditional time calculation in India, especially in

Astrology, is based on ghatikas and palas.

Even in the case of Hour Minute Second notation, apart from the Indian railways and Airlines where a 24

Hour notation is maintained, the normal notation is for a 12 hour cycle.

NUMBERS

The case of Numbers is unique, since Numbers in Indian languages have their own grammar and a
NUM2Word routine neéessarily implies a deep study of the variocus ways of representing numbers in Indian
Languages. This has been one of the areas of Intensive study and the results of the Number notation as
represented in a Num2Word routine are provided at the end of the chapter for Marathi, Konkani, Gujarati,

Urduy, Sindhi, Bogri and Kashmiri.

Copyright C-DAC, GIST 2011-2012. All rights reserved
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CURRENCY

The normal currency is Rs and Paise. However in common parlance there are further subdivisions into a

quarter, half and three quarters. Should these be represented as is done in the US with the word dime

being acceptable?

Although India has adopted the Metric System to be at par with the world, in real time, old weights still

.. continue to function. Should these be included in the CLDR where the Weight and Measures are analyzed.

A'similar problem arises in the case of distance where the old Foot and Mile system is partly used. Similarly
measurement of land is still in traditional measures. This is especially important for localizing {and records

|
|
WEIGHTS MEASURES AND DISTANCE
i where each state has its own traditional term for measurement such as Guntha, Bigha etc.

The above few items show the complexity in evolving a basic CLDR for Indian languages. in the case of the
more advanced aspects of the CLDR which are normally not adopted in the standard CLDR, socio-cultural

aspects are analyzed,

4.1.1.2 ADVANCED CLDR

This embraces socio-cultural aspects. such as Icons, Images, Symbols, Myths, Beliefs, Geographical entities,
Custom and Tradition, Festivals. Another aspect is that of name representation where the traditional FIRST
NAME FATHER'S NAME & SURNAME are not pertinent, especiaily in the South where such features are
replaced by patronymics. Similarly notification of locatian, especially in the case of addresses are not easy
to reduce to a single format. Different cultures tend to change the order from Ascending to Descending as
is the case in Iran and to a certain extent in parts of Bhuj in Gujarat, where the country is placed first and

the destinator is placed at the end. Honorifics and terms of respect and address also form an important

Note: This document {ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 20
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part of CLDR which to be totally exhaustive has to embrace each and every aspect of the culture of the

locale and render it transparent to the user.

Since exact formats in LDML for these different entities are still under development, these have not been

studied in depth.

COMPLIANCY

The different CLDR’s that have been analyzed and studied / and or developed (as in the case of Dogri) are

all.compliant with the Western notational system. In that serise they are perfectly compliant. They have

been implemented by both IBM and Microsoft in their operating systems and within these limits can be

termed as perfectly compliant.

However the term “compliancy” implies a norm or standard and if the above discussion is to be gone by,
the CLDR’s do not reflect in any manner the cultural and ethnic thought processes of the languages under
study. A closer look at this problem which is a vital one especially in the area of e-governance localization is

amust,

In what follows two sample CLDR’s one for Dogri and the other for Urdu are presented. Both are in the
traditional framewaork although the Urdu CLDR proposes like the Arabic one a dual system: Gregorian and
Muslim. Simultaneously the results of the study undertaken on Num2Word conversion in the shape of a
tabular representation of the basic numerals from one to the highest acceptable number are also provided

for all the languages under study.

Further details can be found at : http://cldr.unicode.org/

Note: This document (ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012, All rights reserved
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5 Frequently Used Eniries for Localization (FUEL)

FUEL is an open source initiative to standardize terms for open source software programs. It aims at
resolving the problem of term inconsistency and lack of standardization in Computer software transtation,
across various platforms. It also works to provide a standard and consistent terminology for a language.
Following Indian language support has been added in this initiative.

Languages with FUEL [31}:

Assamese (as)

Bengali {India) {bn_IN)
1 “Bhojpuri (bHG) ™ -

Chhattisgarhi (hne)

Gujarati {gu)

Hindi (hi)

Kazakh (kaz)

Magahi (mag)

Maithili {mai)

Malayalam {ml)

Marathi (mr)

Punjabi (pa)

Oriya (or)

Tamil {ta)

Telugu (te)

Urdu (ur)

Kannada (kn)

Note: This document {ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012, All rights reserved 22
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ii.

iii.

iv.

6 Generic Guidelines

Use Unicode as your character encoding to represent text.
It is recommended to use Latest version of Unicode and Unicode Compliant.Open Font Type
during design and deployment of Indian language application {Refer : http://unicode.org)
It is recommended to use of Enhanced INSCRIPT keyboard for inputting
i.  Drawback of Phonetic / transliteration based layouts is that they are useful only
for English knowing users.
it Drawbackﬂofjf;ypewrjtermlaynuts. is_that they are preferred only by operators.
migrating from physical typewriters.
fii. INSCRIPT is easy to learn and use especially for non English speaker.
iv.  Major OS such as MS-Windows and Linux support INSCRIPT by default
v. It also caters to latest additions such as the Rupee symbol
vi.  Refer: http://cdac.in/downloads
Isolate all user interface elements from the program source code. Move all localisable
resources to separate resource-only DLLs, Localisable resources include user interface
elements, such as strings, error messages, dialog boxes, menus, and embedded object

resources. Resources which are not localisable should not put inte the resource-only DLLs.

Refer: http://msdn.microsoft.com/en-us/library/w7x1y988.aspx

Use the same resource identifiers throughout the life of the project. Changing identifiers
makes it difficult to update localised resources from one build to another. Refer:

http://www.lingobit.com/solutions/bestpractices.html

Allow plenty of room for the length of strings to expand in the user interface. In some

fanguages, phrases can require 50-75 percent more space than they need in other languages.

Note: This document (ver 3.4} is for developers’ use anly. Copyright C-DAC, GIST 2011-2012. All rights reserved 23
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For example, dialog boxes may expand due to Localization, a large dialog box that occupies the
entire screen in low-resolution mode may require resizing to an unusable size when localised.

Refer: http://msdn.microsoft.com/en-us/library/w7x1y988.aspx

vii. Ul controls such as buttons or drop-down lists should not be placed on top of other controls.
Sizing and hotkey issues with hidden controls usually are found through testing, which might
not be done during Localization . In this case, the Ul is not localisable because the button size

i ~cannot be exterided to the lengthrequired for thetransiationwithout rearranging the-button
positions. Rearranging button positions can be costly and makes the Ul inconsistent among

languages. Refer: http://msdn.microsoft.com/en-us/library/aal63857(v=office.10).aspx

viii. There should be proper use of decimal separator which varies from locale to locale.

ix. Avoid images, banners with text, because for Indian language version they need to be
translated as well and language switch will not be able to handle the text inside images.
x.  Fordesktop applications the icon, icon-text and title should be in local language.
For applications requiring RTL support it recommended that the html tag 'direction’ be specified
with RTL as value e.g.

'<a dir="rtl" lang="fa" href="...">...</a>' [in Persian].

- - . r M H
That would yield this result: Jalaio wVigw [m PerSIanl

xi.  Application surface Localization are useful where end user is only consuming information and
processing / computing with Indian language data is not critical.
i, example of surface Localization is printing of statement of accounts or and bill
passhook printing
Copyright C-DAC, GIST 2011-2012. All rights reserved
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xii.  Use clear, concise, and grammatically correct language. Ambiguous words, obtuse or highly
’.cechnical sentences, and gra;mmatical mistakes increasé translation time and costs.

xiii. When using abbreviations and acronyms, ensure that the abbreviations and acronyms have
meanings that are understood by most users. You should always define abbreviations and
acronyms that might not be obvious in all languages.

Refer: http://msdn.microsoft.com/en-us/library/aa163854(v=office.10).aspx

xiv.  Avoid using images and icons that contain text in your application. They are expensive to

—— I - - — L.

loEalise.

xv.  Avoid strings that contain a preposition and a variable are difficult to localise because, in some

languages, different prepositions are used In different contexts.

Refer: http://msdn.microsoft.com/en-us/library/aal163852(v=office.10).aspx

Exarn_;a_le codeé ; - —“‘ R B?ttercoie_ ] - Ny 4* B
At %s Time: %s

At %s Date: %s

At %s Location: %s

xvi.  Automated translation tools can significantly cut down on Localization vendor's costs. But

automatic translation tools only work if standard phrases are being used. Many Localization

vendors are paid per word. Consider the amount of money that can be saved if one standard

phrase can be easily, or automatically translated into multiple languages. For example, the

following messages could be standardized into one consistent message:

Note: This document {ver 3.4) is for developers’ use only.
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xvii.

Xviii.

Refer: http://msdn.microsoft.com/en-us/library/aa163854{v=office.10).aspx

Message

Standardized version of message

Ev - - - - - - - - =

Not enough memory

There is not enough memory available.

There Is not enough memory available

There is not enough memory available.

" TRsufficient Merfmory!

1 THer@ s ot enough memory available.

Different languages often have different punctuation and spacing rules. Consider these

differences when writing strings in code. Thus, if this string is constructed at run time, the

localiser cannot change the point to a comma. For similar reasons, apply these considerations

to numbers, dates, or any other information that might have different formats in other

languages. Refer: http://msdn.microsoft.com/en-us/library/aal63854(v=office.10).aspx

Use of numerals / digits

i.  Forapplications involving number crunching such as banking applications,

billing applications, statistics it is recommended that English numbers / Digits be

used. Unless mandated otherwise by the agency commissioning the project.

= This is because most programming environments, spreadsheets and

databases do not support computing with Indian digits which are

treated as characters as opposed to numeral.

ii: * For applications such as digital data preservation Indian digits may be

considered.

Note: This document {ver 3.4) is for developers’ use only.
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xix. Avoid using compounded variables

In the following example, to translate the preposition "on" correctly, you might have to ask

the developer what the variables stand for.

Refer; http://msdn.microsoft.com/en-us/library/aal163852(v=office.10).aspx

Example String

! Explanation from developer

%1:%M%p on %A, %B %d, %Y

N 'vﬁFull wezkday name

%8B Full month name

%d Day of month as decimal number (01 - 31)

| %I Hour in 12-hour format (01 - 12)

%M Minute as decimal number {00 - 59)

%p Current locale's A.M./P.M. indicator for 12-hour clock

%Y Year with century, as decimal number

xx. Use Microsoft specified “resource file” naming convention.

Note: This document (ver 3.4} is for developers’ use only.
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xxi,  Use unique variable names

If the same variable name is used for different variables, for example, if the sequence of
the variables is hard coded, the word order in the translated sentence might be wrong

because word order differs from language to language.

Example code | Better code
Set created on %s at %s Set created on %1 at %2

| Backup ;f %s an %s at % _ Ba-t_:l‘:l;p of %1 on %2 at %3 N
Printing %s of %s on %s Printing %1 of %2 on %3

xxii. Do not hardcode strings or user interface resources.

xxiii.  Allocate text buffers dynamically since text size may expand when translated.

xxiv.  Avoid composite strings

The strings shown in the following table cannot be localized unless the localizer knows
what the type of object or item the variables stand for. Even then, Localization might be
difficult, because the value of the variable might require a different syntax; the article
"the" has variations in another language {in German: "der, die, das, dem, den, des," the
same as in English where you have "a" or "an"); the adjectives might change according to
the gender of the word; or other factors. Using composite strings increases the chances of
mistranslation. These Localtzatlon problems can be eliminated by writing out each

message as a separate string instead of using variables.

Refer: http://msdn.microsoft.com/en-us/library/aa163852(v=office.10).aspx
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XXV.

XXVi.

XXVil.

Note: This document {ver 3.4) Is for developers’ use only.

Examples of composite strings

Are you sure you want to delete the selected %s?

%s drive letter or drive path for %s.

Are you sure you want to delete %s's profile?

| Cannot %s to Removable, CD-ROM or unknown types of drives.

A %s error has occurred %sing one of the %s sectors on this drive.

Unused strings and dialog boxes should be removed from the source, so localisers do not
waste time localising them.

Avoid using controls within a sentence. You might want to place a Ul control within a sentence.
For example, you might want to give users a drop-down menu to make a choice within a
sentence. This practice is not recommended, because to localise a sentence that includes Ul
contrals, the localiser often has to either change the position of the controls (if possible) or be
content with an improper sentence structure. Also, the Ul controls are often drop-down
combo boxes that are comprised of multiple controls. Moving and aligning these can be error-
prone.

Test localised applications on all language variants of Windows XP (except Oriya). If your
application uses Unicode, as recommended, it should run fine with no madifications. If it uses
a Windows code page, you will need to set the culture/locale to the appropriate value for your
localised application and reboot before testing. Refer: http://msdn.microsoft.com/en-

us/library/aa291552{v=vs.71}.aspx

Copyright C-DAC, GIST 2011-2012, All rights reserved 29
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xxviii.  Cultural and Policy Making [ssues

i.  Avoid slang expressions, colloquialisms, and obscure phrasing in all text. At best,
they are difficult to translate; at worst, they are offensive.
ii. Avoid maps that include controversial regional or national boundaries. They are

a notorious source of political offense.

fii.  Avoid images in bitmaps and icons that are ethnocentric or offensive in other

cultures/locales. Refer: http://www.lingobit.com/solutions/bestpractices.html
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6.1 . Categorical Classification of Guidelines:

Category Sub Category Guideline

Fixed - textual objects which should
not get translated, e.g. - User Name, All fixed text should be separate from resource
Group Name, Password, System or  file and not translated.

hostnames, keyboard-accelerators- - Temmems - an

0000000000 O OO0

&
E:]
*

All messages should be reviewed for slang

Message - transtated information terminology, message fragments, and other
displayed to the user by the product. criteria that cause messages to be difficult to
translate.

All Translatables should be separate from the
source and placed in a locale-specific location.

If translated items do not exist for a locale,
correct default values should be used.

Allow plenty of room for the length of strings to
expand in the user interface. In some languages,
phrases can require 50-75 percent more space
than they need in other languages.

When variables are used for the text strings,
extra space (atleast one line per variable) should
be provided.

There should not be any controls placed in
between the sentences.

when possible, it is best to put text labels above
Ul controls such as edit boxes. This positioning
allows for the greatest extension of the text

Note: This document (ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2021-2012, All rights reserved 31
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Other - translated help files,
documentation.

field.
Avoid inline CSS with values.
Never use absolute positions.

Ul controls such as buttons or drop-down lists
should not be placed on top of other controls.

Text on a button should never be dynamically
linked onto the button from a string variable but
should be placed on the button itself as a
property of the button. b

Help files , documentations should be available
for different Locals.

i)

[cons, Images, Colors, Sounds, etc

Note: Thls document {ver 3.4} is for developers’ use only.

FAE Rt Ly i s -gdy yw 0 P
1. These items should be culturally neutral as

much as possible. Avoid culture-specific
examples, showing body parts, gender-specific
roles, religious references, political symbaols, text
In graphics.

2. If these items are not culturally neutral then
all non-textual items should reside in locale-
specific directories and these items should be
separate from the source product i.e. The item
should not compiled or hardcoded into the
praduct and should be configurable.

3. If these items are not culturally neutral and if
an item has not been translated into a specific
locale, Correct default item should appear.

4, If these items are not cuiturally neutral, and if
any textual messages appear in icons/ images,
then the text from the icon or image should be
easily able to separate from the image. And
these messages must be translated separately

Copyright C-DAC, GIST 2011-2012. All rights reserved
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from the icon.

5. if these items are not culturally neutral, the
tools which created the items should be easily
available in other places, where the localization
of these items will take place.

- system or user log files or text
windows - display of time and date
- -informationin-files—calendar- -— — - -Time;-Date-and Calendar-formatin-a locale-
functions - display of chronologically- speciflc format.
sorted data - display of user accesses
to the system

OO0 000000000000

1
1

Numbers should display in the locale-specific
format.

The currency symbol should displayed in the
locale-specific format.

Currency strings should be formatted according
to locale conventions.

If using the International three-letter currency
code, correct one should be used according to
local..

lf the sort order change in dlfferent Iocales then
It must be sorted according to the rules of the
locale.

Collatlon refers to the order in which
characters are sorted.

Note: This document {ver 3.4) Is for developers’ use only, Copyright C-DAC, GIST 2011-2012. All rights reserved
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The formats for personal names, honorifics and
salutations should be configurable for each
locale.

The formats for postal addresses and telephone
numbers should be configurable for each locale.

Application should handle Unicode and convert
correctly between Unicode and the native
encoding of the platform. i.e. non-ASCll
filenames and pathnames should be hagdled

correctly

Can non-ASCIl characters be saved and Ioadec‘i_—-
correctly from the file system, without mention
of proper byte order marker?

Whereaver data is shared between If the application transfers data through
applications, such as mail, Internet  protocols or hetworks that strip the 8th bit, The
browsing, etc. or Wherever datais  application should encode, decode, and display
displayed. the data correctly.

[f the product includes a help browser or web
"browser:

1. Browser should load files or pages in different
encodings.

2. Browser should be able to properly display
files or pages with multibyte text.

3. Once a file is loaded, is it possible to display it

Note: This document (ver 3.4) Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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in another encoding?

4., Bookmarks and menus should show filenames
with multibyte text correctly.

*

App[-ication sﬁould C
display non-ASCH input in all places where it is
appropriate to enter non-ASCl text.

As non-ASCil text is being entered, the
backspace key should correctly delete the non-
ASClftext: ~ « = =~ 7= =~

»

Product should have the mechanism to input
characters used for various languages.

Shortcut key combinations should be accessible

on international keyboards

't L M . eE

TG EEs S

canvases, HTML pages, etc.

Note: This document {ver 3.4} is for developers’ use only.

All areas of the application should display all
characters within the current locale.

Your application should use the default fonts, or
if explicit fonts are named, the fonts should be
stored in an external resource file that can be
configured for each locale.

Printing out characters from the users' native
languages should be proper.

Application should work correctly on loczlized
editions of operations systems that the product
supports.

Copyright C-DAC, GIST 2011-2012. All rights reserved
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7 Migration to Unicode

According to Microsoft creating a new program based on Unicode is fairly easy. Unicode has a few
features that require special handling, but you can isolate these in your code. Converting an
existing program that uses code-page encoding to one that uses Unicode or generic declarations is
also straightforward. Here are the steps to follow:

1. Meodify your code to use generic data types. Determine which variables declared as char
or char* are text, and not pointers to buffers or binary byte arrays. Change these types to
TCHAR and TCHAR*, as defined in the Win32 file WINDOWS.H, or to _TCHAR as defined in
the Visual C++ file TCHAR,H. Replace instances of LPSTR and LPCH with LPTSTR and LPTCH.
Make sure to check all local variables and return types. Using generic data types is a good
transition strategy because you can compile both ANSI and Unicode versions of your
program without sacrificing the readability of the code. Don't use generic data types,
however, for data that will always be Unicode or always stays in a given code page. For
example, one of the string parameters to MultiByteToWideChar and WideCharToMultiByte
should always be a code page-based data type, and the other should always be a Unicode
data type.

2. Modify your code to use generic function prototypes. For example, use the C run-time cail
_teslen instead of strlen, and use the Win32 AP} SetWindowText instead of
SetWindowTextA. This rule applies to all APIs and C functions that handle text arguments.

3. Surround any character or string literal with the TEXT macro. The TEXT macro
conditionally places an "L" in front of a character literal or a string literal definition. Be
careful with escape sequences. For example, the Win32 resource compiler interprets L/" as
an escape sequence specifying a 16-bit Unicode double-quote character, not as the
beginning of a Unicode string.

4. Create generic versions of your data structures. Type definitions for string or character
fields in structures should resclve correctly based on the UNICODE compile-time flag. If you
write your own string-handling and character-handling functions, or functions that take
strings as parameters, create Unicode versions of them and define generic prototypes for
them.

5. Change your build process. When you want to build a Unicode version of your application,
both the Win32 compile-time flag -DUNICODE and the C run-time compile-time flag -
D_UNICODE must be defined.

6. Adjust pointer arithmetic. Subtracting char* values yields an answer in terms of bytes;
subtracting wchar_t* values yields an answer in terms of 16-bit chunks. When determining
the number of bytes {for example, when allocating memaory for a string), multiply the
length of the string in symbols by sizeof{TCHAR}. When determining the number of

Note: This document (ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012. Alf rights reserved
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characters from the number of bytes, divide by sizeof(TCHAR). You can also create macros
for these two operations, if you prefer. C makes sure that the ++ and - operators’
increment and decrement by the size of the data type. Or even better, use Win32 APls
CharNext and CharPrev.

7. Add code to support special Unicode characters. These include Unicode characters in the
compatibility zone, characters in the Private Use Area, combining characters, and
characters with directionality. Other special characters include the Private Use Area
noncharacter U+FFFF, which can be used as a placeholder, and the byte-order marks
U+FEFF and U+FFFE, which can serve as flags that indicate a file is stored in Unicode. The
byte-order marks are used to indicate whether a text stream is little-endian or big-endian.
In plaintext, the line separator U+2028 marks an unconditional end of line. Inserting a
paragraph separator, U+2029, between paragraphs makes it easier to lay out text at
different line widths.

8. Debug your port by énabling your compiler's type-checking. Do thiswith and without the
UNICODE flag defined. Some warnings that you might be able to ignore in the code page-
based world will cause problems with Unicode. If your original code compiles cleanly with
type-checking turned on, it will be easier to port. The warnings will help you make sure
that you are not passing the wrong data type to code that expects wide-character data
types. Use the Win32 National Language Support APi {NLS API) or equivalent C run-time
calls to get character typing and sorting information. Don't try to write your own logic for
handling locale-specific type checking-your application will end up carrying very large
tables!

7.1.1 Compiling Unicode Applications in Visual C++

By using the generic data types and function prototypes, you have the liberty of creating a
non-Unicode application or compiling your software as Unicode. To compile an
application as Unicode in Visual C/C++, go to Project/Settings/C/C++ /General, and include
UNICODE and _UNICODE in Preprocessor Definitions. The UNICODE flag is the
preprocessor definition for all Win32 APls and data types, and _UNICODE is the
preprocessor definition for C run-time functions.

‘Note: This document (ver 3.4} Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 37
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8 Data Encoding and Byte Order Markers

e Consider using locale-based routines and further internationalization.

¢ For Windows 95,

Unicode)

98 and ME, consider using the Microsoft MSLU {Microsoft Layer for

e Consider string compares and sorting, Unicode Collation Algorithm

e Consider Unicode Normalization

e Consider Character Folding

Unicode BOM Ervlﬂt':oding_ Values

BOM

Encoding Form

Encoding
UTF-8 {EF BB BF
UTF-16 ;

FE FF
(big-endian)
UTF-16

. IFF FE

{little-endian)
UTF-16BE,

UTF-32BE No BOM!
(big-endian}

UTF-16LE, UTF-
32LE No BOM!

{little-endian)

UTF-32 00 00 FE
(big-endian} |FF

Note: This document (ver 3.4) is for developers’ use enly.

- - - . . ee e e = - -

The Byte Order Marker (BOM} is Unicode character U+FEFF. (it can also
represent a Zero Width No-break Space.) The code point U+FFFE is illegal
in Unicode, and should never appear in a Unicode character stream.
Therefore the BOM can be used in the first character of a file (or more
generally a string), as an indicator of endian-ness. With UTF-16, if the first
character is read as bytes FE FF then the text has the same endian-ness
as the machine reading it. If the character is read as bytes FF FE, then the
endian-ness is reversed and all 16-bit words should be byte-swapped as
they are read-in. In the same way, the BOM indicates the endian-ness of

text encoded with UTF-32.

Note that not all files start with a BOM however. In fact, the Unicode
Standard says that text that does not begin with a BOM MUST be

interpreted in big-endian form.

The character U+FEFF also serves as an encoding signature for the

Unicode Encoding Forms. The table shows the encoding of U+FEFF in

Copyright C-DAC, GIST 2011-2012. All rights reserved
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UTF-22
(little-endian)

SCSU

(compression)

OE FE FF

FF FE 00 .each of the Unicode encoding forms. Note that by definition, text labeled
00 as UTF-16BE, UTF-32BE, UTF-32LE or UTF-16LE should not have a BOM.

The endian-ness is indicated in the label.

For text that is compressed with the SCSU (Standard Compression

Scheme for Unicode) algorithm, there is also a recommended signature.

Constant and Global Variables

ANSI | Wide

TCHAR

EOF WEOF

_TEOF

| environ| wenviron]_tenviron

|_pgmptr|_wpgmptri_tpgmptr

Data Types
ANSI Wide TCHAR
char wchar_t _TCHAR
_finddata_t | _wfinddata_t _tfinddata_t

| finddatab4_t

_wfinddata64d_t

_tfinddata64_t

_finddatai64_t

_wfinddataicd_t

_tfinddataicd_t

int wint_t _TINT
signed char wchar_t _TSCHAR
unsigned char wchar_t _TUCHAR

Note: This document (ver 3.4) Is for developers” use only.
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char wchar_t _TXCHAR
L _Tor_TEXT
LPSTR LPWSTR LPTSTR
(char *) {wchar_t *) (_TCHAR *)
LPCSTR LPCWSTR LPCTSTR
(const.char *) |(const wehar_t *){{const _TCHAR *)
LPOLESTR
LPWSTR LPTSTR
(For OLE})

For further details regarding data types and functions please refer: http://www.i18nguy.com/unicode/c-

unicode.html

Most string operations for Unicode can be coded with the same logic used for handling the
Windows character set. The difference is that the basic unit of operation is a 16-bit quantity
instead of an 8-bit one. The header files provide a number of type definitions that make it easy to
create sources that can be compiled for Unicode or the Windows character set.

For 8-bit {ANSI) and double-byte characters:
typedef char CHAR; // 8-bit character
typedef char *LPSTR; // pointer to 8-bit string

For Unicode (wide) characters:

typedef unsigned short WCHAR; // 16-bit character
typedef WCHAR *LPWSTR; // pointer to 16-bit string

The figure below shows the method by which the Win32 header files define three sets of types:

« One set of generic type definitions {TCHAR, LPTSTR}, which depend on the state of the
_UNICODE manifest constant.
* Two sets of explicit type definitions (one set for those'that are based on code pages or
ANSI and one set for Unicode).

Note: This document (ver 3.4) is for developers’ use only.
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With generic declarations, it is possible to maintain a single set of source files and compile them
for either Unicode or ANSI support. ' '

Unicode

Unicade

[ cvar ) [weHar) [ pstR ) [LpwsTr])
l

I | I
[ char || wchart] [ chart ] {wchar_t]

Figure 4: WCHAR, a new data type (source Microsoft/MSDN]).

These are some small tips which we can use during coding :-

{1) Using CString in string copy function
wescpy{wchar_t*,(const wchar_t*){(LPCTSTR)Cstring)
(2) For converting integer to string

char buffer[20];

int i=3445;

_itoa{ i, buffer, 10 );

printf{ "String of integer %d {radix 10}: %s\n", i, buffer };

(3) To know the size of any file

FILE *fpRead;

long IFileSize;

if ((fpRead=_tfopen(_T("c:\\test.txt"),_T("rb")}) == NULL)
MessageBox (_T("Canot Open"),NULL,MB_OK);

else

{
fseek(fpRead,0L,SEEX_SET);
fseek{fpRead,0,SEEK_END};
[FileSize =ftell(fpRead);

}

Note: This document {ver 3.4) Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. Al rights reserved
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8.2 Encodings in Web Pages

Generally speaking, there are four different ways of setting the character set or the encoding ofa
Webh page.

«  With this approach, you can select from the list of supported code pages to create your Web
content. The downside of this approach is that you are limited to languages that are included in the
selected character set, making true muitilingual Web content impossible. This limits you to a single-
script Web page.

o Number entities can be used to represent a'few symbols out of the currently selected code page or
encoding. Let's say, for example, you have decided to create a Woeb page using the previous
approach with the Latin ISO charset 8859-1. Now you also want to display some Greek characters in
a mathematical equation; Greek characters, however, are not part of the Latin code page. Take, for
instance; the-Greek character O,-which-has the-Unicode-code-point-U+03A6. By using the decimal
humber entity of this code point preceded by &# the character's output will be as follows: This Is

- my text with a Greek Phi: @. and the output would be:This is my text with a Greek Phi: ©.
Unfortunately, this approach makes it impossible to compose large amounts of text and makes
editing your Web content very hard.

» Unlike Win32 applications where UTF-16 is by far the best approach, for Web content UTF-16 can
be used safely only on Windows NT networks that have full Unicode support. Therefore, this is not
a suggested encoding for Internet sites where the capabilities of the client Web browser as well the
network Unicode support are not known.

e This Unicode encoding is the best and safest approach for multilingual Web pages. It allows you to
encode the whole repertoire of Unicode characters. Also, all versions of Internet Explorer 4 and
later as well as Netscape 4 and later support this encoding, which is not restricted to network or
wire capabilities. The UTF-8 encoding allows you to create multilingual Web content without having
to change the encoding based on the target language.

Note: This document {ver 3.4) is for developers’ use only. Copyright €-DAC, GIST 2011-2012. All rights reserved 42
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Figure: Example of a multilingual Web page encoded in UTF-8 (Source: Microsoft).

8.2.1 Setting and Manipulating Encodings

Since Web content is currently based on Windows or other encoding schemes, you'll need to know
how to set and manipulate encodings. The following describes how to do this for HTML pages,
Active Server Pages (ASP), and XML pages.

8.2.2 HTML pages

Internet Explorer uses the character set specified for a document to determine how to translate
the bytes in the document into characters on the screen or on paper. By default, Internet Explorer
uses the character set specified in the HTTP content type returned by the server to determine this

translation. If this parameter is not given, Internet Explorer uses the character set specified by the
Note: This document {ver 3.4} is for developers’ use only. Copyright C-DAC, GIST 2011-2012, All rights reserved

161

43



meta element in the document, taking into account the user's preferences if no meta element is
specified. To apply a character set to anentire document, you must insert the meta element
before the body element. For clarity, it should appear as the first element after the head, so that
all browsers can translate the meta element before the document is parsed. The meta element
applies to the document containing it. This means, for example, that a compound document (a
document consisting of two or more documents in a set of frames) can use different character
sets in different frames. Here is how it works:

<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=<value>">

8.2.3 ASP.Net

1. Explicitly set the CurrentUICulture and CurrentCulture properties in your application. Do
not rely on defaults.

2. Note that ASP.NET applications are managed applications and therefore tan use the same
classes as other managed applications for retrieving, displaying, and manipulating
information based on culture.

3. Be aware that you can specify the following three types of encodings in ASP.NET:

« requestEncoding specifies the encoding received from the client’s browser.

« responseEncoding specifies the encoding to send to the client browser. In most
situations, this encoding should be the same as that specified for requestEncoding.

« fileEncoding specifies the default encoding for .aspx, .asmx, and .asax file parsing.

4. Specify the values for the requestEncoding, responseEncoding, fileEncoding, culture, and
uiCulture attributes in the following three places in an ASP.NET application:

« In the globalization section of a Web.config file. This file is external to the ASP.NET
application. For more information, see <globalization> Element.

« In a page directive. Note that, when an application is in a page, the file has already
been read. Therefore, it is too late to specify fileEncoding and requestEncoding.
Only uiCulture, Culture, and responseEncoding can be specified in a page directive.

e Programmatically in appliéation code. This setting can vary per request. As with a
page directive, by the time the application's code is reached it is too late to specify
fileEncoding and requestEncoﬂing. Only uiCulture, Culture, and responseEncoding
can be specified in application code.

5. Note that the uiCulture value can be set to the browser accept language.

Note: This document (ver 3.4) Is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved
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8.2.4 XML pages

All XML processors are required to understand two transformations of the Unicode character
encoding: UTF-8 (the default encoding} and UTF-16. The Microsoft XML Parser (MSXML) supports
more encodings, but all text in XML documents is treated internally as the Unicode UTF-16
character encoding.

The encoding declaration identifies which encoding is used to represent the characters in the
document. Although XML parsers can determine automatically if a document uses the UTF-8 or
UTF-16 Unicode encoding, this declaration should be used in documents that support other
encodings.

For example, the following is the encoding declaration for a document that uses the 1SO 8859-1
encoding (Latin 1): S B T

< xml version="1.0" encoding="IS0-8859-1" >

8.2.5 Java

Application programming interfaces can be used to access localized messages, that is, translated
versions of original text. These messages need to be accessed by applications at runtime to ensure
that the correct locale-specific messages are used. Special APIs must be used to retrieve this text.
For example, there are two distinct APls for message handling on Solaris: the catgets(} family,
which is used with .msg files, and the gettext(} family used with .po files. In Java, resource bundles
can be used. These are basically Java classes; that is .java files. The APl getString() is used to
retrieve localized text from Messages the resource bundles.

Note: This document [ver 3.4) is for developers’ use only. Copyright C-DAC, GIST 2011-2012. All rights reserved 45
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9 - Directionality

Using the bi-Directionality algorithm, one can switch between right to left and left to right scripts.
Three languages in India viz., Urdu, Sindhi and Kashmiri are written in Right to Left direction.

The direction can be set using the following “dir” attributes.

dir=LTR | RTL

Other useful terminology which can also be used for the same purposes is listed below:

LRE: A short name for the Unicode character U+202A LEFT-TO-RIGHT EMBEDDING. This invisible
control character is used to begin a range of text with an embedded base direction of left-to-right.”
LRO:ATskort fame for the Unicode character UF202E LEFT-TO-RIGHT OVERRIDE. This invisible
control character is used to begin a range of text that ignores the Unicode bidirectional algorithm
and arranges characters from left to right.

PDF: A short name for the Unicode character U+202C POP DIRECTIONAL FORMATTING. This
invisible control character is used to signal the end of a range of text that was started with one of
the RLE, LRE, RLO or LRO characters.

RLE: A short name for the Unicode character U+202B RIGHT-TO-LEFT EMBEDDING. This invisible
control character is used to begin a range of text with an embedded base direction of right-to-left.

RLO: A short name for the Unicode character U+202E RIGHT-TO-LEFT OVERRIDE. This invisible
control character is used to begin a range of text that ignores the Unicode bidirectional algorithm
and arranges characters from right to left.

Copyright C-DAC, GIST 2011-2012, All rights reserved
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10 Cascading Style Sheets (CSS)

10.1 How to Use @font-face

With the increasing browser capabilities beautiful typography is not a challenge any more. @font-face can
be used to create beautiful typography. Using @font-face is also very simple and easy. it requires few lines
of CSS and the declaration of font family like in any other font on the web.

The following code snippet is taken from: http://boldperspective.com/2011/how-to-use-css-font-face

[

body { font-family: web-font, fallback-fonts; }
strong { font-family: web~font-bold; }
em { font-family: web-font-italic; }

Wforl-face |
font-family;: ‘web-font';
src: url ('web-font.eot?') format('eot'),
url ("web~font.woff'} format('woff'),
url ('web-font.ttf') format({'truetype'},
url ('web-font.svg') format('svg');
font-weight: normal;
font-style: normal;
}
BYont -facs |
font-family: 'web-font-bold';
src: url (fweb-font-italic.eot?') format{'eot'),
url ('web-font-italic.woff') format!{'woff'},
url {'web-font-italic.ttf"} format('truetype'),
url ('web-font~italic.svg') format{‘'svg'):;
font-weight: bold;
font-style: normal;
1
Bfont-face |
font-family: ‘'web-font-~italic';
sro: url {(‘web-font-bold.eot?') format ('eot'),
url {'web-font-bold.woff') format{'woff'),
url {'web-font-bold.ttf') format('truetype'),
url {*web-font-bold.svg') format('svg'):;
font-weight: normal;
font-style: italic;
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10.2 CSS rendering Issues in Ind_ic Script

There are many rendering issues associated with the application of CSS on an Indic script. The following is
the list of few of the issues:

1. Drop Case or Capitalization of the first letter. Figure below shows about the syllable formation in
2. |f someone applies the “underline” style to the words in Indic scripts such as Devanagri, then the
matras are not displayed properly.

Devanagari script. How should one apply drop case in this scenario?

3. Incase of two or more Indic scripts if someone applies strikethrough the rendering becomes
inappropriate.

4. Bullets in Indic scripts are not supported.

5. Vertical alignmept of characters is also a big challenge in Indic scripts.
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11 SQL Server 2005 and International Data: Using Unicode

1 Use nchar, nvarchar and ntext data types to store Indic/Unicode data
2. Precede all Unicode string with a prefix N {capital N — case sensitive) when dealing Unicode
string constants

e.g.

SELECT * FROM TeluguDictionary

WHERE (Telugu like N'%wsbx')

INSERT INTO TeluguDictionary VALUES ('akkadi',N'eaéz,&.')References

3. Note that in Indian Languages several words have multiple correct spellings and alternate
representation forms. The Unicode data requires normalization.

eg oo RSE fager Rrgea

4, Also note that IL numerals are not mapped to English numerals. So a MS-5QL query will
give different result than the query using English numerals

e.g.  select * from trains_table where train_no ='5312‘;
select * from trains_table where train_no ="43%%‘;

So for correct results, you must map it to the English numerals.
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12 1SO 639 Language Codes

This page offers a combined view of the [anguage code tables of IS0 639 parts 1, 2, and 3. Select just the
elements of the Part 1, 2, or 3 code, or show the set of code elements sorted by name. Viewing by name
will enable you to browse for any name associated with a specific identifier, including an inverted form of a
name (e.g., the code element id=[aaq] "Eastern Abnaki" will also be found under "Abnaki, Eastern"). The
elements may also be ordered by scope of denotation or typeof language. The "more" link provides further
documentation on what the code element denotes. In the case of a macrolanguage, this includes a listing of

its individual member languages.

A tabular representation of ISO 639 language code is given below:

R e
asm asm as Assamese

ben ben bn Bengali

brx Bodo (India)

dgo Dogri (individual language)
guj guj gu | Gujarati

hin hin -hi Hindi

kan kan kn K nnada

kas kas ks Kashmiri

kok kok Konkani {macrolanguage)
mai ma Maithili

mal mal -ml Malayalam

mni mni Manipuri

mar mar mr Marathi

nep nep ne Nepali (macrolanguage)}
ori ori or Oriya (macrolanguage}
pan pan pa Panjabi

sat sat Santali

san san 52 Sanskrit

snd snd sd | Sindhi

tam tam ta Tamil

tel tel te Telugu

urd urd ur Urdu

For further details please refer: hitp://sil.org/iso639-3/codes.asp

Four letters Script code is available at the following url: http://unicode.org/is015924/is015924-codes.html

Note: This document (ver 3.4) is for developers’ use only.
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