Government of Maharashtra

Directorate of Information Technology
77 Floor, Mantralava. Mumbat
Retf Noo Sankima-2012C.R. 37718
Date: 04" March 2013
fo
Afl Additional Chiel Seeretaries’ Pro Secretaries/Secretaries

All Divisional Commissioners

Subjeet: Guidelines for Implementation of CCTY Cameras in Government Offices.

Phoar }}«w j;s‘ PR

As per the PIL filed at Mumbal High Court in the month of October 2011,
regarding installation of CCTV cameras in Government offices. the Hon, High Coun
has dirceted 1o assess the viability of mstallation of CUTV cameras in Government
offives. This issue was subscquently discussed in cabinet meeting on 07" April 2012
where it was decided to start with some selected Government offices.

In view of this Chiet Secretary has conducted meetings/Video Conference with
ACSPr. Secretaries Secretaries  of difterent departments and with all divisional
commissioners. In these mectings it was discussed that there s o need to install
CCTVS msome Govt, deparmments and their divisions and distriets level officesallied
olfices nstitutes.

During these meenngs it was also discussed that broad guidelines will be issues
by DIT and tendering process along with the provisions of funds shall be the
responsibility of the respective department/otfice. Head of the departmentrespective
divisional commissioner shall take lead regarding undertaking proper tendering
process and provisioning of tunds.

Please lind enclosed broad rechnical guidelines.

Thanking You.

{Rajesh Aggarpval)

IT Secretary
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Guidelines  for Implementation _of CCTV__Cameras  in

Government Offices

Areas to be covered by CCTV Cameras

-
‘.‘

Front Gate {Fntry 7 Bxit Points).
Corridors of Gonvt, oifices
Arca offering citizen services and where interaction with citizens is more.

Al hospitals, CCTV installation can be done especially in pediatric/gynecology wards but
ensere that patient privacy is not violated.

Al educational institutes, COTY mstullation o be done st exam halls,

Genceral & Operational Guidelines

The CCTV eameras to be [P based.

Fosure that the Products and Solutions adhore to Open standuards {e. ensure that there
are 1o proprictary standards leading 1o locking of technology [ solution ).

Basie Video Management System functionality needed to view reeorded videos, perform
forward and rewind function ete, Desiznated officials shonld he able to see hive feed or
stoved feed from thelr desktaps connected to COTV system through LAN,

Video Duta to be stored for 7 davs on the primary storage (NAS |/ Disk Based Storage).

I some eases it back-up of data s considered essential, then it can be stored at alternate
place on DVDs / Fxternad Hard Drives,

Power backup to be ensured for cameras.

Cameras o be mostly fixed tpe. However, some Pan-Til-Zoam (PTZ) CCTV Cameras
muy be installed i case of specindized requirements,

I open areas prone to heat/dust/rvaintall, the specifications are slighthv ditferent and
alsa, the casing s of better specification (see Annesere 12 OQutdoor Cameras).

Integrated selution with camers, storage and video manageinent software, with 4 vears
warranty and maintenance should be purchased. Paviment should be done only after User
Acvceptance Test (UAT] based on satistactoey functioning of camaeras for o tonath, and
praper training of staff to handle this.

None of the I'T 7 Nop-1T equipments proposed by the vendor shondd be End of Life
product. Proposals to be aceompanied by the OEM eertificate that the produet is not end
of lite product & shall support for at least 5 vears from the date of Proposal Subnmssion.
Recommended Teebinival Specifications for indoor, sutdoor and PTZ CCTV cameras are
enclosed at Annexure -1,

Proper inancial procedures o be followed.



Annexure -1

Recommended Benchmark Specification for the CCTV Cameras

A. Indoor Cameras

#  Parameter ..E. Recommended Minimtr»;n Specifications
1. Video Compression  1Lutg “
2, . Video Resolution ‘ 1280 x 120 or above
. ' Frame méc ‘ Minimun 23 fps i all reselutions
4. Image Sensor Minkmum 1/4" Progressive Sea11‘““'(‘;5’(.'31»)}(_';\%(}.‘4
5. Lens Type Fixed Foeal Varifocal
6. Lons 1?,7;.;‘“.‘;1;131‘|A 4y digital room
-, Minimum Colour: 1 fux, BSW: oo lux (at 30 IRE)
Plumination
8. loage setlings Compression, colour, brightness, sharpness, contrast,
white balance. exposure control, hacklight compensation
9. Audio Built in Microphone N
0. Profocol HTTP. HTTPS, FTP, SMTP, RTSP, RTP, TCP, UDP, RTCP,
DHCP, UPnP, (oS8
11, Securty  Password Protection, 1P Address filtering, User Actess I;{_:g
12, Operating conditions 0 1o 50°C o v
13. * Casing - Tamper Resistant vasing for Indoor Environment

B. Outdoor Cameras

{Box or Dume)

¥ % Parameter Reeommended Minimum Spaciﬁcatix;ns Mwi
1. Video Compression fLubg - B
2. Video Resofution 1280 x 720 orabove
4. Frame rate Minimum 25 fps in all resolutions
3. Image Sensor Minimum 1/4" Progressive Scan C /CMOS
| 5. Lens Ty Fixed Focal Varifocal
. Lens 2.07-8nun, 94X digimlﬁcn«*:m
7. Minvmum L’a%mxi: 1 lm B/wW: o lux {at 20 TRF)
THumination
8. Tmuage settings Compression, colour, »brig;;hmefss. sharpness, contrast,

white balance, exposure control, backlight compensation

@



| Parameter

Audio

..... B —

é Recommended Minimum Specifieations

Built in Microphone

HTTP, HTTPS, FIP. SMTP, RTSP. RTP, TCP, UDP, RICP.
DHCP, UPnlP, QoS

Password Protection, 1P Address filtering, User Access Log

O F0°C

BN

10 Pratocn]

L Seeurity

L2 (:)pi‘!'{ln!‘ig conditions
1, Casing

. PTZ Camueras

| Parameter

Video Compression

Video Resolutinn

| Recommended Specifications

Ha trg

1280 x TR0 or ahave

Frame vate

Minimum 25 tps i all resolutions

Image Sensor

5, 1 LensType
f, Leus
= AMintmum

HHamination

1747 Progressive Sean CMOS 7 CCD

Fixed Foeal /Varifocal
z
| digital zeom, 10x Qptical Zoom

D Colour: a.s lux, BAW: o tux (at 30 TRE)

Panning Ranpe

i

200 degrees fendless)

y H

~ ]

‘ T St !

| Tiltng Range o degrees to 90 degrees

1

LS hinage setfings Compression, colour, hrightness, sharpness, contrast,
white balanee, exposure control, backlight compensation,
Aute Tracking, Pre-8et Tour Settings

i

32

Audiu

Built in Microphone

| Protocol
|

HTTR, HUTPS, FTP, SMTP,RTSE, KTP, TUP, Ul.)P,R"i‘{TP . |
DHOP, UPoP, Qol

Security

Password Protection, TP Address filtering, User Aceess Loy |

Operating conditions

O o 30°C

Casing

Tamper Resistant casing for Indoor Environment |

........... N



