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Criminal Process Services through NSTEP & ICJS

1 Introduction

Criminal process serving is streamlined through three integrated systems:

 CIS (Case Information System): Courts generate and manage summons digitally.

 NSTEP  (National Service and Tracking of Electronic Processes): NSTEP facilitates the sharing of

criminal processes and tracking of delivery status through integration with ICJS.

 ICJS (Interoperable Criminal Justice System): Connects police, courts, prisons, and other agencies

to  enable  seamless  data  exchange  and  acknowledgment  of  served  processes.  ICJS  shares

criminal  processes  received  from  NSTEP  with  the  police  and,  in  turn,  updates  NSTEP  with

delivery status received from CCTNS.

Following new facilities are introduced in CIS 4.0 for Criminal Processes:

1. Categorization of criminal processes into Summons, Notices, Bailable Warrants, Non-bailable 

Warrants, Prison, and Others to facilitate process delivery by the Police.

2. Bulk e-signing of processes -  the facility will enable e-signing of process within the system. 

Earlier, processes needed to be downloaded, e-signed (external to CIS) and then uploaded again.

This document explains the overall flow of criminal processes, along with all procedures and newly 

introduced facilities.

2 Warrants/ Summons flow 

Overall flow of Criminal Processes is shown below.
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3 User Roles

User Tasks

CIS: Court User Generate Process
Digital signing of Processes
Publish Process

CIS: District System 
Admin

Replicate database and pdf files of processes on NJDG server

NSTEP: Process Admin Consume processes from CIS (The process is automated; if required, it 
can be done manually)

NSTEP: State Admin Get status through APIs provided by ICJS (The process is automated; if 
required, it can be done manually)

4 Pre-requisites

4.1 Pre-requisites for categorisation of Criminal Processes

Update ‘Criminal Process’  JSON as pre-requisite for availing facility of  categorisation of criminal

processes as explained in ANNEXURE A

Type  of  the  criminal  process  will  be  visible  in  bracket  (parenthesis),  next  to  process  name,  in

‘Publish Process’ form. 
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Following Process Types are available:

Sr No
Process type
Displayed on

the screen
Description

1 S Summons

2 N Notices

3 B Bailable Warrants

4 W Non-bailable Warrants

5 P Prison

6 O Others

Note: Category is visible only for newly generated processes i.e. processes which are generated

after updating the criminal_process.json

4.2 Pre-requisites for Digital Signature

The facility to digitally sign criminal processes in bulk is made available in CIS. To use this facility,

complete all the steps explained in ANNEXURE B.

5 CIS User Manual

5.1 Court User 

Tasks

1. Generate Processes

2. Apply Digital Signatures

3. Publish Processes

5.1.1 Generate Processes
1. Court user generates Process for the Criminal cases by selecting Criminal radio button, Case no

and Process in CIS application. 

      CIS: Court Proceedings > Civil-Criminal Process > Process Generation
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5.1.2 Apply Digital Signatures
Two options are provided in CIS to apply digital signatures:

 Sign the Process PDF file on Client: The user must download the processes, digitally sign

them on their client machine, and then upload the signed PDFs into the system. 

 Sign  the  Process  PDF  file  on  Server: Processes  can  be  signed  directly  within  the  CIS

application. This is newly introduced facility. [Refer Annexure B for pre-requisites]

a) Sign the Process PDF file on Client 

I) Download Processes for Digital Signature

Facility provided to the Court users to download documents in bulk for digital signatures

CIS: Court Proceedings > Civil-Criminal Process > Bulk Process Download

II) Upload signed processes in bulk.

CIS: Court Proceedings > Civil-Criminal Process > e-Signed Bulk Process Upload
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b) Sign the Process PDF file on Server

Select  the  process(es)  to  be  digitally  signed  by  checking  the  corresponding  boxes  in  the  e-sign

column, and then click Submit.

Enter the User PIN for accessing USB token.

CIS: Court Proceedings > Civil-Criminal Process > Bulk Digital Signature
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Upon entering the PIN, the system will display certificate details, including the signing authority's

name, issuer details, and the validity period.

CIS: Court Proceedings > Civil-Criminal Process > Bulk Digital Signature

After confirming the signing, a copy of the document will be shown in a separate pop-up window

for reference.

CIS: Court Proceedings > Civil-Criminal Process > Bulk Digital Signature
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Once the digital  signing  process  is  complete,  the system will  redirect  to  a  page displaying  the

message: Digital Signature Applied Successfully.

CIS: Court Proceedings > Civil-Criminal Process > Bulk Digital Signature

After applying the digital signature, the process copy can be seen as below

5.1.3 Publish Processes
After applying digital signature, processes can be published by clicking on the Publish button.
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Icon is visible for Digitally signed processes. 

CIS: Court Proceedings > Civil-Criminal Process > Publish Process

Type of the criminal process will be visible in bracket (parenthesis), next to process name. 

Processes can be filtered based on a particular category for publishing.

5.2 District System Admin (DSA)

Tasks
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1. Replicate databases and process pdfs

Procedure

Replicate  Process  database  and  process  PDFs  from local  server  to  the  VMs  using  option  6  &  7  of

maintenance script.

5.3 Get Status from ICJS

Facility is available in CIS to check the status of delivered processes. 

Click on the ‘Get Status’ button to update the status to the latest for criminal cases.

CIS: Court Proceedings > Civil-Criminal Process > Process Status

The report displays the delivery status of criminal case processes along with other details such as case

number, process ID, receiver’s name, and address. 

Users can filter results by process type, process status, court and date range. 
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User can click the CCTNS Status button to view the status retrieved from CCTNS.

The CCTNS status provides comprehensive details for each process, including the receiving police station,
current handling status, and execution status.
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CIS: Court Proceedings > Civil-Criminal Process > Process Status

If data is unavailable from CCTNS, the system displays ‘No Response from CCTNS System’, users can retry 
later or contact support.

CIS: Court Proceedings > Civil-Criminal Process > Process Status
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6 NSTEP User Manual

6.1 Process Admin User

NOTE: New facility is provided to push processes from CIS to NSTEP automatically. 

The option to consume processes manually (explained below) is retained.

Select Court establishment/s and click on Pull to consume processes from CIS

NSTEP: Process Management > Consume Data

All consumed criminal processes are made available for ICJS. ICJS retrieves these processes through API.

6.2 State Admin User

6.2.1 Get Status from ICJS
There are two options to fetch data from ICJS: manually or automatically through CRON.

 CRON jobs are configured to update data at regular intervals automatically.

 The manual option is available to fetch details as needed using the “Get Criminal Process Status 

from ICJS” menu as explained below. Once the process status is updated in NSTEP, it becomes 

available to consume in CIS.

To fetch the latest status manually, enter the start and end dates for the required period and click Go.
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NSTEP: Criminal Process > Get Criminal Process Status from ICJS

Click on View link to display compliance image provided by police.
NSTEP: Criminal Process > Get Criminal Process Status from ICJS
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6.3 Reports

6.3.1 Criminal Process Report
Once status of criminal processes are consumed by state admin, it is made available to all users of

NSTEP through ‘Criminal process Report’.

NSTEP: Criminal Process > Criminal Process Report

The CCTNS Status can viewed by clicking on CCNTS Status button in the above report

NSTEP: Criminal Process > Criminal Process Report
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The process can be viewed by clicking on View Process link in the above report.

Delivery status can be viewed by clicking on View Status link in the process status report.

NSTEP: Criminal Process > Criminal Process Report

6.3.2 Criminal Process Count Report
Criminal Process Count report displays following counts

 Establishment wise count of process available for consumption by ICJS for a given period. 

 Count of processes where status is updated by the police
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NSTEP: Criminal Process > Criminal Process Report
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ANNEXURE A

       JSON updation for displaying type of criminal process

 To avail the facility of categorization of criminal processes, following are the pre-requisites

1. Update ‘Criminal_Process’ JSON

 Go to 

http://<IP_address>/swecourtishc4.0/process_master_json/criminal_process_json_generati

on.php

 Assign ‘Type of Process’ for each ‘Name of Process/ Process Code’ by selecting the ‘Type of 

Process’ from the dropdown and click on ‘Submit’.

2. On Submit, criminal_process.json is created and auto downloaded.

3. Take back-up of existing criminal_process.json
4. Copy the downloaded criminal_process.json in the following folder in CIS (replace the existing 

file)
/home/court/swecourtis/process_master_json/

Give appropriate permissions to the new json file
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ANNEXURE B

       Pre-requisites for Digital Signature 

A digital  signature setup enables secure and verifiable signing of  electronic  documents.  It  uses

cryptographic methods to ensure that the content is authentic and has not been altered.

Key Components:

 Digital Signature Certificate (DSC): An electronic credential that proves your identity.
 USB Token (DSC Token): A secure pen drive-like device that stores your DSC and private key.
 Signing Software: NIC DSign is used as signing software. 

Detailed procedure for setting up signing software is given below:

Following setup needs to be completed at Client side:

1. Proxy key Setup

2. NIC DSign Setup

1.1 Proxy Key Setup

1. Install Java using the command: sudo apt-get install openjdk-8*
2. Save the provided package file (proxkey_ubantu.deb) on desktop and Install it.

 Double-click to install 

OR 

 Use following commands to install 

sudo apt update
sudo apt install bzip2
sudo dpkg -i proxkey_ubantu.deb 

3. Search for "Proxy" in your applications. You'll see ProxyKey Token Tool and ProxyKey Diagnostic 

Tool.
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4. Insert the ProxyKey token (USB Token / Dongle)

5. Run the ProxyKey Diagnostic Tool to verify system configuration and token detection.

6. Launch the ProxyKey Token Tool, enter the Token PIN, and log in.
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1.2 NIC DSign Setup
Prerequisites: Ensure you have the following:  

 DSC token driver
 Java 8

1. Uninstall any previous version of DSCSigner: sudo dpkg --purge dscsigner

2. Go to /home/ubuntu/Desktop/

3. Unzip the NICDSign-ubuntu.zip file using the command
unzip NICDSign-ubuntu.zip

4. Go to NICDSign2_0_1_Ubuntu folder using the command 
cd  NICDSign2_0_1_Ubuntu

5. Install NICDSign by running: sudo dpkg -i NICDSign.deb

6. NICDSign will start automatically when the DSC token is connected. The NICDSign status window

shows the status as ‘Running’.
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1.2.1 Browser Configuration

The browser must be configured prior to the use of NICDSign tool to configure the browser to 

trust the NICDSign Client. The configuration for the browsers are given below.

1.2.1.1 Mozilla Firefox
1. Open Mozilla Firefox and type the following in the address bar and press enter. 

about:preferences#privacy
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2. Scroll down to view the Certificate section and click on the View Certificates button to open 
the certificate manager.
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3. In the Certificate Manager popup, click on the Authorities tab and then click on Import 
button.

4. Browse to NICDSign2_0_1_Ubuntu/ssl folder and select the rootCA.crt file and click on the
Open button.
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5. Check the ‘Trust this CA to identify websites’ and click on OK button to complete the root 
certificate export.

The configuration is complete and now you can use Mozilla Firefox for digital signing using NICDSign. 

You may restart the firefox.

1.2.1.2 Google Chrome

1. Open Google Chrome browser and type the following in the address bar and press enter:

chrome://flags/#allow-insecure-localhost 

Click on Enable link to enable  

2. On the address bar type chrome://settings/certificates

3. Choose Authorities tab from available tabs and click on the IMPORT link. Choose root Certificate 

file from your file system, then a popup appears with options.

4. Choose 'Trust this certificate for identifying website' and click OK. The root certificate will be 

listed under the tab.

Now chrome can be used for signing in Ubuntu
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