Request for Proposal for Selection of Agency for Supply, Installation,
Commissioning and Maintenance ofP based video surveillance solution and
Integrated Command Control Center (ICCC) at MSRTC

Tender Reference NoST/IT/CCTV /01/1045
Tender Fee INR 1,18,000- (Inclusive of GST)
Date: 10.10.2024

Issued By:

Dy. General Manager- IT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4" Floor,

Mumbai Central, Mumbai - 400 008
dgmit.msrtc@gmail.com

Tel No.: 022 2302 4040/ 022 2302 3D



mailto:msrtcedp@gmail.com

Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP base
video surveillance solution and IntegratedCommand Control Center (ICCC) at MSRTC

Contents

R I = = 1o 1= o 6
O o] o] (=Y = 1o PP RSO P PP PPPPI 7
2 I = o T = gl N o (o= USRS 8
I B I =T T = ST od =T 1] 9
R [0 AV 1= 4[] I (o] gl =] T OO PPPPR 9
A 1111 0Tt 4o ] L3 (o TN = o [0 [T € 13
P2 A o To [8 Tox 1 o] g T 1Y T = O I OO PPPRPRPP 13
B2 V0T 1= = PP 13
A 3 @ o 1=o] ¢ 11 o SRR 14
2.4 COMPIEtENESS Of RESPONSE. ... uuiiiieii ettt eeer e s e e e e e e e e e e eaaaeaeeeeeseeensasssrernnrrrnnes 15
BT (=Y | OO PR PERPPR 15
2.6 Proposal Preparati@@OSES. ... .......uvuriiiiieeeeiiimee sttt e e e e e e s imnes s e e e e e e e e s s n e e e e e e s 15
2.7 SUBCONracting CONItIONS. .......c.uueiiiiiiiie et e e e s rmmee e e e e e e e e e s s smmne e e e e nnneees 15
A = 1To [0 [=T 4 [ o Lo T 1T =T YT 16
2.9 AMendmendf RFEPDOCUMENT.........ooi i mrne e e e e e e e e eaaeaeaaeeaeeeeeananssnnnnnnnns 16
2.10 SupplementarinformatioNtOthERFP..........cooiiii e 16
211 MSRT Rigtto TErMINAtENEPIOCESS.........ccoo oo 16
2.12 EarnesMoneyDEPOSIHEMD) .......ccciiiiiiiiii ittt e rre e s e e e e e e e e e e e eeaaaaaaeaaanenreennnes 16
A G R 11 g =T o (o= U o g 1o ) = o SRR 17
2.14 LanQUAGE OBIQ......ccoiiiiiiiiiiiie ettt e e amnne e e e e e e e e 17
2.15 Bid SUDMISSIOMFOIMIAL. .. .ciiiiieiiiiiiiiiiie it ieeee e e e e e e e et e e s eeeet e e e e e e e e e ssnsbae e e eeeesemamreeeeeeeeaannnenes 17
2.16 Bid SUDMISSIOMNSIIUCTIONS......iiiiiiiiiiiei et ieeee e e e s e ree e rrnneeaeeaeeeeas 17
2.17 LateProposahindProposaValidity Period...........ccoiiiiiiiiiiiiimeeiiiiieee e 19
2.18 ModificationandWithdrawalof PropoSals...............uueiiiiiiiiiim e 19
2.19 NONM-CONTOrMINGPTIOPOSAIS. ... o ii i i i ii ittt rrer e e e e e e e e e e e eeaeeaaaeaaeesnsnssrrennerannes 19
2.20 Acknowledgemendf understandingflermS...........uuuiiiiiiiiiiiceer e 19
pZA A R = o 1@ o T= 1oV USSP 19
A 7= Y[ F= 11 o] o 0T =] PP 20
A R o (=X @ LU 1] Tox= U1 To] o N O (=] - TP 21
2.24 Technical QUalification CHLEIIA...........uueiiiiiiiiiiiieer e erre e mmne e e 25
2.25 Evaluation of Technical Qualification Proposal.............coooiiiiiiiceciiirmme e 27
2.26 COMMEICIAEVAIUALION . ......eiiiiiieiiieieiee e eeee ettt e e oo e e ettt mmme e e e e e aaeeaaeeees 27
WA G A\1V= 1o [ o (@ 0] o1 1= o USSR S 27
A N R Y- Y (o [ 1 (=4 - T 27

2 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP base
video surveillance solution and IntegratedCommand Control Center (ICCC) at MSRTC

2.27.2 MS R T (Riglstto acceptanyBid andto rejectanyorall Bids...............ccoooeeiiiiiiiceciiiiine 28
2.27.3 Letter OFINTENT ... i erer e e e e e e e e s s s e e e bbb e e e e e e e e e e e e nnnnee 28
2.27.4 Letter OfACCEPIANCE. .......cco it e et e e e e e e e s e e s s e a e e e e e e e 28
VA SIS To g 1T o T e) (0] o1 i = Lo /SR 28
2.27.6 1SSUANCE OF WOIK OFUEE ... . rmce ettt rree s e s e e e e e e e e e e eeeeaeeeaeesaenseneeennennnes 28
A o] o1 i = Yo A =T o o PSP 28
2.27.8 Failureto agreewith the Terms& Conditionsof theRFP/ Contract..............oooevvvviivieecneeeeenn. 28
2.28 Non-DisclosuréAgreemenf{NDA) and Data SECUITY..........cccvvririiiiiie i 29
A IS TS To U] 14 =T Lo 1 | P 29
2.30 Bid Price and qUANity VAriatiOn.............uuuuruiiiiiiimrmreeeeeeeeeeeeeeeeaeeeeeesssssssesnnennnnnannenn————e e 29
2.31 Bl CUIMENCY. ettt ettt e e e e eeee ettt e e e e e e e e s e e e e bbb e e ettt e e e e e e e s s mm e ssb bbb e e e e e e e e e e e sannnssannnnne 29
A YA 1o 1 F= L 11 ] PP 29
PR B O o 1 (= Tox 10 g W] i =1 {0 £ R ST U RSP 30
2.34 CorreCtiond0 AritNMETICEITONS ... .vviiiiiiiiiiiiii e e e s rreee s mmme e e e e 30
2.35 DiSQUANTICALION. .. .eeeiiiiiiiiiiiiit et ieeet e et eeer et e e e e e e e s s e e et s emmr e e e e e e e e e e e nnnnnn s e e e e e ennn 30
2.36 Tendering Under DIfferent NAmMES..........coooiiiiiiii i meee e e e e e e e e e e e e e e e e e e e e e e aeens 30
K T o (o TT=Tod Y411} o PSP PPPPPPPUPP 31
A, SCOPE ORVOIK ...ceiiiiiiiiee ettt ettt e e oo e e rmmee e sttt e e e e e e e mnne s e bbb e et e e e e e e e s nnnbnnnane 32
4.1 Detailed SCOPE OF WOTK. ...ttt ettt e e e e e e e e e e e e e aaaeas 33
4.1.1 Inception Phase: Situation Assessment Study and Inception Report............coeevvmeeeeeeee 33
4.1.2 Procure, Supply, Design, Installation, Commissioning Testing and Integration................ 37
4.2 SUPPOIING INFraStIUCLULE. ... mmee e e e e e e e e e e e e e e e e e e e e e ee e e s s e e e e s e e e e e 62
B2, 1 SBIVEI .ttt ettt ettt ot ettt b e e e et eeebba s setrn e e e e e eennbbn s e eesannnseeeeeeees 62
N = T T 1o 11T/ To |1 PR 62
4.2.3 Network and Security Management Solution (NSIMS).........ccoouviiiiiimmmiiiiiiieeeee e 64
4.2.4 DNS SECUILY SOIULION.....cciiiiiiiiiiiitiii ettt e e e e e e st e e e e e smemr e e e e e e e e annnes 66
4.2.5 USEI MBNAGEIMEIL . .. ..uuutiiiiiiiiiiiiimme ettt e et ettt et ettt e et e eeaeaaa s s s e s s aaaaaaaaaaaaeesssaamssnessnsnnnnnnrrnnnnes 69
4.3 MIS & REPOITS. ..ttt ettt ettt ettt ettt et teee e s s e s s e e s e e e e e s amme et ettt e e e et e eeeennnrrnnnrnnne s 70
v T o] (o) g a1 o1 ) 1Y/ F= T T oL 1T =Y 72
4.4.1 Replacement Of RESOUICES ... ...ttt eeeeeeeeaeneea e e e e e e e e e aaaaeeaaeeaeeeeeaaeesnennneees 73
4.4.2 Behavior Of the ProjeCt tRAML.......ccoii ittt s e e 74
e B e o] [=Tox A =T 4 PP PPPTP PP 75
4.5 Operation and Maintenance (O&M)........ccooiiiiiiiii et rrrr e e e e e e e e e e e e e e e e e e e e e e eeeeneees 79
4.5.1 Maintenance, ServiCe and SUPPOIL.........ccuuuuireiiiiieeneeee e e e e e e s e e e e eeet e e e e e s s s eeaeeeanns 79
4.5.2 PreventivAEMaINIENANCE ... ....cooi ittt rree e e e e e e e e e e e e aaaaaaaeaaeeaann—arraaaaa——_ 80

3 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP base
video surveillance solution and IntegratedCommand Control Center (ICCC) at MSRTC

4.5.3 Multiple layer Monitoring and Video management system SUPPOLL...........covvvvvvvieenneeeeeennn. 80
4.5.4 Damagenf INfraStrUCIUIE...........oviiiiiieeeeeeeeeees ettt e e e rnneaeeeaeeeens 80
T SR OF- Yo = Tox 1 Y2 = 11 11 (o [T T 80
46Bi dder 6s Re.s.p.on.s.i. b il i .S 81
4.7 Roles and Responsibilities Of MSRTC.......coi i aeeann 81
4.7.1 Operator Desk / Control Desk and Viewing Centre INteLIQL............coeeriiiiiemriiniiiiiieeeeeeenn 82
I o o 11 o] 3 82
S T N N = 11011 o O P PP PP PRSPPI 82
4.8.2 DOCUMENLS ANA MANUAIS ... . uuiniiiie ettt enees s s s e s e e e e e e e e s e e e e e eeeeseeenseeeneennnnes 82
4.9 ProjeCt TIMEIINES ...ttt rmmme e e et e e e e e e e s rmmme s e e e e e e e e e e e e e nnes 83
4,10 EXIStiNg SYStEM DELaAILS........ccooiiiiiiiiiiiee ettt a e 85
4.11 HinderanCe REQISITAtION...........c.iiiiiiiii e eeeeec e cc e e e e e e et e e e ae e eesreesrres e e e e aeeaaeeaeaeas 86
o o\ Y0 0 [T i =T 1 0 P PPPPPPPRPPP 86
4.13 ServiCe LEVEI AQIrEEIMENLS........ccoiii e e emmme et e e et e e e e e e e e e e raesere e e e e aeeeeeeas 90
TG 70 I 9 T 11 01T SRRSO 90
4.13.2 MeasUremMeENt OF SLA. ... e e et e e e e e e s eeeanrer e e e a e e e e e eaeeaeas 90
4.14 Replacement Of defeCliVe ITEML.........oooiviiiiiiiee e e 92
YA = T = T Y =] 0 PP 93
4.16 WAITANLY PEIOU. ....ciiiiiiiiiiiiiie ittt eree et e e e e e e s e e e e e emmmr e e e e e e e e e nnbnn e e e e e e e e enn 93
4,17 EXIEMANAGEIMENL. ...ttt eee ettt e e e e e rmme e e e s e e e e e e e e e e s ammne e e e et b e n e e e e e e e e e eaan s 93
5.  General ConditioNs Of CONITACT. ..........uviiiieiiiiiiirnr e ee e e e e e e e e e e e e e e e e e e ereerae e mmmreeeeeeeess 95
T CT0)Y/=T g 11 oo I 1P 95
5.2 ConfidentialNfOrMation...........uueiiiiiii e rmmee e e e e e e e e s s s rmn e s eeaeens 95
5.3 Changen LawSandREGUIALIONS. ........ciiiiiiiiiiiiiitieeeeie et e e e e ereer e e e e e s s e e e eeereeeeeens 95
5.4 FOICEMBJEUIE. .....eeeeeeeeee e e ettt eeea ettt e e e e oo e ekttt maes st e et e e oo e o4 e e bbbt mens b ee e et e e e e e e e e e s snnn e s enanssee e 95
5.5 ChangeOrdersandContraCtAmeENdMENTS.......ccoooeiiiiii e e e e e e e e e e e e e e e e e e e e e 96
5.6 DISPULE TESOIULION. .....eeiiiiiiiiiiiit et ettt e et eeet e e e e e e e e s et e et e emes et e e e e e e e e e nnnnneeneeeeenn 96
5.6.1 Performance of thEDNTIACT.............eoviiiiiiii e 96
L0 Vg o] 1 - [0 ) o 96
I IR T b (=] ][0 S o T =S 97
LG =T 0 11 = 110 o USSP 97
o ANt R =1 T T o 01T | USSP 98
RS 1@ 1 1= @] oo 1110 o 1 PSP PRSPPI 99
oIS 1] U o] = T =P 99
5.10 DelaysinB i d dREMOBTBNCE..........uvviiiiiiiiiiiieeie e eeeer e mmne e e 99

4 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP base
video surveillance solution and IntegratedCommand Control Center (ICCC) at MSRTC

L0t = T o B 11 0 (YRR 99
TN 2 S B o 0 (@ o] (o < o S SSEERRR P Q9
5.13 Corruptor FraudUIENPTACHCES. . .......coiiiiiiiiie i eeeee e e s e e e e e e e e e emmreeees 100
5.14 Interpretatiorof TheClausedn TheBid Document ContractDocument..........cccceeeeeeeeeeeesvcceeeen. 100
6. Guidelinedor PrequalificationBid ..............couviiiiiiiiiiieeeiee e 101
6.1 Prequalification COVEr LEIAL...........ooiiiiiiieeeeee et ae e rres e e e e eas 101
6.2 Checklistfor thedocumentso beincludedin thePre-qualificationEnvelope.............ccccceveeeeiiieee. 103
6.3 FormattoshareB i d damdBilding FirmsParticulars.........cccccooieiiiiiiiiiicceiieeeeeeeeeeeee 110
6.4 Format to Proje@@itation..............evviiiiiiiiiiiieies e eeee e e e e e e e e 111
7. Guidelines for Technical Qualification Bid.............ccuvuiiiiiieeeiiiieecceeeee e 112
7.1 TECNNICAI COVEI LRI ... uuiiiiiiiiie i iieieee et r e e e et e e e e e e s bbb anenssseeeeeeeeeeeeannns 112
7.2 Checklistfor thedocumentso beincludedin theTechnicaEnvelope.............cccccoviiiiiienniciiiinene, 114
7.3 Format for Bank Guarantee for Earnest Money Deposit (EMD).........cccccevviiiiiiccceeiieeeeeeeeeeeeee, 117
8. Guidelinedor FINANCIAIPTOPOSAL...........uuuiiiiiiieiiiiiicee e meee e e e eeee s 119
8.1 FINANCIalPrOpOSAOVEILEIEL. ... .uuuiiiiiiiiiiiimme e ee e e e e e smmmr e e e e eees 119
8.2 FINanciaPropoSalNSITUCIONS............ooiiiiiiiiii e eeeecc e s e e e e e e s e e e e e e e e aeserreseneseeeeeeeas 120
8.3 Format for FINANCIAl Bil.........uuuuiiuiiiiiiiiiimmme e e e e 120
9. ANNEXURES. ... .. ittt eeeee ettt e e e e e e s e me e s ettt e e e e e e e s s s mnes s sssateeaeeaaeeeeeennsrnnnns 127
91Annexure A: Format f or..A.Re.qgu.es.t.. . flor.. .Cl.ar.l2fi cat.i
9.2 Annexure B: Format for Declaration by the bidder for not being Blacklisted /Debarred.......... 128
9.3 Annexure C: Format for Security DEPOSIL...........cooiiiiiiii e 129
9.4 Annexure D: Financial Capability Of Bidder............oooiiiiiiiieeeiieeee e 132
9.5 Annexure E: Manpower / ReSoUrces DetallS........ccccoiieiiiiiiiiccciiiiieeeeeeeeeeeeeeeeee e 134
9.6 Annexure F: NOrDISCIOSUre AQrEEMENL..........oviiiiiiiiiiiiieeee e e e e e e e e e e e e e e e e e eeesee e 135
9.7 Annexure G: CONSOITIUM AGIEEIMENL.........uutiiiiiiiee et e e e ettt e e e e e e e s amme e e s s st eeeeeaeesaaanne 137
9.8 Annexure H: Declaration Of Data SECUIITY...........ccuuviiiiiii e 141

9.9 Annexurel-For mat for Manuf act ur.er.6.s....,Aut.hor.i.z.ald2 on Fo

9.10 Annexure J Existing Infrastructure Details for Buy BacK..............ccccoiiiiieeeiiiiiiiiiieiceee e, 143
9.11 Annexure K: List of Locations of EXisting INfraStruCture..............cccccoeeviviccriiiiiiiiiieeeee e 144
9.12 Annexure L: Technical & Functional Compliance Requirements...........ccccevveveeeeeeiieeeeeeeenn. 154
9.13 Annexure M: Tentative List of New Locations for CCTV installation.............cccooveeiviccceeeeee. 209

3) Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Integrated Command Control Center (ICCC) at MSRTC

1. Disclaimer

This Request for ProposaRFEP) f Requestifor Proposal for Selection ofAgency for Supply,
Installation, Commissioning and Maintenance of IP based video surveillance solution and Integrated
Command Control Center (ICCC) at MSRTCO is issued by Maharashtra State Road Transport
Corporation (MSRTCQ)

Whilst the information in thilRFP has been prepared in good faith, it is not and does not purport to be
comprehensiver to havebeenindependentlyerified. NeitherMSRTC, noranyof its officersor employees,

nor any of their advisers nor consultants accept any liabilitgsponsibility for the accuracy, reasonableness

or completeness of the information contained in the RFP, or for any errors, omissions or misstatements,
negligent or otherwise, r e | Retguest fipr Proposat for &eleptioroop o s e d
Agency for Supply, Installation, Commissioning and Maintenance of IP based video surveillance
solution and Integrated Command Control Center (ICCC) at MSRT@, or makesanyrepresentatioor

warranty express or implied, with respect to tihéormation contained in this RFP or on which this RFP is
based or with respect to any written or oral information made or to be made available to any of the recipients
or their professional advisers and, so far as permitted by law and except in thef demeddent
misrepresentation by the party concermedliability therefordas herebyexpressiyisclaimed.

The information contained in this RFP is selective and is subject to updating, expansion, revision and
amendmenatthesolediscretionof MSRTC. It doesnot, anddoesnot purportto, containall theinformation

that arecipientmay requirefor the purposedor decidingfor participationin this processEachparty must

conduct its own analysis of the information contained in this RF&yrtect any inaccuracies therein and is
advisedto carry out its own investigationinto the proposedMSRTC Project,the regulatoryregimewhich

applies thereto and by and all matters pertinent to the MSRTC Project and to seek its own professional advice
onthe legal, financial and regulatory consequences of entering into any agreement or arrangement relating
to the MSRTCProject. MSRTCshallnotberesponsibldor anydirector indirectlossor damagerisingout

of or for use ofanyconteniof theRFPin anymannemwhatsoever.

MSRTCshallbethesoleand finalauthoritywith respecto qualifyingabidderthroughthis RFP.Thedecision

of MSRTC in selecting the Service Provider who qualifies through this RFP shall be final and MSRTC
reserves the right teject any or all the bids without assigning any reason thereof. MSRTC further reserves
the right to negotiate with the selected agency to enhance the value through this project and to create a more
amicable environmefibr thesmoothexecutiorof theproject.

MSRTC may terminate the RFP process at any time without assigning any reason and upon such termination
MSRTC shall not be responsible for any direct or indirect loss or damage arising out of such a termination.
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1.1 Abbreviations

Abbreviation ~ Description

MSRTC Maharashtra State Road Transpgoorporation
CCTV Closed Circuit Television

CCC Command Control Center

DSC Digital Signaure Certificate

EMD Earnest Money Deposit

GCC General Contract Conditions

ICT Information and Communications Technology
NDA Non-Disclosure Agreement

NIC National Informatics Centre

PIC Project Implementation Committee

PDF Portable Document Format

RFP Request for Proposal

RoOHS Restriction of Hazardous Substances Directive
TEC Tender Evaluation Committee

ULB Urban Local Body

SD Security Deposit

SRS System Requirement Software

DC Data Centre

MSA Master Service Agreement

ONVIF Open Network Video Interface Forum

VMS Video Management System

HMS Health Monitoring Software

UL Underwriter Laboratories

UPS Uninterruptible Power Supply

EPD Environmental Product Declaration
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1.2 Tender Notice

TENDER NOTICE

Tender ReferenceNo: ST/IT/CCTV /01/1045 Date: -10.10.2024

MSRTC, a leading Passenger Road Transport Organization having a fleet strength of @00rdbdses
in the State of Maharashtra, invites online tende-qualification bid, technical qualification bid and
Financial bid) from reputed eRepguestfor®mposldorfeleaidne ssi o
of Agency for Supply, Installation, Commissioning and Maintenance of IP based video surveillance
solution and Integrated Command Control Center (ICCC) at MSRTQ For this purpose MSRTC
intendsto solicit Pre-qualification Technical qualificatiomndFinancialbid from prospective Bidder. The
prospective firms may download the tender document from weli§ite://mahatenders.gov.iduring the
period from10.10.2024to 31.10.2024and should submit their Pogualification, Technical Qualification and
Financial bid offers online ohttps://mahatenders.gov.dm or before31.10.202417:00 IST. For complete
details & formats of éender can alsoeobtainedrom websitehttps://msrtc.maharashtra.gov.ifienderfee
of INR 1,18,000/- (One lakh Eighteen Aousandonly) Inclusive Taxes (nonefundable)by payment
gatewayonline.No brokers/intermediarieshallbeentertained. ThRISRTCreservesherighttorejectany/all
applicationsvithoutassigninganyreasonsvhatsoever.

DISCLAIMER

1. Detailed schedule for the various activities to be performedtémeering process by the tenderer for
guotingtheir offer is givenin thesetenderdocumentainder" TENDER SCHEDULE" . Biddershould
carefully notedown the cut of datesfor the carryingout eache-tenderingprocess/activity. Bidder is
advised to check websitgtps://mahatenders.govior updates in schedule.

2. In the event MSRTC will not liable and responsible for any damages or expenses arising from any
difficulty, error, imperfection or inaccuracy with this website, it includes all associate service, or due to
such unavailabilitpf thewebsiteor any partthereofor anycontentor anyassociatservices.

3. The tenderers must follow the schedule d@érdering process and get their activities -téredering
processlonewell in advanceo avoidanyinconvenienceueto unforeseemechnicalproblemsif any.

4. MSRTC will not be responsible for any incomplete activity -@éedering process of the renderer due
to technicakrror/ failure of websiteandit cannotbechallengedy way of appealarbitrationandin the
court oflaw.

5. Biddermustgetdoneall thee-tenderingactivitieswell in advance.
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1.3 Tender Schedule
# ‘ Particulars ‘ Date
1 | Tender Publish 10.10.2024 at1:00 Hrs
2 | Last date of submission of Pigid Queries  |16.10.2024upto17:00 Hrs
3 | PreBid Meeting 17.10.2024 at 15:00 Hrs
4 | Lastdate of Bid submission 31.10.2024 upto 17:00 Hrs
5 | Prequalificationopening 07.11.2024 at 15:00 Hrs
6 | Technical qualification opening Will be intimated later to the qualified bidders
7 | Commercial Bid opening Will be intimated later to thqualified bidders
Note:
1. Earnest Money Deposit R 3,60,00,000(RupeesThreeCroresandSixty Lakh Only) through online

1.4

payment mode available on portdtps://mahatenders.gov.ar in the form of Bank guarantess per
Annexure 73 n f avour of i T hdT, Beyv Ann&ebuilding,aMSRTI aMuialgdiedr
from Nationalized or commercial bank payable at Mum®aiginal Bank guarantee shall lseibmitted
before the Prgualification openiry.

All MSEs notified as per GFR 2017 clause no. 170 shall be exempted from payment of Tender
Document Fee and Bid Security/ Earnest Money Deposit.

All eligible/interested Bidders are required to be enrolled on pbttps://mahatenders.gov.before
downloading tender documents and igfpate in etendering. Bidders are requested to contact
following telephone number in case of any doubts/information/difficulty regarding online enrolment or
obtaining digitakertificate01264001 002 || 0128200 462 || 0126001 005 || 0126277 787

Bidders should submit tender related document online only.

Otherinstructionscanbeseenn thetenderdocumentAll rights to accept/reject any/all bids is reserved
by MSRTConly.

The Electronic Tendering System of Government of Maharashtravadable on the portal
https://mahatenders.gov.in

Invitation for Bids

MSRTC hereby invites proposals from reputed, competent and professional companies, who meet the
mi ni mum eligibility criteria as sRequesifdrPrepdsali n t h
for Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based

video surveillance solution and Integrated Command Control Cet er (I CCC) at MSRT(

The complete bidding document shall be publisheditps:/mahatenders.gov.for the purpose of
downloading. The downloaded bidding document shaltdmesidered valid for participation in the
electronic bidding process-Rrocurement/-dendering) subject to the submission of required tender/
bidding document fee and EMD through online payment gateway mode available on
https://mahatenders.govami n t he f orm of Bank guarantedT,in fa
New Annex building, MSRTC,Mumb&d 6 f r om Nati onalized or commer
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3. To participate in online bidding process, Bidders must procure a Digital Signature Certificate ([Class
as per Information Technology A2D00 using whichhtey can digitally sign and encrypt their electronic
bids. Bidders can procure the same from any CCA approved certifying Master System Integrator
(Selected Biddgrsuch as Safecrypt, Ncode, etc. Bidders who already have a valid Digital Signature
Certificate(DSC) need not procure a new DSC.

4, Bidder s ar e al so advised to
https://mahatenders.gov.for furtherdetailsaboutthee-tenderingorocess.

5. Biddersareadvisedo studythisbidding documentarefullybeforesubmittingtheirproposalén response
to this RFP Notice. Submission of a proposal in response to this notice shall be deemed to have been
done after careful study and examinatis this document with full understanding of its terms, conditions
and implications.

The summary of details about this invitation of bids are listed in the table below:

Description

1. | Tender Reference No. ST/IT/CCTV /01/1045

Request for Proposal for Selection of Agency fo
Supply, Installation, Commissioning and
Maintenance of IP based video surveillancg
solution and Integrated Command Control Center
(ICCC) at MSRTC

3. | RFP DocumentDownload Start / End St date10r10202411:00 IST
Date & Time End date:31/10/202417:00 IST

2. | Name ofthe Project

For more information, please visit the bel
mentioned €lendering websitg
https://mahatenders.gov.in
| All the queries should be received on or bef
16/10/2024up to 17:00 hrs through email only with
subject line as follows:
i P1Bid queries<Bi dder 6 s Name3

4. | Last date to send in requests
clarifications (prebid queries)

The queries should be submitted as per the fo
prescribed in Annexure A

The PreBid queries to be sent to the Email id
dgmit.msrtc@gmail.com

No request for clarifications shall be entertained &
last date to send in clarifications

5. | Date, Time and Place of prieid meeting 17/101202415:00 IST
Venue: Maharashtra State Road Transp

Corporation,
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Description

New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008
dgmit.msrtc@gmail.com;
Tel No.: 022 2302 4040 / 022 2302 4039
6. | Last date (deadline) for submission 31/10/202417:00 IST
bids
7. | Tender fee to be paid via online paym( INR 1,18,00@- (RupeesOne lakh EighteenAousand
gateway mode only o| only) (InclusiveGST)
https://mahatenders.gov.in
8. Earnest Money Deposit (EMD) INR 3,60,00,000 (Rupee?hl’ee Crores and S|Xty
Lakh Only)
9. | Date, time and place of opening of P .
qualification proposal 07/11/2024 B:00 IST
Venue: Maharashtra State Road Trans
Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008
dgmit.msrtc@gmail.com;
Tel No.: 022 2302 4040 / 022 2302 4039
10.| Date, time and place of opening | Will be intimated later to the qualified bidders
technical qualification proposal
11.| Date, time and place obpening of| Will be intimated later to the qualified bidders
Commercial Proposals
12.| Security Deposit 10% of Total Contract Value (TCV)
13.| Security Deposit Validity Till 06 months post contract period
14.| Bid Validity Period 180 daydrom the date obpening ofPre-qualification
Bid.
15.| Contract Period Signing of Contract + 12 months for Projg
Implementation + 5 years (60 months) will be
operations &naintenance-urther, it can be extendg
with mutual consent at agreed prices with same tg
and conditions of original contract.
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Description

16. Contact Officer:

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008
dgmit.msrtc@gmail.com;

Tel No.: 022 2302 4040 / 022 2302 4039

Note: Prospective Bidders may visit MSRTQOffice for any further information/clarification regarding
this RFP on prior appointment during working hours till the date ofdRralification bid submissian
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2. Instructions to Bidders
2.1 Introduction of MSRTC

Maharashtra State Road Transport Corporatio8RVIC) is a leading passenger road transport organization
having a fleet strength ove6,000+ buses and operating approx. 85,000 bus trips daily. More than 60 lakhs

passengers (on an average) ar e availin
MSRTCO6s or gapisasanderonal setu

Offices Numbers

Central Office 1

Divisional Offices 31

Depots 251

Central Workshops

Tyre Retreading Plants

Central Training Institute

No. of bus stations 607

Regional Offices 6

The three tiers of therganization, hamely Central Office, Division and Depot setup are in existence in
MSRTC. Central Office decides the policy and it is implemented through divisions and from division to
depots.

2.2 Purpose

MSRTC hereby invites Proposals from reputed, compedadt professional companies, who meet the

minimum eligibility criteria as Rsgpestdar Propesal for n t hi
Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based video
surveillance soluton and Integrated Command Control Center (ICCC) at MSRT@® , as t hi s do

provides information to enable the bidders to understand the broad requirements to submit their bids. The
detailed scope of work is provided in Sectfoof this RFP document. Thgid shall outline the Methodology,
Design and Architecture best suited for MSRTC in detail.

Address for Correspondence & Contact Person:
Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008
dgmit.msrtc@gmail.com;

Tel No.: 022 2302 4040 / 022 2302 4039
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2.3 Consortium

The Bidders are allowed to form Consortium subject to the following conditions:

1.
2.

©

10.

11.

12.

13.

The number of consortium members cannot exceed three (3),imghhe lead bidder.
Lead bidder shall be System Integrator only in case of consortium. Consortium may comprise of a
combination of System Integrat(81)/OEM/Financers.
Participating bidders will not be allowed to submit multiple bids. No Consortium nrerabhebe a
part of more than one Consortium. Only one Bid will be allotedtbm a Consortium. The members
of a Consortium are not allowed to bid individually
The lead bidder should have the majority stake in the project; stake being calculated fitetaitbe
roles and responsibilities defined for the consortium and as declared in the proposal.
(In case of 2 (two) Consortium member Majority Stake of Lead Bidder should be greater than 51%;
In case of 3 (three) Consortium member Majority Stake of LedddBishould be greater than or equal
to 34 %).The nomination(s) shall be supported by a registered Power of Attorney in favour of the lead
bidder from the consortium members which shall watéa, authorize the lead bidder to act for and on
behalf of suchmembers of the consortium and do all acts as may be necessary for the performance
under the contract.
The Consortium composition shall not be altered as specified in the Contract without prior consent of
MSRTC.In case of change in consortium members, the hew consortium membdiasieatiqual or
high capacity/credentials than the previous consortium member.
Bidder applying individually or as a member of a consortium, can neither submit the bid again as
anotheiindividual bidder or as a member of another consortium.
Only the lead bidder will submit the proposal and sign the contract/agreement with MSRTC.
All the members of consortium shall be jointly and severally responsible for the execution of the
contract.
In case of a consortium bid, the lead member would need to submit the consortium declaration in the
format provided in Annexure G of the RFong withthe Agreement between the consortium
members for the contract clearly indicating their scope of workrelationship. Such Agreement
should be prepared on a stamp paper of requisite value and is required to be submitted along with the
pre-qualification proposal. In the event that the lead bidder does not submit the declaration it will be
considered as an inddual bid.
All the signatories of the consortium agreement shall be authorized by a power of attorney signed by
the respective managing directoradif consortiumbiddes duly authorized by board resolution of the
companies.
The consortium agreementadlprovide at least the following information in respect of the consortium
members that the lead bidder will engage to provide any of the services required under this RFP.
Brief description of nature of products/services to be providembhgortium member
Head and branch offices (if responsible for work under the contract) (provide mailing addresses,
phone, fax and email)
Date, form and state of incorporation of consortium member
Company principals (name, title and business address)
The casortium agreement concluded by the lead bidder and consortium member(s) should also be
addressed to the MSRTC clearly stating that the agreement is applicable to the contract executed out
of this RFP and shall be binding on them for the contract periovithistanding the agreement, the
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responsibility of ceordination and smooth execution of job under the contract will be with the lead
bidder.

14. All the consortiummembersshall be solely liable to and responsible for all obligations towards the
MSRTC for peformance of works/services including that of its partners/associates under the contract.

2.4 Completeness of Response

The response to this RFP should be full and complete in all respects. Failure to furnish all information
required by the RFP document or sudsion of a proposal not substantially responsive to the RFP document
in every respect will be at the Bidder's risk and may result in rejection of its Proposal and forfeiture of the
Bid EMD.

2.5 Site Visit

The Bidder may wish to visit proposed sites to urtdersthe user expectations and obtain for itself, at its

own cost, responsibility and risk, all information that may be necessary for preparing fheetédsessment

of actual costs including designing, engineering, financing, procurement, developmesttuction,
equipment, manpower, software development and IT Infrastructure including hardware and software,
services, integration with existing syste(as per requirementpperation and maintenance of the Project

will have to be made by the Bidders.eTBidders are invited to examine the Project in greater detail, and to
carry out, at their cost, such studies as may be required for submitting their respective Bids. The costs of
visiting theexisting andoroposed sites h a | | be at t he MBRTCWikarrénge fathen e X p
Bidder and any of its personnel or agents to gain access to the relevant office of proposed site and information,
provided that the Bidder givé4SRTCadequate notice of a proposed visit of Prior to at least Five (5) working
days. No site visits shall be arranged or scheduled after the Last Date (deadline) for the submission of the
Bids and prior to the award of Contract, unless specifically approvetSRTC.

2.6 Proposal PreparationCosts

1. Thebiddershall submithebid atits costandMSRTCshallnotbeheldresponsibldor anycostincurred
by the bidder. Submission of a bid does not entitle the bidder to claim any cost and rights over MSRTC
and MSRTGshallbeatliberty to cancelanyor all bidswithout giving anynotice.

2. All materialssubmittedby the biddershall bethe absolutepropertyof MSRTCandno copyright/patent
etc. shalbeentertainedy MSRTC.

2.7 Sub-Contracting Conditions

1. The lead bidder can sutmntract the project activities for manpower support and training lidolyever,
the responsibilities shall lie with thedad bidder for all claims arising from the liabilities statutory or
otherwise, concerning the sebntractorsThe implementation agency undertakes to indemnify the nodal
agency or its nominated agencies from any claims on the grounds stated here itHab@wer, sub
leasingof the project activitiearenot allowed.

2. The lead bidder shall share all tiietails of the service provider & swntractors in the technical bid.
Both during the process of award, and post award of contract, if there is a changeantsattor, the
bidder shall inform MSRTC accordingly.
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3. Bidder shall notify MSRTC in writing o&ll the subcontracts awarded in the contract if not already
specified in the bid, notification in original bid or later shall not relieve bidder from its obligations, duties
and responsibilities or liabilities specified in the contract.

2.8 Bidder Inquiries

1. Biddershalle-mail their queries at above mentionetheil address, in thExcelformat as prescribed in
the Annexure A. The response to the queries will be publishduttps://mahatenders.gov.in. No
gueries will be entertained after last date of Fv& query submissionlhis response of MSRTC shall
become integral part of RFP document. MSRTC shall not make any warranty as to the accuracy and
completeness of responses.

2.9 Amendmentof RFP Document

1. Allthe amendments made in the document would be published ondhdexing portal and shall be part
of RFP.

2. The Bidders are advised to visit theemdering portal on regular basis to check for necessary updates.
The MSRTC alsoeserves the right to amend the dates, terms & conditions mentioned in this RFP.

2.10 Supplementarylnformation to the RFP

1. If MSRTC deems it appropriate to revise any part of this RFP or to issue additional data to clarify an
interpretation ofrovisions of this RFP, it may issue supplements to this RFP. Any such corrigendum
shall be deemed to be incorporated by this reference into this RFP.

2.11 MS R T CRight to Terminate the Process

1. MSRTCmayterminatethe RFPprocessatanytime andwithoutassigninganyreasonMSRTCreserves
theright toamend/edit/add/delety clauseof this Bid DocumentThis will beinformedto all andwill
becomepartof thebid/RFPandinformationfor thesamewould bepublishedonthee-tenderingportal.

2.12 EarnestMoney Deposit(EMD)
1. Bidders shall submit EMD d®s.3,60,00,000/ (RupeesT hree Crores Sixty Lakhsonly) through online

e-Tendering Payment Gateway moalein the form of Bank guarantee favor o f AThe Dy. Ge
ManagefIT, New Annex building, MSRTC,Mumb& ¢ f r om Nati onali zed or CC
at Mumbai.

2. The validity of EMD shall be fol80days The same shall be extended as per mutaasentetween
the bidder and MSRTGAnnexure as per Section 7.3

3. Original Bank Guarantee to be submitted at the office of@gneralManager (IT), Mumbai Central
from thelast date of Bid submission till tleningof PreQualification bid(the date and time as per the
tender schedule). Further, copy of Bank Guarastesuld be attached in the online technical bid
document.
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4. In caseOriginal Bank Guarante@hysical copy)s not received on the datepe-qualificaions opening,
then the bid submitted will bejected.

5. All MSEs notified as per GFR 2017 clause no. 170 shall be exempted from payment of Tender Document
Fee and Bid Security/ Earnest Money Deposit.

6. EMD of unsuccessfuBidder(s)will bereturnedwithin 90 daysfrom the dateof award of contract to the
contractor. EMDof successfubidderwill be returnedonly after submissionof Security Deposit and
Signing of Contractin caseof expiry of the validity of EMD, the successfubidder shall extend the
validity of EMD upto signing of Agreement.

7. No interestwill be paid by MSRTC on the EMD amountand EMD will be refundedto all Bidders
(including theSuccessful Bidderyithoutanyaccruednteresonit.

8. TheBid submittedvithoutEMD or valid exemptionmentionedabovewill besummarilyrejected.

9. TheEMD maybeforfeited incase:

a. If a Bidder withdraws his bid or increases his quoted prices during the period of bid validity or its
extended period, if any.

b. In case of SucceadfBidder, if the Bidder fails to sign the contradth MSRTCin accordance with
the terms and conditions.

c. If during the bid process, a bidder indulges in any such delibactaswould jeopardise or
unnecessarily delay the process of bid evaluation and finalization.

d. If, during the bid process, any information is found false/fraudulent/mala fide, and then MSRTC shall
reject the bid and, if necessary, initiate appropriate action.

10. Thedecisionof the MSRTCregardingorfeitureof theEMD shallbefinal andbindinguponbidder.

2.13 Authentication of Bid

Authorized person of the bidder who signs the bid shall obtain the authority letter from the bidder, which
shall besubmittedwith theBid. All pageof thebid andits annexuresgtc.shallbesignedandstampedy the
person opersonsigningthebid.

2.14 Language ofBid

This bid should be submitted in English language only. If any supporting documents submitted are in any
language other thdbnglish, then the translation of the same in English language is to be duly attested by the
bi dder and summited with the bid, and English t

2.15 Bid SubmissionFormat

Theentire proposalshallbe submittedstrictly asperthe formatspecifiedin this Requesfor ProposalBids
with deviationfrom thisformatareliablefor rejection.

2.16 Bid Submissionlinstructions

1. Completebiddingprocesswill beonline (e-Tendering)in 4 (Foun envelopesystem.Submissiorof bids
shall ben accordancevith theinstructionsgivenin thefollowing table:
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Particulars Instructions

Envelope A: | Scanned copy of Receipt of th&ender Fees and Earnest Money Deposit (EMD)
Tender Fee
& EMD

Envelope B: | The Prequalification documents shall be prepared in accordance with the require

Pre- specified in this €f'ender and the formats are prescribed in thigeder. Bidders sha
qualification | submit accurately filled Checklist for Rgeialification documents as per form
Proposal mentioned in this-@ender

Each page of the Pgualification Proposal should be signed and stamped by
Authorized Signatory of the Bidder.

Envelope C: | The Technical documents shall be prepared in deecmwe with the requiremen
Technical specified in this €f'ender and the formats are prescribed in thigeder. Bidders sha
Proposal submit accurately filled checklist for technical evaluation documents as per f
mentioned in this-@ender
Each page of the Technidatoposal should be signed and stamped by the Autho
Signatory of the Bidder. Technical Proposal should be submitted through onli
submission process only.

Envelope D: | The financial documents shall be preparedagtordance with the requiremer
Financial specified in this €f'ender and the formats are prescribed in thigeder. Bidders sha
Proposal submit accurately filled checklist for financial evaluation documents as per f
mentioned in this-@ender

2. Thefollowing pointsshallbekeptin mindfor submissiorof bids;

a. MSRTC shall not accept delivery of proposal in any manner other than that specified in this RFP.
Proposadeliveredn anyothermannershallbetreatecasdefectivejnvalid andrejected.

b. The Bidder is expected to price all the items and services sought in the RFP and proposed in the
proposal.The Bid shouldbe comprehensivandinclusiveof all the servicesto be providedby the
Bidder agerthescopeof hiswork andmustcovertheentireContractPeriod.

c. MSRTC may seek clarifications from the Bidder on the-drralification and Technical proposal.
Any of the clarifications by the Bidder on the Rypaalification and Technical proposal should not
have anycommercial implications. The Financial Proposal submitted by the Bidder should be
inclusive of all the items in the Rgalification as well as Technical proposal and should incorporate
all the clarifications provided by the Bidder on the-Bualification as well as Technical proposal
duringtheevaluatiorof thesame.
FinancialProposathallnotcontainanytechnicainformation.
If anyBidderdoesnotqualify thetechnical criteriastatedn Section2.24 of this RFP ,thecommercial
proposal®f theBiddershallnotbeopenedn thee-Tenderingsystem.

f.  All documents submitted by the Bidder for technical criteria should be signed and attested by one
single authorized personnel from the respective company

g. ltisrequiredthattheall the proposalsubmittedin responséo this RFPshouldbe unconditionalin
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all respectdailing whichMSRTCreservesherighttorejecttheproposal.

h. Any proposal sent by fax/post/courier or any other medium exe&pndering system shall be
rejected.

i. At any time prior to the deadline of submission of Bid MSRTC reserves the right to amend bid
documents by issuing addendum and such addendum &saiétie part of bidding documents.

j-  MSRTC reserves the right to extend deadline for submission of bid by amending bid documents.

2.17 Late Proposaland ProposalValidity Period

Proposalseceivediftertheduedateandthespecifiedime(includingtheextendegberiodif any)for anyreason
whatsoever, shall not be entertained and shall not be opened HT émelering system. The validity of the
proposalsubmittedbeforedeadlineshall betill 180daysfrom thelast date obpening ofPrequalification
bid.

2.18 Modification and Withdrawal of Proposals

No proposal shall be withdrawn in the interval between the deadline for submission of proposals and the
expiration of the validity period specified by the Bidder on the Proposal form. EMiBeshall be forfeited
if any of the Bidders withdraw their proposal during the validity period.

2.19 Non-conforming Proposals

A Proposal may be construed as a-nonforming proposal and ineligible for consideration:
1. If it doesnotcomplywith therequirementsf thisRFP

2. If the Proposaldoesnot follow the format requestedn this RFP or doesnot appearto addresshe
requirementsftheMSRTC.

2.20 Acknowledgementof understandingofterms

By submittinga ProposaleachBiddershallbedeemedo acknowledg¢hathehascarefullyreadall sections
of this RFP, including all forms, schedules, annexure, corrigendum and addendums (if any) hereto, and has
fully informeditselfasto all existingconditionsandlimitations.

2.21 Bid Opening

1. Totaltransparency shall be observed and ensured while opening the Proposals/Bids. All Bids shall be
opened in the presence of Biddero6s representati
specifieddate timeandaddress.

MSRTCreserves all thaghtstopostponer cancelascheduledid opening.

Bid openingshallbeconductedn Fourstages.

In the first stage, tender fees, ENBall be opened arevaluated.

In second Stagpre-qualification of those Bidders, whose Tender fees and EMD gperathe tender,

shall be opened and evaluated.

a bk~ wn

6. In thethird stage, technical proposakng with POf those Bidders, who qualifies pgaialification,
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shall be considered for bid opening. All Bids shall be opened in the presence of Bidder's repesentativ
who choose to attend the Bid opening sessions on the specified date, time and Alddy¢se POC is
mandatory for all the bidders who would qualify the-gualification stage.

In thefourth stage, Financial Proposal of those Bidders, whose albqoosals (Prequalification and
technical qualificationncluding POQ qualify, shall be opened. All Bids shall be opened in the presence
of Bidder's representatives who choose to attend the Riciiag sessions on the specified date, time and
address.

TheB i d drepresdestativeshoarepresenshallsignaregisterevidencingheirattendancdn theevent

of thespecifieddateof Bid openingbeingdeclareda holidayfor MSRTC,thebidsshallbeopenedatthe

same timaandlocationonthe nextworking day.In additionto that,if their representativef the Bidder

remains absenmISRTCwill continueprocesaindopenthebidsof theall bidders.

During bid opening, preliminargcrutiny of the Bid documents shall be made to determine whether they
are complete, whether required bid security has been furnished, whether the documents have been
properly signed, and whether the bids are generally in order. Bids not conforming forelimmary
requirementshallbeprimafacierejectedMSRTChastherighttorejectthebid afterduediligenceisdone.

2.22 Evaluation Process

1.

MSRTC shall form a TenderEvaluationCommittee(hereinaftereferredto asii T E QGadeyaluate the

bids.

TEC shall review all Qualification proposals of the bidders to determine whether the proposals are
substantially responsive. Bids that are not substantially responsive shall be disquetifizdshall
reserve the right to seek clarification if required.

The financial proposals of the qualified Bidders (whosdethnical qualifications criteria are qualified)
shall be opened and reviewed to determine whether the financial proposals are complete and as per
requirements.

Evaluatiorandawardof Contracishallbedoneasperprovisionsof Maharashtr&tateGovernmenRules.
Pleas@otethatTECmayseeknputsfromtheirprofessionalexternabxpertsn theBid evaluatiorprocess

if required
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Documents

PQ.l_ Legal The b|dder(all members in case ¢ 1 Copy of Certificate of Inarporation and Certificatj
Entity consortium) should be a compan . :
. : of Commencement of business in case of Pu
registered under the Companies A - o .
. Limited Company or Certificate of Incorporation
2013 or the Companies Act, 1956 ( . o :
. . . , case of Private Limited Company, issued by
a Limited Liability Partnership (LLP] . .
. Registrar of Companies.
registered under the LLP Act, 2008 17 Co of the list of properly constitute
Indian Partnership Act 1932 as on t Py . properly
. o management or gowang body of the
date of bid submission . _
Organization Memorandum of Association (MO)|
and Articles of Association (AOA)

1 Copy of PAN Card

1 Copy of GST Registration of the Bidder.

1 Registration proof (which shall include nar
change/ impact of mergers or acquisitions of
organization).

PQ2- The average annual turnover of the| { Certificate from the Statutory Auditor / Charter
Turnover bidder or combined average annual|  Accountant clearly stating tfieurnover.
turnover of all consortium members| Biddermustsubmit copies of audited Balance Shee
of best 3yearsout ofall 5 years for of best 3 years out of all 5 yedi&he financial
should be more than INFR58 cr. years to be considered are FY-2®, FY 2021, FY
(The financial years to be considere| 21-22, FY 22-23, FY 2324).
areFY 1920, FY 2021, FY 2122,
FY 22-23, FY 2324).
PQ3- Net The lead Bidde and consortiun| 9§ Certificate from the Statutory Auditor / Charter|
Worth members should have positive ng  Accountant clearly stating the positive net worth
worth in all 5 last financial year®Y
19-20, FY 2021, FY 2122, FY 2223,
FY 23-24)
PQ4- The Bidder (Lead Bidder oral |[A Wor k Order and Proj ed
Capability 1 | memberdn Consortium) should hav] completedorojects from client along with project

experience in CCTV Surveillang
System including supply, installatio|
testing, commissioning, maintenan(
and operations forCentral/ Statg
Government Department / Ministry /
PSU (Central / State), ULB, B&sin

India in lastSeven(07) years as on th|

date of bid submissior

citationin format specified in Claus&4

AFor substantially completed** projects, Work
Order/Copy of Agreement, successful completion
UAT and performance certificate from the client
mentioning list of activities completed (for ongoini
projects) or documentary evidence (invoice and
payment rec@its, payment credit proof) of paymer
of 50% of the contract value of the respective
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Documents

One (1) Project of similar natut
having value not less th&® Cr

OR

Two (2) Projects of similar natur
having value not less th&® Cr each
project

OR

Three (3) Pojects of similar nature
having value not less thatb Cr each
project

projects along with project citation as per format
specified in Clause 6.4

PQ5
Capability 2

The bidder (Lead Bidder orall

membersn Consortium) should hayv
experience in project for Deployme
& Monitoring of at least 5,000
camerasin Single project foCentral/
State Government Department

Ministry / PSU (Central / State), ULE
Banksin Indiaduring last 07 years ¢
onthe date of bid submission.

A Work Order and Proj ec

completed projects from client along with project

citation in format specified in Clause 6.4

7 For substantially completed** projects, Wo
Order/Copy of Agreement, successful completiol
UAT and performance certificate from the clig
mentioning list of activities completed (for ongoil
projects) or documentary evidence (invoice 4§
payment recgits, payment credit proof) of payme
of 50% of the contract value of the respect
projects along with project citation as per forn
specified inClause 6.4
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Documents

PQ 6
Capability 3

The Bidder (Lead Bidder orall

memberdan Consortium) should hayv
experience in implementationof

Command Control Center including
settingup installation, testing
commissioning, maintenance, a
operations  for Central/  State
Government Department / Ministry /
PSU (Central / State), ULB, B&sin

Indiain lastSeven(07) years as on th
date of bid submission

One (1) Project of similar natut
having value not leghan 09 Cr

OR

Two (2) Projects of similar natur
having value not less th&6 Cr. each
project

OR

Three (3) Projects of similar natu
having value not leghan 05 Cr each
project

1 Work Order and Project Completion Certificate |
completed projects from client alovgth project
citation in format specified in Clause 6.4

1 For substantially completed** projects, Wo
Order/Copy of Agreemepguccessful completion ¢
UAT and performance certificate from the clie
mentioning list of activities completed (for ongoil
projects) or documentary evidence (invoice &
payment receipts, payment credit proof) of paym
of 50% of the contract value of the respect
projects along with project citation as per forn
specified inClause 6.4

PQ 7-
Certificates

The bidder (lead bidder in case
consortium must mandatorily posse
valid any 03 out of the following
certifications as on the date of b
submission.

1. 1SO 9001

2. 1SO 20000

3. ISO 27001

4. CMMI Level 3 or higher is

Compulsory.

(All certificates should be valicbn
tender submissions date)

1 Relevant copy of valid certificateThe certificate
should be valid as on bid submission date.

PQ & Local
Presence

The Bidder should have Suppg
Center or local office in Maharasht
State operating for last 1 year astba
date of bid submission.

1 List of office (s) and Support Centre
Maharashtra
OR
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Documents

Or

Bidder to make Local Presence will |
available within 45 days from the dg
of Issuance of Lol

Undertaking to be submitted on the letterhead of
bidder regarding Local Presence will be availal
within 45 days from the from the date of Issuance
Lol.

PQ9Y
Manpower
Strength

The bidder should have at least 1
technicaly  qualified  employee;s
working in IT/ITES related project
i.e., Networking, Storage, Backu
solutions, Cloud solutions, Cybq
security etc.,, who have prig
experience in implementation ali
maintenance of CCTV surveillanc
project on bi dde
date of bid submission.

Declaration from HR to be submitted as per Annex
E along with the details of EFRO

PQ-10
Product

The Bidder should have undertakil
from OEMs for availability of all
products, its spares accessories
support till the contract period for th
products offered and OEM will certif]
that the product is not end of i
product

OEM Item Authorization fan Annexurel. MAF is
required for Cameras, NVRNetworking switches,
VMS, ICC, EMS, HMS, SLAGIS,NMS, Server, UPS
Displays, Videowalls and other required componen

PQ-11
Product

The bidder shall ensure that f
proposed Active Components f
networking & Storage should be fro
IDC/HIS/IMS |/ Gartner / Forreste
Report

1 OEM Item copies of the valid certificates fro
authorized agencies.

PQ-12
Blacklisting/
Debarment

The Bidder should not be blacklistg
for unsatisfactory pasperformance
corrupt & fraudulent practices or af
other unethical conduct by ar
Central/ State Governmel
Department / Ministry /

PSU (Central / State), ULB, B&s

as on date of bid submission.

1 A self-certified letter signed by the Authorize
Signatory of the Bidder as pAnnexure B
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2.24 Technical Qualification Criteria

# | Parameters ' Max Marks | Criteria VETS

TQ 1 | The average annual turnover of the | 10 1) >1000 10
bidder or combined average annual 2) >7%0cr - 1000cr | 07
turnover of allconsortium members of 3) 550cr - 750cr 05

best 3 years out of all 5 years should |
more than INR 550 cr. (The financial
years to be considered are FY-2@,

FY 20-21, FY 2122, FY 2223, FY 23

24).

TQ 2 | The Bidder (Lead Bidder or all membeg 20 a) 1 project of valug 20
in Consortium) should have experien not lesghan90Cr
in CCTV Surveillance System includin
supply, installation, testing b) 2 projects each d 15
commissioning, maintenance, a value not less tha
operations for Central/ State 56 Cr

Government Department / Ministry /
PSU (Central / State), ULB, B&s in

c) 3 projects each g 10

India in last Seven (07) years as on
value not less tha

date of bid submission.

45Cr
TQ 3 | The bidder (Lead Bidder or all membeg 20 Single projectwith | 20
in Consortium) should have experien 10,000 and above
in project for Deployment & Monitoring Cameras
of at least 5,000 cameras in Sing
project for Central/ State Governme| Single project with 15
Department / Ministry PSU (Central / 7000 to 9999
State), ULB, Baksin India during last Cameras
07 years as on the date of bid submiss 10
Single project with
5000 to 6999
Cameras
TQ4 | The Bidder (Lead Bidder @l members 10 a) 1 project of valug 10
in Consortium) should have experien not lesshan09 Cr

in implementation of Command Contr,
Center including settingp installation,
testing, commissioning, maintenan(

25 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Intearated Command Control Center (ICCC) at MSRTC

and operations for Central/ State
Government Department / Ministry /
PSU (Central / State), ULB, B&s in
India in last Seven (07) years as on
date of bid submission

b) 2 projects each ¢
value not less tha
06 Cr

c) 3 projects each ¢
value notless than
05Cr

TQS

The bidder should have at least 1
technical qualified employees workin
in IT/ITES related projects i.e
Networking, Storage, Backup solution
Cloud solutions, Cyber security etq
who have prior experience i
implementation and maintenance

CCTV surveillance
payroll as on the date of bid submissic

Declaration from HR as per Annexure

10

No. of
technical
resources

fulltime

a) >200

10

b) >150to <=200

07

¢) 100 to <=50

05

TQ6

The Bidder (Lead Bidder in Consortiur]
must possess a valid certification as
the date of bid submission.

1.1SO 9001

2. 1SO 20000

3.1S0O 27001

4. CMMI Level 3 or higher

(CMMI Level 3 is mandatory)

10

All the Certificates

10

Any Three
Certificates
including CMMI

07

TQ7

Presentation covering: Approach
Methodology for Implementationi
Solution  Architecture  scalability
Interoperability, Risk Managemenand
modularity features considering ti
future expansion of the project

05

05

TQ9

Proof Of Concept: Testing an
verification of CCTV, NVR,VMS and
associated H/W , H/W infrastructure a
capability of Analytical softwareLive
feed with monitoring SMS / email

notification, Popup, Alerts, Motion

15

15
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Detection ANPR detection lllegal
Parking etc, and other analytic
mentioned in scope of work

Total 100 100

Bidder who meets the prequalification criteria shall be called for mandatory Proof of Concept(POC)

with respect to above technical evaluation criteria during Technical Bid Evaluation. Date, Time and Venue
for the Technical Presentati@and Proof of Concepwill be informed later to qualified bidders. MSRTC
reserves the r i ght hereosuchadgniildr pradjectintlemebtaiondas sakeo pleee.  w

TechnicalScore:The score secured based on evaluation of the Technical Proposal (Ei@)eds@bove shall
be the Technical Score of the Bidder for pheject.

2.25 Evaluation of Technical Qualification Proposal

1. Bidderswho qualify the prequalification criteriashallbeconsideredor Technical Qualificatiomriteria
evaluation.

2. BiddershallbeevaluatedsperTechnical Qualificatiortriteriamentionedht Section2.24.

3. Each Technical Proposal shall be assigned a technical score out of a maximum of 100 marks. (Refer
Section 2.3).

4. The Bidders are required to submit all required documentationgpost of the evaluation criteria
specified (e.g. Detailed Project citations and completion/ongoing certificates, client contact information
for verification,andall others)asrequiredor technical evaluation.

5. AtanytimeduringtheBid evaluatiorprocessT ECmayseekoral/ writtenclarificationsfrom theBidders.
TheCommitteeamayseekinputsfrom theirprofessionahndtechnicalkexpertsn theevaluatiorprocess.

6. MSRTC reserveghe right to do a referencecheckof the pastexperiencestatedby the Bidder. Any
feedback received during the reference check shall be considered during the technical evaluation process.

2.26 CommercialEvaluation

1. Bidders who have scoredinimum 70 marks in Technical Evaluation will be considered for Financial
Bid Evaluation.

2. The bidders will be ranked based on their bids for providing least quotations as per Financial Format.
Bidderwhosefinancialproposals lowest(herebyreferred to asL1 Bidder) shallbeconsidereeligible
for awardof contract. The financial format should be submitted asSpetion8.3

3. Inthe event of two or more Bidders quoting exactly the same value, then MSRTC reserves the right to
declare the bidder whose technical score is highsstpreferred bidder

4. MSRTC reserves the right to confirm thefpreed bidder as successful bidder and approval of competent
authority.

2.27 Award of Contract

2.27.1 Award Criteria
1. The bidder quoting thieast quotation commercials stands L-and would be considered for award of
contract.
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2.27.2MS R T CRight to acceptany Bid andto reject any or all Bids

MSRTCreservegheright to acceptor rejectany Bid, andto annulthe bidding processaaindrejectanyor all
Bids at any time prior to award of Contract, without thereby incurring any liability to the affected Bidder or
Bidders oranyobligationto inform theaffectedBidderor Biddersof thegroundfor MS R T Gétisn.

2.27.3 Letter of Intent

MSRTC will notify the Successful Bidder in writing or by fax or email, to be confirmed in writing by letter,
that its bid has beearccepted. The Letter of Intent will constittieformationof thecontract MSRTCwill
promptlynotify eachunsuccessfldidder(s).

2.27.4 Letter of Acceptance

The successful Bidder shall, withi® days of the receipt of the LOI, sign and return the Letter of Acceptance
(LOA) in acknowledgement thereof. In the event, the LOA duly signed by the Selected Bidder is not received
along with the security deposit by the stipulated date as mentioned intHeOMSRTC may, unless it
consents to extension of time for submission thereof, appropriate the Bid Security of such Bidder as Damages
on account of failure of the Selected Bidder to acknowledge the LOA, and the next eligible Bidder may be
considered subf# to matching L1 rates.

2.27.5 Signing ofContract

The Successful Bidder shall enter into conteageementvith MSRTCwithin thetime framementionecdoy

MSRTC The Contract shall be on notarized Stamp paper and regisddirdith expenses related agreement
shall beborneby the successfldidder.Ti mel i ne ATO0 shall indicate the
date of Signing of Contract.

2.27.6 Issuance of Work Order

Post submission of security deposit the selected bidder shall sigrgteendent with MSRTC pursuant to
which, Work order shall be issued.

2.27.7 Contract Period

Contract period will b&igning of Contract + 12 months for Project Implementationyedys(60 months)
will be of operations & maintenancEurther, itcan beextended with mutual consent at agreed prices with
same terms and conditions of original contract

2.27.8 Failure to agreewith the Terms & Conditions of the RFP / Contract

Failure of the Successful Bidder to agree with the Terms & Conditions of RFP, LOI, k& MSA
shall constitute sufficient grounds for the annulment of the award, in such a case, MSRTC shall invoke the
security deposit of the Successful Bidder.

28 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Intearated Command Control Center (ICCC) at MSRTC

2.28 Non-DisclosureAgreement(NDA) and Data Security

The Successful Bidder must sign tHen- Disclosure Agreemerand Data securitfAnnexure F and H)
with MSRTC.

2.29 SecurityDeposit

1. The successful bidder needs to deposit/submit a security deposit etfofd tf Total Contract Value
as AC Payee Demand Draft/RT@8hk Guarantee from nationaldZscheduled bank only. The
security deposit shall be valiifl post 6 months after contraperiod It should be submitted as notified
in the letter towards award of the contract daeand properfulfiiment of bid documentconditions.
Format for the same is given at sect®oBAnnexure C

2. The security deposit should be submitted within the period specified above, failing which MSRTC may
cancekheoffer madeto thebidder and forfeit the EMD.

3. The Claim period should be One Year after the expiry of the submitted Bank Guarantee

4. The security deposit will be forfeited if bidder has not fulfilled the terms and conditions as per bid
document.

5. MSRTCshallalsobeentitledto makeanyrecoveries dufom thebidderfrom securitydepositsubmitted
againsthisbid document.

6. Thesecuritydepositshallberetainedby MSRTCHill theendof projectfrom the dateof submissiorof
deposit. No intereswill be payable by the MSRTC on the amount of the Security Deposit. Security
Deposit will be releaseaftersuccessful completion of contract.

7. In case of extension in contract peritite security deposishall be extended along with the implication
of the additional contract peripavhich shall remain valid for the extended contract period and will
continue with MSRTC for further period 6 months after due fulfilment of extended contract period.
casethe bidder dognot extend the Security depoBit the extended period, then MSRTC shall forfeit
the Performance bank guarantee at its own discretion.

2.30 Bid Price and quantity variation.

The bidder rBeletion af Agencyefor Supply, Irfstallation, Commissignamd Maintenance

of IP based video surveillance solution and Integrated Command Control Center (ICCC) atMSRTCn t h e
format given for financial bid. Validity of Bid shall be df80 days from the date o0Opening of
PrequalificatiorBid.

The bill of quantity and locations mentioned in this RFP are tentative. There shall be variatf§oof
(increase or decregsef quantitiesand locations.

2.31 Bid Currency

The rates quoted shall be in Indian Rupees only.

2.32 Signature

A representativef the bidder,who is authorizedo committhe bidderto contractuabbligationsmustsign
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with theb i d dnameénslsealon all pagesof the Bid, includingthetender/biddocumentAll obligations
committed bysuchsignatoriesnustbefulfilled.

2.33 Correction of Errors

Thebidderis advisedto takeadequatearein quotingthe rate.No excusefor correctionsn the quotedrate
will be entertainedfterwardsThecorrectionsor overwritingin bid documenshouldbeinitialed by person
signing the Bidorm.

2.34 Correctionsto Arithmetic Errors

In case of discrepancy between the amounts mentioned in figures and in words, the amount in words shall
govern. The amountstatedin the Bid form, adjustedin accordancewith the aboveprocedure shall be
considered dsinding.

2.35 Disqualification

The Bid from the bidders is liable to be disqualified in the following cases:

No apkowbdpRE

9.

Bid notsubmittedn accordancevith thebid document.

Thebidderqualifiesthebid with hisownconditions.

Duringvalidity of theBid, or its extendederiod,if any,thebidderincreasesis quotedprices.

Bid isreceivedn incompleteform.

Bid is receivedafterduedateandtime.

Bid is notaccompaniethy all requisitesupportingdocuments.

Information submitted inPreQualification Bid is found to be misrepresented, incorrect or false,
accidentallyunwittingly or otherwiseatanytime duringtheprocessin@f thecontractnomatteratwhat
stage)or duringthetenureof thecontractincludingtheextensiomperiodif any.
Thesuccessfubidderfails to enterinto a contractwithin 30 (Thirty) daysof the dateof noticeof award
of contracor within suchextendegeriod,asfixed by MSRTC.

Awardeeof thecontracthasgiventheletterof acceptancef thecontractwith his conditions.

10. Non-ulfilling of anycondition/ternmby bidder.

2.36 Tendering Under Different Names

1.

Firms with common proprietor/partner or connected with one another either financially or as principal and
agent or as master and servant or with proprietor/partners closely related to each as husband, wife, father,
mother and minor son/daughter and bragister and minor brother/sister, shall not tender separately
under different names for the same Contract.

If it is found that firms as described in (a) have tendered separately under different names for the same
Contract, all such tender(s) shall staejected and tender deposit of each such firm /establishment shall

be forfeited. In addition, such firms / establishments shall be liable, at the direction of the Managing
Director, for further penal action including blacklisting.

If it is found thatclearly related persons as in above have submitted separate tender/quotations under
different names of firms/establishments but with common address for each establishment/firm, though
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they have different addresses, are managed or governed by the samfeessos jointly or severally,
such Bidders shall be liable for action as in para above.

4. If after the Award of Contract, it is found that the accepted tender violated for cancellation at any time
during its currency in addition to penal action against ¢betractors as well as related firms /
establishments.

3. Project Vision

Maharashtra State Road Transport Corporation (MSRTC) has 24*AnétiEteand intercity bus
operations. For monitoring the vast MSRTC infrastructM8RTC intends to utilize informatio
technology to modernize the safety and secuwgtpecially for womencrowd managemenand
controland help inaw enforcementvithin MSRTC premises.

It is thereforeproposed to develop an effecti@CTV surveillancesystemalong withestablisment

of Integrated Control and Command System.

In order to achieve these objectivédSRTC desires to develop a robust ICT infrastructure that
ensures seamleB4SRTC operationscrowdsurveillance, emergency response mechanisms and real
time tracking offleet within premisescross all MSRTC locations

With the above backgrountllSRTCintends to appoint a Master System Integre®etdcted Biddgr
through acompetitive bidding process esign, Develop, Supply, Installation, Integration, Testing,
Commissioning, @eration & Maintairthe CCTV surveillancesystem for a period of five years after
Go Live date on turnkey basis.

Solutions envisioned to be implemented as part of the RFP

a. Design, procurgnstall,and maintairCCTV based Surveillancgystem.

b. Design, procurejevelopimplementand establish an Integrated Command Control Cantbr
hosting of the application ovedn-Premises ServerDevelop a consolidated database of
incoming real time data for future analysis and evaluation purposes.

c. Establish connectivity with required bandwidth actdd&RTC locationgonnecting all the ICT
components/systems designed/implemented to ensure uninterrupted and timely performance of
the solutions as envisaged.

d. Integration of other IT solutions into ICC@@&Manage / support for Integration of any solution
in the next 5/ears.

e. Capacity building for MSRTC officials through development of Training manuals, conducting
trainings, hand holding etc., during the 5 years maintergered.

f.  Operation and Maintenancd ICCC and CCTV along withthe infrastructure/solutions for 5
years after operational acceptance date.

Selected Biddeshall work as per the timelines specified in this RFP.

The below sections of the RFP explain the objectives, scope of work, BOQ andietiits. The

RFP also provides an overview of the technology approach in establishing the above listed
solutions/systems. It is expected tBatected Biddewill work closely with MSRTC IT Department

on detail design/technical approach and implememtatiethods. It is expected thHa¢lected Bidder

will get approvals from MSRTC at key decision poirttsoughoutthe design, procurement,
implementatiorandmaintenanc@hase®f theproject.
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4. Scope oWork

The Master System Integrat@dlected Biddgrshould ensure the successful implementation of the
proposedCCTV Surveillance systenalong with IntegratedCommand and Control Center, ICT
components and provide capacity building suppoM8RTC officialsas per the scope of services
described below.

Any functionality not expressly stated in this document but required to meet the n&#8RBC as

specified in the scope in this RFP and captured during assessment/requirement gathering phase of
project shall essentially be under the scope oBS#lectedBidderto ensure successful operations of

the system and for that no extra charges shall be admissible.

TheSelectedBiddérs scope of work shall include but wildl

1. Situation Assessment Study and Inception Repar Conduct a detailed assessment,
feasibility, scoping study and develop a comprehensive projectiptunding:

a. Assess existing situation related@&TV sites, existing infrastructure, and connectivity
within therespective locationfer the scope items mentionedlso, thebidder shalbssess
the new locationswhere the CCTV surveillance system shall be implemented. The
tentativelist of existing locations andew locations are provided in Annexuie& L
respectively.

b. Conduct site survewith divisional committeefor finalization of detailed technical
architecture, design, gap analysis and project plée. project plan must include the
guantity and type of caenas to be installedCCC andbther components as per actual site
survey.

c. Conduct site surveys, site preparation, obtainchterance obligations & other relevant
permissiongrom respective stakeholders.

d. Deploying the required skilletesources onsite during entire period of execution of the
project as specified in the RFP.

2. Procure, Supply, Design, Installation, Commissioning and Testing, Integration and
Operation and Maintenancefor 5 years after Ghive date which includes the follong
components:

a. CCTV Surveillance System and associated civil wamki electrical work.
b. Installation of CommandndControl Centreand associated civil worknd electrical
work.

Network connectivity bandwidth fdryears to be extended as per the projecfuirement

Buyback of existing hardware and apportioning buy back cost.

Training and Capacity Building Operation and Maintenance

Integration of any services that MSRTC may assign at a later. stage

~® o0

3. Operation and Maintenance(O&M)

Selected Biddewill also be responsible fo€CCTV & ICCC componentsinstallation and
management of hardware and application software, networkiaming, maintenance and
operations of the solution for 5 years after the Go Live date of implementatigtsRRTCin an

efficient and effective manner.
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Warranty period of the product supplied under project ha.dware, software, IT/NelT etc.,
will be considered after Gbive dateandit should befor 5 yearsor extended period if any

4. Capacity Building for MSRTCdepartment officialgvhich includes preparation of operational

manuals, training documents and capacity building suppottiding:

a. Training of theMSRTC officials, other stake holders and operators on operationalization
of the systems that are putgtace.

b. Provide required support during execution and acceptastieg.

c. Preparation and implementation of the information security policy, including policies on
backup and redundangjan

d Preparation of KPI 6s f or aspextsmonitorecithroughthenoni t or i
system envisaged to baplemented

e. Developing standard operating procedures for operations management, application
management and other services to be renderéd®§.

f. Preparation of system documents, user manpatfprmance manuals, Operation manual
etc.

4.1 Detailed Scope of Work

The Scope of complete work would broadly include Supply, Testing, Installation, Commissioning,
Site Acceptance Test, Training, Documentation, Warranty and Maintenance during the contract
period.

4.1.1 Inception Phase:Situation Assessment Study and Inception Report:

The RFP document details teeopefor setting up of CCTV Surveillance system across MSRTC
locations. Theselected Biddeshall conduct a comprehensive and independent study oéaltdls,
conditions, revalidate locations of the proposed soluticouint of cameras to be installedailability

of the network, electricityetc. estimate exact efforts for t@CTV surveillanceproject. The actual
deployment of hardware and software components and the civil work shall be based on the
comprehensive field survey to be conducted bySbkected Biddewith divisional committeeand
approved byMSRTC.

4.1.1.1 Detailed Site Survey

1. Selected Biddeshall conduct surveywith the divisional committeo identify the exactmry
and exit gateso as tadeploy CCTV cameras tmonitor vehicularand passengeraffic. The
CCTV camerasshould cover theBus Depas/Station offices, passenger waiting area, bus
alighting / boarding platforms, cashier sectisorkshop floorand other areaas decidedy
MSRTC. The purpose of survey is to identify places/spots within the location from where
maximum coverage can be obtained using minimuantity of CCTV installations.

2. Selected Biddeshall survey the amount and extent of the demolition and site clearance required,
identify need for site preparation activities like erection of poles, cantilevers, cabling for, power
network,location and direction for installation of cameta.
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3. The survey shall also include availabilityadéctricity supply and network at the location, exact
location for mounting of pole, cantilever etthe Selected Biddershall submitcount, drawings
etc. as part of the report.

4. TheSelected Biddewill be responsible to propose transition strategy for dismantling of existing
CCTV infrastructureand setting up afiewcomponents.

5. Survey of the sites shall be conducted on prior approval fromMBRTC along wth the
concernedMSRTC officials (Divisional committeepn scheduled datandtime.

6. The solutim and componentproposed in this RFP are only for suggestive understanding.
Selected Biddeshould not limit its offerings to the functionalities proposed in this RFP and is
suggested to propose any functionality over and above what has already been given in this tender
documentAnything proposed over and above the requirements shall be sedbasta part of the
implementation planMSRTC may approve same, only after which tBelected Biddeshall
implement the changes.

7. There could be additional variation in the given indicative list as per approval$f&&i Cand
no extra costs tMSRTC, unless explicitly preapproved byMSRTC.

8. All locationmays, drawings, information, any other documents shall be submitted along with the
Survey Report by th8elected Biddeto validate the solution proposed.

9. The selected bidder shalsoundertake site suey for installation ofintegrated Command and
Control Centreat MSRTC Central office. The selecteididter shall closely coordinate with the
MSRTC, to jointly decide the size and layout of CCTV viewing room, electrical and UPS room,
etc. Post the detailedtes survey, the Bidder shall prepare and submit site survey report consisting
of 3D layout (min2) of the CommandandControl Centre and highlight issues/challenges &
support required.

10. Simultaneouslythe selectedibdder shall also obtain MSRTC sign @ifi the submitted Layout.

11. Selected llder shall be responsible for provisioning of ¢aend IT Infrastructure & System
Applications both at the field level, as well as at the centralized locations as per Indicative Bill of
Material, but not limited to, itluding materials/accessories/consumables/libraries/ assemblies
etc. necessary for the installation of the infrastructure.

12. Theselected tmder shall be responsible to carry out all the Internal Civil and Electrical work as
per the requirement of the projec

13. The bidder shall comply with all the Government resolutions related to CCTV surveillance system
as per the Government of Maharastateng with thecircular dated06” March 2024(Public
Procurement order 2017Notifying of CCTV/Video surveillance sysin for security in
furtherance of the order)

4.1.1.2 Submission of Project Implementation and Operation Plan Document
The Selected Biddeshall plan the project implementation in detail and should provide a micro level

view of the tasks and activities that they are going to undertake in consultation with the MSRTC. The
Selected Biddeshall submit the specifications of the hardware anditiuna proposed etc. and a
Detailed Technical Architecture as a part of Project Planning document within the timelines specified
in the RFP. Any change in the proposed hardware, software or any other component / solutions shall
be submitted by th8electedBidderalong with reasonable justification. This may be considered by

the MSRTC as it deems fit. Any directions from MSRTC in this regard shall be adhered to by the
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Selected BidderAn indicative list of planning related documentation thatSbkected Bidershould
make is as described below. Any changes recommended by MSRTC in the project planning and
management document shall be incorporated and adhered to throughout the contract period.

1. The Selected Biddeshall submit a detailed Survey Report witHie timelines specified in the
RFP.

2. Selected Biddeshall also submit a detailed report on the Implementation Plan and Operations &
Maintenance Plan for the project.

3. The Implementation Plan shall be comprehensive including, but not limited to:

a. Infrastructure requirement analysis

Designs, dawingsof ICCC and fan for installation ofCCTV cameras

Physical infrastructure design for devices on the field.

Civil work schedule chart and detailed plan

Hardware installation andommissioning plan including the Cable Plan and other

permission as may be required. Detail requirement and process of civil work.

f.  Process, methodology, Make, Model, version of hardware, software etc. along with its
license details, to be used in the Pcbjéexactly as submitted by the Bidder during
Technical Evaluation).

g. Corresponding documents of hardware and software, user manuals, SOPs, repair and
maintenance manuals, including details of the Equipment Vendor / OEM.

h. Manpower, tools, resources, and ramaterials to be used for installation of various
components. Qualification and experience of the manpower deployed along with Escalation
Chart.

i. Installation and Commissioning Plan, while ensuring minimum disturbance to the existing
MSRTC operations at thsite.

j-  Submission of FRS, SRS including Solution Architecture. Application Design Documents
of the proposed system and functional requirements against the system requirements,
System Ul, configurations required in teygstems etc.

k. Functionalities, wire frams, user interface etc.

|.  Test Procedure, UAT Test Cases.

m. Detailed TeBe designs specifying the following:

1 Physical infrastructure design for devices on the field

1 Height and foundation of Camerasgight and foundation of Poles, cantilevers and other
mountirg structures for other field devices

1 Design of Cables, Ducts routing, digging and trenching

1 Electrical power provisioning

n. Logical and physical database design, Data dictionary and data definitions, etc.

0. SOP document, Business Continuity Plan (BCP) aneratétails for backup, designed by
Selected Biddeand approved bMSRTC,

p. Application flows and logic, GUI design (screen design, navigation, etc.), Database
architecture, including defining data structure, data dictionary as per standards laid down
by Gowernment of India / Govt. of Maharashtra.

g. Risks anticipated and mitigation plans.

®oo o
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r. Sizing for hosting infrastructure, storage, any other requirements with respect to hosting
and other details about the OEM / vendor and setup, meetingcghieements.

s. Data Centre Architecture, Network Architecture and Security architecture

t. Bandwidth requirement calculation, network availability plan.

u. Power Backup sizing for each component / site including tracks, waiting area, control room
etc. and UPS aordingly.

v. Capacity Building Material, Content and Plan.

w. Third Party Applications and System integration plan

X. Timelines for implementation.

4. The Selected Biddershall submit Operations and Maintenance Plan including, but not
limited to:

a. Final SOP foiSelected Biddeoperationabndmaintenance staff

b. Resource deployment plan with qualification, experience and Escalation Chart.
c. Risk management plan

d. Repair and Maintenance plan, Plan for spare Components and parts

e. Consumables procurementpla

f. IT system Security plan, Information Security and Business Continuity

g. Data Backup Plan and Data Recovery architecture with RPO and RTO details.
h. SLA adherence plan

i.

Pole, Cantileveinstallations angbainting schedulesf required.

5. Selected Biddeshall sibmit any other details and plans as described in the Tender and / or as
required byMSRTC from time to time during the project period, including for the new
requirements.

6. All solutions and architecture proposed by tBelected Biddeshall be highly scalde to
accommodate future requirements. Detailed plan for the same shall also form part of this
document.

7. The Survey Report, Implementation plan and O&M plan must be discussed in detBRIC
and subsequently executed as per final approv®RTC.

8. Selected Biddershall also submit names of the Project Team members, their roles &
responsibilities and contact details and escalation matrix.

9. The Technical Architecture Document shall take into consideration various guiding principles
defined in the RFP.

4.1.1.3 Initial Survey and Final Bills of Materials

Post site survey, the selectedder shall finalize the Bill of Material for the type of the cameras,
number of camerasCCC componentsll necessary supporting hardware / peripherals required to
be implemeted but not limited to Active components, Passive Cabling, Earthing work, UPS, LED
screens for Monitoring of Video feeMS, and Storage video feetihe selectedidder shall provide
detailed requirement afachbus depatbus stationworkshop offices éc. wise list of required
componentsThe selected der shall be paidas per actual survey based on thenit cost quoted

in the financial proposal.
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4.1.2 Procure, Supply, Design, Installation, Commissioning Testingnd Integration

4.1.2.1 SitePreparation

Selected Biddeshall obtain clearancef site from MSRTCbefore performing any civil work.
Selected bidder shall be responsible for mobilization of resource and material at the designated
location as per sigfinalized by MSRTC. The site shdle cleaned and any existing infrastructure

that is not required shall be removed with prior permission from MSRTC. The site shall be cleaned
and made free from encumbrances prior to start of civil and electrical works.

4.1.2.2 Civil Works
a. TheSelectediddershall be required to abide to the norms of for any civil work to be carried out

under the scope of CCTV ProjetlSRTC may direct the Selected Bidderto use materid,
concrete etc. as per their norms which shall be binding on tHgelected Bidder Such activities
include (but not limited to) Digging, Pole Erection, Wirings, laying of Cables, Fencing,
Barricading, etcSelected Biddehas to restore the site with M20 Grade (or better) or as per the
standardslefined byMSRTC.
b. Selected Biddeshall be esponsible for excavatioand site clearanc&he excavated material
should be shifted to appropriate places.
c. Ensure that therected polgarevibration resistan
d. Poles and Cditever shall have minimum height as per requirement with appropriate vertical
clearance under the system from the Road surface to ensure no obstruction to vehicular traffic.
e. Selected Biddeshall plan the installation to be capable to withstand high wind spaeds,
extreme weather conditions, physical damage due to tampering, vandalism, vehicle accidents or
other incidents. Any additional protection required to the cameras, sensor, pole or cantilever shall
be responsibility of th&elected Bidder
f. TheSelected Riderhas to provide structural safety certificate for structural safety from qualified
structural engineers approved / certified by Govt. Agency.
Selected Biddeshall supply all of the necessary equipment for the operations including poles.
The construction of ICCC shall include but not limited to cutting and chipping of existing floors
(if any), trench works, masonry works, glazing, paint work, false flooring and ceiling, storage,
wooden portioning and furniture work, doors and locks, foefing all surfaces, cement concrete
works (if any) and insulation. All material to be used shall be of fine quality, ISI marked unless
otherwise specified.
i. The selected bidder shalhgure minimum hindrance to the-gning traffic by preferring non
peak hours working as per plan finalized WIBRTC.
j-  Completion of Civil Works: On Completion of the Works, tBelected Biddeshall clear away
and remove from the Project Sites all equipnted s , surplus material s, rut
works of every kind and leave the whole of the Project Sites and the Works clean and in a
workmanship condition, tidy and in an aesthetically pleasing appearance to the satisfaction of
MSRTC. TheSelected Biddr shall, unless otherwise instructed in writing by MSRTC, remove
all signs of temporary construction facilities such as stockpiles of excess or waste materials and
other vestiges of construction prior to the issue of the Completion Certificate fromtrgspec
work location.

Q@
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4.1.2.3 Electrical Works
MSRTC will provide electric point at single point of each location, thereafter, selected bidder is
responsiblgo carry out theequired electricity work for successful functioning of proposed
surveillance system with the respectivsite/location.The electrical cabling work shall include the
following:
a. Main electrical panel, Power cabling, UPS distribution board, UPS point wiring, Power
cabling for utility component and utility pointscetSeparate Earth piter the component
b. The Bidder shall use fire retardant cables of rated capacity exceeding the power requirements
of proposed components to be used at maximum capacity.
c. All materials to conform to IS standards as per industry practice
d. The selected bidder musarry out proper electrical earthing (as per3®3) at all the
locations where cameras to be installed. The cost for the earthing will be borne by the selected
bidder.
e. Theselectediddershall beresponsibldor protectingall the devicesor equipmenfrom input
poweri.e., overload, over voltage or current, spikes, satge
f. Selected bidders must install surge protection device/equipment and distribute the raw power
to all the devices of surveillansgstem.
g. Actual power/electricity requiredill be provided by MSRTC. However, extension till the last
mile/actual utility will be in the scope of selected bidder. Further the Recurring Electricity
charges under the project shall be paid byMBRTC.

4.1.2.4 Field Components of CCTVSurveillance System

4.1.2.4.1 CCTV Camera

Business 1 CCTV cameras shall be used for monitoring traffic flow and identification o

Requirements incidents in real time.

1 All camera systems shall be installed at various strategic locations to capti
violations such atheft, trespassing, accidents, mob rioting

f The CCTV Camera shall play an important role in the entire CCT\
surveillance system for better accuracy, better evidence capture.

i The MSI shall ensure the CCTV Camera are purchased, installed a
commissioned toaver maximum field of view or a long stretch as per grouno
requirement.

Functional 1 The camera shall cover an enough distance to compliment enforcem

Requirements sensors / system with HD vidgdypically 150 to 250 meters.

1 Such camera shall be powered with edgeed Advancedideo Analytics, as
per requirement of the project.

1 CCTV cameras shall provide visual images to aid operations center person
in determining and verifying causes of accidents, crowding etc.

1 Cameraszall be mounted on a pole or a cantilever as per requirement. |
height, field of view etc. shall be decided by the MSI as per groun
requirement on case to case basis. However, any recommendations fr
MSRTC shall be final and binding on the MSI.

I The viceo feeds from cameras shall be recorded, stored and viewed at Hi
resolution as per minimum specs defined in the RFP.
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4.1.2.4.2 1CCC Components

Business I Implement a comprehensive CCTV ICCC (Integrated Command and Contt

Requirements Center) for the state trangpation corporation to enhance Monitoring,
security and operational efficiency.

1 Ensure reatime monitoring of transport infrastructure, terminals, and
vehicles to mitigate security threats and incidents.

i Integrate advanced analytics for Bus operations agement, incident
detection, and proactive decistamaking.

9 Provide scalable storage solutions for retaining footage, adhering to regulatt
requirements.

i Incorporate remote access capabilities for authorities to monitor and respc
to incidents fronvarious locations.

1 Implement robust cybersecurity measures to safeguard sensitive data
maintain system integrity and ensure compliance with privacy regulations a
ethical considerations in CCTV deployment.

1 Implementation of EMSEnterpriseManagemengystem- Complete end to
end fault & Performancmonitoring

Functional 1 Live Monitoring: Realtime surveillanceof all the locations mentioned in

Requirements RFP.

1 Recording & Storage: Store video footage efficiently, complying with lega
requirments.

1 Camera Control: Remote control (pan, tilt, zoom) and ensure came
functionality.

Event Detection: Intelligent analytics for detecting incidents such as Motion

detection and ANPR recognition, triggering algtewd Detection, lllegaParking,

Camera Tampering, etc.

Integration: Seamlessly integrate with existing security systems.

Access Control: Rokbased access to video feeds, recordings, and syste
settings.

Security Measures: Encrypt communication channels forsdatarity.
Redundancy: Ensure system reliability with redundancy measures.
Scalability: Easily expandable for additional cameras and functionalities.
Audit Trail: Maintain detailed logs for user activities and system events.
Remote Access: Secure remoteasscfor monitoring and management.
Training & Support: Provide comprehensive training and ongoing technic;
support.

Legal Compliance: Adhere to privacy laws and relevant regulations.
Energy Efficiency: Implement energaving features in infrastructuredan
cameras.

Regular Updates:

Plan for regular software updates and security patches.

E R I I E

=a =

1
1

4.1.2.4.3 Procurement & Installation of Hardware

a. Selected bidder shafirocure andnstal high- performancdP basedvideosurveillance
systermwith camerasavingbuilt-in webbrowser, remote access and remote management,
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along with recording and storagelution.Details of the type of cameras to installed can
be note iMnnexure L

b. During the installation, the camera lens position must be adjusted to get the desired view
of thespecific location

c. The camera should be configured in such a way that images and video feeds can be
identified distinctively/easily.

d. The cameras should be configured for automatic day / night display, so that without
manual intervention, camera switchesitght mode when the light condition is less.

e. All hardware should be heavy durable, industrial grade products equipped for long life and
high performance.

f.  All the monitors should be high end commercial displays along with IP protection for 24*7
longer run.

g. All the products will be backed up with high protection using online UPS and surge
protectors Device.

h. All the Connecting cables should be UTP (23AWG) / fireproof outdoor type cable
equipped for high durable application.

i. The NVR at installed locations mulsave capacity to store video footages for 30 days
period. The NVR should be capable of recording both video and audio.

j- The selected bidder shall ensure that the video and audio footages shall be siared at
premises database server at central level at Comanashcontrol centre In case of any
failure in LAN, network switches, NVR, etc. at local level, then the recdiattdges at
camera level, shall automatically be transferretht Serveronce the connectivity is
restored.

k. The selected bidder needs to ensure proper quality and availability of video and audio
footages.

I. The Selected bidder has set up remote mongdfacility (ICCC) at MSRTC Central
office. This shall include LED displays, Desktop#?S, Lights, Fan, AC etc.

m. Further for proper functioning of installed cameras there shouttstalations okuitable
brackets for mounting the cameras, weattreof enclosuresjunction boxesfixtures,
cables, connectors & any other devices/ peripherals

n. Structured Cabling work (CAT 6): Selected bidd#all beresponsible for laying of
required LAN, along with its required accessories like PVC Conduit, Gl Pipeglayin
reinstating the site in its original condition, casing, capping, tagging etc.) for the
surveillance infrastructures. Selected bidder must follow the best industry practices of
structured cabling like proper laying, tagging, capping, casing, clamping etc

4.1.2.4.4 Procurement and Installation of Software
The MSI shall be required to procure and install all the required and necessary software applications

for recording and monitoring, video analytics, storage & retrieval of video feed. All ancillary software
and seurity applications necessary shall be sole responsibility of the MSI.

a. MSI shall procure and install all the required software application with necessary number of

licenses as applicable on the hosting infrastructure, as well all any the respiiveme at client
machine level (such as in the workstation).
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All such applications shall be integrated with each other as per requirement as applicable for
smooth exchange of data and information between various systems.

MSI shall be required to ensuréthe components are up and running and video feeds, analytics,
etc. are received in the desired format and are processed as per requirements.

MSI shall ensure all the required functionalities as mentioned in the RFP and agreed upon during
the Implementabn and Operations Plan stage are working as expected.

MSI shall be responsible for development, testing and commissioning of all the applications
including security applications.

The system shall be in compliance with thendatory securitguidelinesormulated by MEITY

for CCTV cameras.

MSI shall create role based login of all the system users including MSIM&IRTC staff, or

any other stakeholder as directed\b$RTC

Selected bidders have to provide centralized -Hegk System along with facility of Asset
management, Network Management, Health Monitor, Services management.

Selected bidders have tesign, develop, deploy, operationalize and maintain SLA monitoring
toal which has the functionalities required for monitoring the specifiedsShAhe RFPThere

shall be provision of Authentication based Paymenification at divisional levehnd reporting

in SLA monitoring tool.

Bidders must ensure that, propo§5dTV lution shouldhave the capabilitpe integrated with
various surveillance projects implemented in the State Govt. as & when required.

Bidder must instalEMS in the server at central location so that health and status can be monitored
from thesecentralized locations.

Compressiori Should have support of minimum H.265 video compression from day 1 in all
Camera, NVR & VMS.

. Analyticsi VMS, NVR or CAMERA should support followinganalyticslike line crossing

detection, intrusion detectiomotion deection video tampering, scene change detection, audio
exception detection, face capture, regiotrance reduction, region exiting detectionattended
baggage detection, object removal detecti@NPR recognition, triggering alert<Crowd
Detection, lllegal Parking, Camera Tamperilogtering, etc.

Audio and video recording facility at local level, remotely audio and video monitoring support
The Performance of the system should not degrade while simultaneous video retrieving,
monitoring, garching and other processes.

At various locations each site will have local monitor for display. Local locations will have only
privileged user access which can have control of video monitoring, play back and video retrieval
on emergencyfrurther, here wil be a monitoring and management console on central location
and all the configuration of video recorder and camsihal bemanaged from central location.
Thevideo footage of local sitehouldalso be retrieved from central locatj@required.

4.1.2.4.5 Procurement and installation of Networkand Power

1

MSI shall be responsible for procurement and installation of network and power cables, wiring,
switches, routers, terminals, and all other equipment, components etc. as required.

The MSI shall plan therocurement and installation as per availability of the existing network
and power connections to the point of interest under CCTV surveillance project.
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T ONVIFT VMS & NVR Server should have support of ONVIF so that all ONVIF supported
Cameras can be mappiadhe system for Live viewing, Recording & Playback along with Alert
based recording & snapshot.

9 Displayi NVR should have direct display option through HDMI & VGA/DVI interface.

1 Channeld There should be minimum 8/16/32 camera channels support (aismeehin BOQ)
from day 1 in all NVRs and if required in future, same can be increased by 25% in same hardware
without any upgradation of Hardware.

1 USB Interfaced NVR, Server and Storage should have support of USB ports so that they can
take the backup aesired recording clips directly through NVR, Server and Storage whenever
required.

1 Protocolsi NVR, Server and Storage should have support of all the required protocols for the
solution such as IPv4, IPv6, TCP/IP, UDP/IP, HTTP, HTTPS, SMTP, ICMP, DNB, SINIMP,

FTP, etc.

4.1.2.5 Software Applications

4.1.2.5.1 Command andControl Center Application

Business I The application shall provide MSRTC a unified user interface for various sul

Requirements systems such as Video Management System, Video Analytics System, As
monitoringetc.

1 The application shall support the UBFencoding standard, which adds multi
lingual capabilities to the user interface. Standard Operating Procedut
(SoPs) shall be presented in vernacular languages for the operator
understand the actis to be taken.

9 The user interface shall include a cuttiedge Ul and UX. The architecture,
internal layouts and menu operations shall supply fast and intuitive Ul fc
quick and efficient incident and violation management and other features
the CCTV suveillancesystem, offering operators cuéick access to flows /
tools that help them complete tasks faster and more efficiently.

i Various users should be able to access the system using single sign on
should be role based. Different roles which caotddefined (from time to
time) could be Administrator, Supervisor, Officer, Operator, etc.

Functional 1 The user interface (Ul) to present customized information in variou

Requirements preconfigured views in common formats. All information to displayed
through easyo-use dashboards.

1 The system shall provide supervisors with a KPI driven dashboard th
measures the quality of service of the control centre. The dashboard st
include counters and graphs displaying number of alarms and incdesmts|
as graphical representation on a map.

1 The system will be designed so as to provide the authorized users to view |
performance indicators, standard operating procedures, notifications, a
reports

1 The Control Center Application will be integrdteith all the other systems,
field components, third party applications ets.perequirement.

1 CCCOperator shall be provided with functionality to select desired locatio
and this should enable user to see the live status of field components sucl
Camera,vehicles, passengesesc.
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1
1

The ControlCentreApplication will comprise of a comprehensive view of the
incident or a group of related incidents as on a specific date and time
SOP Tool should have capability to define the following activity types
0 Manual Activity - An activity that is done manually and provide details
in the description field.
0 Automation Activity - An activity that initiates and tracks a particular
standard operating procedure and select a predefined SOP from the lis
o If-Then-Else Actvity - A conditional activity that allows branching
based on specific criteria. Either enter or select values for Then and EI
o Notification Activity - An activity that displays a notification window
that contains an email template for the activity owieecomplete, and
then sends an email notification.
0o SOP Activity - An activity that launches another standard operating
procedure.
When a condition is triggered, the operator shall be presented with a list
possible actions to take based on past aeévaind defined SOP.
Key Performance Indicator: Command andControl Center Application
should be able to facilitate measurement or criteria to assay the condition
performance of departmental processes & policies.
o Green indicates that the statusitxeptable, based on the parameters
for that KPI, no action is required.
o Yellow indicates that caution or monitoring is required, action may bt
required.
0 Red indicates that the status is critical and action is recommended.

Alarm
Management
System

=a A

= =

The alarm management system shall allow for continuous monitoring of th
operational status and evdnggered alarms from various system servers,
cameras, and other devices.
The alarm management system shall provide ati@al overview of alarm
status or tehnical problems while allowing for immediate visual verification
and troubleshooting.
The alarm management system shall provide interface and navigational to
including;
o Graphical overview of the operational status and alarms from servel
network cameaas and external devices including access control systems
Display alarm condition through visual display and audible tone.
The alarms may be triggered by the following events:
o Motion (or lack of motion) in camera view
Any of the Video Analytics event such as unustralwd within the
MSRTC location or any violations
Text data string
Digital input signal (or loss of signal) from an external device
Failure of one or more system from hosting infrastructure or network
o Custon event from 3rd party application such as any
Simultaneously handle multiple alarms.
Automatically prioritize and display multiple alarms and status condition
according to pralefined parameters such as alarm type, location etc.
Alarm Filtering Optionsal | be made avail abl e.
alarms for a desired time period Ranging from 5 Minutes till 24 Hours or mor;
This is useful if alarms are unintentionally active all the time, e.g., due i

o

o O O
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adverse environmental conditions sucthaavy wind or rain or a camera is
down and maintenance in progress.
Should have details of alarm including

o0 Severity, time/date, description and location

o Captured video image snapshots

0 The alarm shall be raised with necessary details including photo ai
video evidence (indexed video) wherever required.

0 Relevant sensor data

o0 Response instructions

o Alarm activities (audit trail)

The system will also allow following functionalities

o viewing of historical alarms details even after the alarm has bee
acknowledged oclosed.

o Sort alarms according to date/time, severity, type, and sensor 1D
location.

o Generate an alarm incident package including the full incident repo
and exported camera / sensor data from the incident in a specific folc
location.

o Assignspecific actions for each alarm

o0 Activate or deactivate alarms as required

0 Ability to create exceptions

Alarm management will support the following automatic responses:

o Pre and postrecording of video for desired time period.

0 Opening an alarm camera winddweattime or playback) on the
workstation screen

o Displaying the alarm on the alarm list

o Activating a digital output

o Sending an alarm-mmail message

o The alarm management will be able to acknowledge alarn

automatically or manually.

0 Any other actions as peefined SOP.

Alarm management will support the following alarm viewing features:

o Display the highest priority alarm and associated data / video in th
gueue as default, regardless of the arrival sequence

o It would allow pass the specific alarms to spedifiesers rather than
sending all alarms to every user.

0 Users in same user group would see and be able to manage recei
alarms assigned for the same user group. All users would see the alz
status in real time.

o System would have single alarm stack foliref€CTV Surveillance
System

View historical alarms details even after the alarm has been acknowledgeo
closed.

Sort alarms according to date/time, severity, type, and sensor ID or location
Support creation of rules and responses based on digitaltactolosure input
events from external devices, such as Critical infrastrucalated events,
network connection failures, fatal errors, hard disk failures, software servit
down, video encoder failures, secuniglated events, digital input pin change
video loss and onscreen alarms etc.
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Other
requirements

)l

CCC application OEM must be ISO 27001, 14001 & 9001 certified at the tim
of release of the RFP.

4.1.2.5.2 Enterprise Management System (EMS)

Business
Requirements

1

E |

EMS shall undertake proactivaonitoring and management of all the IT
assets like all the hardware, network, sensors, software applications (
patches), etc. and its parameters like uptime, downtime, health of IT asse
any vandalism or tempering act reported, in case of breakdoewrtime,
identify the probable location and issue.

The system shall enable proactive monitoring and reporting of any and
every issue faced with any asset of the project, including the network
backbone. Necessary integration shall be in the scope of MSI.

The EMS system shall be able to record and report all the SLAs as definec
Service Level Agreement.
It shall provide the ability to monitor and manage servers; includin
temperature, fans, power supply, disks, swap space, CPU utilization, memq
capacity and file systems and generate log repor@@repremises servddC
and DR and any other servers.

The system should allow the user to manage the productivity of the asset
capturing its lifecycle.

The system shall provide an easy methosleafrching and locating assets.

All access controls shall be provided to desigha&RTC andits nominated
officials.

Functional
Requirements

The EMS shall provide ability to monitor and diagnose OS and applicatic
behaviour in reatime on production sysims from the kernel level, process
level and individual thread level; and be tuned in the exact same environm¢
in which they are running in production.

EMS can be configured to set customizable thresholds (lower and upper)
all system parameters, coarp performance with threshold, and send
notifications and appropriate alarms, if the system parameters either exce
the upper limit or fall below the lower limit of the threshold.

EMS shall monitor applications and processes for detecting issues, bu
abnormal trends, threshold breaches & respond as per user defined SOP
provide early warning to reduce or mitigate impact.

EMS shall monitor endlo-end transaction and performance of resource heav
applications, failed transactions, database ermics, and automatically
generate respective reports.

EMS shall monitor any tampering with field components and otherwise ¢
entireCCTYV surveillancesystem.

Shall monitor endo-end transaction and performance of resource heav
applications, database ersoetc., and automatically generate respective
reports.

Operator at th&€CCC shall get an alarm of any possible fault(s) at the camer
site (e.g. equipment failure, camera failure, failure of linkage witHxIRCGand
ICCC, connectivity failure, tampering).

EMS shall maintain count & monitor the spare IT project assets in accordan
with the agreed arrangement so as to maintain the required SLA levels.
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1 System should showcase which asset is getting maximum number of incide
to provide visibility of the perforance.

1 EMS shall establish communication to IT assets through Simple Netwol

Management Protocol (SNMP) or equivalent technology and will be require

to be setup in a high availability mode.

EMS shall show location wise health of all assets.

The system shkdletect, track, monitor, manage, and control all IT (IP based)

active nonlP based, protocol based, and critical ibrassets as described in

scope ofCCTV Surveillanceproject. EMS shall also have provision to add
nonIP based devices to the centratizesset repository.

1 The system shall have provision to view all assets implemented by MSI f
execution of th&€€CTV SurveillanceProject

1 EMS shall enable the management of IT assets in terms of their physic
financial and contractual aspects (commissign lifetime etc.), thereby
ensuring optimum utilization of assets and reducing compliance risks.

T EMS shall create and store asset information including, ID, serial numbe
version, commissioning date, last maintenance date, status, license, use
usergroup etc.

1 The system should allow the user to track assets at any time to know the st
of an asset location, using by whom, contract renewal for maintenance etc

T EMS shall be configured to perform periodic checking of inventory an
generate reportdxts comparing current status and original inventory stock.

1 Shall generate real time automated notifications whenever any asset g

faulty, is tampered with, or is missing

Shall have a contracts modulemb@nage purchase orders, invoices, etc.

The systenshall support the correlation between two or more asset grou

elements to avoid multiple alarms on same issue.

Ability to define down time for Assets to conduct Maintenance activity

EMS shall track user rights towards using hardware & software licenses.

Shall manage inventory for individual or bulk items, set priority basec

reordering levels, price of each asset, transaction history, Maintenance histc

Warranty, expiry date etc.

1 Shall keep details of components internal to the asset like RAM, CPU, dis
switch types, warranty etc.

1 Shall manage license for all hardware and software assets. Shall report lice
recovery when a hardware is removed or discarded, or a software
uninstalled.

1 Shall provide information on all software packages wébpect to version
changes and upgrade

1 Shall assess vulnerability of critical assets i.e. the expected likelihood a
consequences of specific types of attacks on specific assets.

1 The tool should have the capability to generate a report detailing
mainenance and other works carried out on any asset over any specif
period of time.

E |

E
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4.1.2.5.3 Video Management Software (ViIMS) and Recording Server
Video management system shall constitute of a platform which will be designed for viewing,
recording and replaying quired video as part of overall project solution. This platform will be based
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on the Internet Protocol (IP) open platform concept. Major functionalities are as under:

Business
Requirements

1

= = =|

ViMS shall be used for centralized management of all field cadenaes, video
servers and client users. ViIMS will be primarily responsible to manage all the vid
storage and management of all the video feeds, index the videos-tgfiped
relevant tags such as détéme, location, incident id etc.

All the CCTV camera video signal inputs will be providethat ICCC.

VIMS shall support inbuilt mechanism for high availability and failover.

VIMS shall be supported for fully distributed solution for monitoring and contro
function, designed for limitlesmulti-site and multiple server installations requiring
24/7 surveillance

ViMS shall be enabled for any standard storage technologies and video wall sys
integration.

The solution shall also enable viewing of camera feeds on any device such
desktopsvideo walls, etc. to limited accesentrolled login as may be required.
Shall have client / viewer that runs on any PC, tablet and mobile with unlimite
licenses at extra no CostSRTC.

The module shall include flexible access rights and allow esehta be assigned
several roles where each shall define access rights to cameras.

The solution shall capture, store, and analyse digital video, images & recordings
enable central monitoring, increase operational efficiency with near zero fal
alarms.

The solution shall allow play, fafbrward, rewind, pause, and specify time to play
recorded video.

The system shall make continuous recording of all cameras and output from
other sensors, equipment etc. and store for the number of days as dedited, a
specified resolution. (Shall be site configurable per camera for lesser or more d
also).

Apart from videos, system shall also store ruta of all vehicles with vehicle
number, make, model, vehicle classificateio.

The solution design for tHéiMS shall provide flexible video signal compression,
display, storage and retrieval.

The MSI is also required to prepare the guideline document to be followed by t
MSRTC, Traffic Police and MSI personnel for the retrieval of Video / images fron
the CCV System so as to maintain integrity of the evidence. Such a guidelir
document should include methods of retrieval of data, checklist to be followed a
flowchart of the entire process to be followed.

ViMS shall be enabled for integration with any extéMiaeo Analytics Systems
both server & edge based.

VIMS shall have an administrator interface to set system parameters, man
codecs, manage permissions and manage storage.

ViMS shall provide an administrator interface for day to day control of cammalas a
monitoring on client workstations.

The VIMS shall have ability to allow the administrator to distribute camera loa
across multiple recorders and shift from one recorder to another.

The VIMS system should ensure that once recorded, the video, imagasyand
other information cannot be altered, ensuring the audit trail is intact for evident
purposes.
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Functional
Requirement
S

E

The proposed system shall be flexible, open video, over IP architecture built
accepted industry standards tfatilitate integration with varied IT infrastructure

[ applications / syst

Shall have the facility of collaborative monitoring, ability to import videos, expor
and save video files.

The ViIMS shall support the following operations:

0 Adding/ Updating / remving an IP device

0 Updating basic device parameters

0 Adding/ Updating / Removing / enabling / disabling an IP channel

0 Refreshing an IP device (in case of firmware upgrade)

0 Multicast at multiple aggregation points

Shall have provisions for a flexible rdbased system for time / schedblased
recording, continuous 2dour recording, event triggered recording (i.e. motion
detection triggered recording), manual recording, etc.

ViMS shall be capable of displaying videos in multiple monitors and video wa
simutaneously.

Shall enable playback of audio along with video wherever available. The monit
will enable the user to work with multiple Audio layouts containing collections o
audio clips.

Al l CCTV cameras6 | ocations eG@Graphidal b
User Interface (GUI). The ViIMS will have simple yet comprehensive dashboa
for cameras selection for viewing through a list / click on the map.

VMS shall show a dashboard with feeds from all cameras, or in any combinati
as selected, givether facilities such as (digital) zoom, crop, focus etc. from the
software, on live and on recorded video or from media storage, for all cameras
save them in a separate file. The use of digital zoom, crop etc. shall have no af
on recording, or o#r users.

The solution shall rotate through multiple video views based on predefined vid
camera sequence and duration.

It shall be possible to use multiple screens as well as floating windows f
displaying different views simultaneously.

ltshallbeposi bl e to quickly substituting
other cameras.

It shall be possible to view images from several cameras in sequence in a sif
camera position in a viewa so called carousel.

It shall be possible to create and swibtd#tween an unlimited number of views,
each able to display video from up to 100 cameras from multiple servers at a tir
The system shall allow views to be created which are only accessible to the use
to groups of users based on different layoutswpéd for 4:3, 4:3 Portrait, 16:9
and 16:9 Portrait display ratios etc.

The VIMS shall have a facility to create CDs or other storage media for submiss
to Judiciary, which can be treated evidence for legal matters. Such storage me
creation should beamper proof, encrypted, password protected with provisionin
of watermarking and MSI to provide appropriate technology so that integrity af
guality of evidence is maintained as per requirements of the judiciary.

The VIMS shall support bookmarking the &k.

ViMS shall have provision for video replay on the GUI for general review and als
for preand postalarm recording display, even in case of false alarm.
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E

VIMS shall hae ability to Define a Virtual camera that focuses on the part o
camera view be live or playback using Virtual Cameras one can view chosen par
of the full recorded Camera View in a Separate Window. View Specific Area (
interest in a virtual camera and choose per virtual camera for zooming, Vie
Aspect Ratio and resolution. Virtusdameras may overlap each other. System sha
allow multiple such Virtual camera can be made from one single camera view.
Motion search of recorded video & highlight motion in the playback bar and als
as motion event based thumbnails to navigate str&igtitat event in recording
shall be provided.
The VIMS shall be capable of supporting dual streaming of live or recorded vid
to all the locations in different resolutions or frame rates or any and other relat
parameters of each camera to be configimddpendently for recording to ensure
bandwidth optimization as well as meeting the requirements. The same shall
configurable by the administrator in order to provide for network constraints. Tk
system shall allow the user to configure groups of casneitin the same frame
rate, bit rate and resolution for efficient-sgt of multiple cameras simultaneously.
ViMS should support Scalable Video Quality Recording to record-digtity
video to edge storage, while a lauality reference video stream cam iecorded
centrally in the recording servers.
The ViIMS shall also support failover recording. ViMS should consist of only Bas
license and Channel Licenses. ViIMS should be provided with required number
Failover Servers and Failover Camera Licen$hs.failover recorder would act
as a hot standbyready to take over the functions of a primary recorder. No actio
from the user should be required. This should be supported-foeariseDatabase
infrastructure.
ViMS shall support manual failover for magémtance purpose.
Edge storage shall secure that when a lost or broken connection is back up, the
stored on the camerads internal st a
database.
Edge storage shall secure that after recovery from a matfaritghall be possible
to play back and view the video, and audio recorded by the device, while t
malfunction persisted.
The ViMS shall also support dual recording and redundant recording which cove
continuous recording during a recorder server fai{and access to recorded video)
and/or recording in two different locations to address a catastrophic event
providing a simultaneous recording by two recorders, with independent (no
shared) video storage, including the redundant storage.
The VIMS woul prevent the loss of video during network / recorder breakdow
by retrieving video from the redundant storage along with the following
functionalities:
0 Automatic gap detection of missing video
0 Automatic retrieval of the missing video from the camera etigage upon
reconnection between the camera and the recorder
0 Retrieved video transferred and saved on the recorder using the recor
original file format
0 Seamless playback of retrieved video, without extra retrieval time upon que
0 Network/Recorder management to avoid congestion or video overflow in
the recorder
0 Shall work in conjunction with Recorder Failover mechanism.
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E

The VIMS shall support lorrterm or oftsite storage.

The VMS system shall be compatible to single and mulppbeessor servers, on
premise The server processor & hardware shall be optimized in all cases.
The VIMS shall be designed to dynamically delete (groom) extraneous video fra
hard drives to make space for newer incoming video in a FIFO manner, based
speific pre-defined retention parameters, while recognizing and preserving vide
clips marked by the system as important, such as evidence for violation, incid
video etc.

The ViIMS shall move files based on schedule and classification of video files (eve
video vs. all video)
The ViMS shall be capable of seamlessly locating any requested video stored
recordersod6 disks server s, from any
The ViIMS shall intelligently manage videos and store them in order of priority &
per defined rules, perfior simultaneous tasks such as digitizing and compressin
video, writing video to files on local hard disks / server and maintaining an accure
index of the stored video files, deleting older video files as needed, transferri
recorded video to lonterm forage media.

Violation retrieval could be sorted by date, time, location and vehicle registratic
number. MSI shall ensure proper indexing for the same.
A strong adaptive remote viewing capability shall also form part of the ViMS
solution, including:

0 Supprt logon using the@sernamend password credentials.
o Viewing of live and recorded videos

o0 Concurrent playback for user of multiple recorded videos with date, ale
sequence or time searching.

Dynamic transcoding mechanism

Server side scaling and zooming

Bandwidth priorities

Predefined video quality (frame rate and resolution), compromise based
available bandwidth

Realtime remote camera control even at very low bandwidth connection.

o Efficient H.264 or better transcoding

The VIMS shall support viewmport and export multiple video formats such as
AVI, M -JPEG, MPEG4, MP4 Export or Latest etc.

The ViMS shall include a staralone viewer application to be included with video
exported from the client viewer application. The viewer application shallvall
recipients of the video to browse and playback the exported video without installi
separate software on their computers.

System shall ensure that once recorded, the video, images and any other informé
cannot be altered, ensuring the audit traihtiact for evidential purposes.

ViMS shall be able to accept alerts from video analytics built into the cameras, ot
third party systems, sensors etc.

O o0oo0oo

(@]

Technical
Requirements

The bidder shall clearly list in their proposal the make and models thatecan
integrated with the ViIMS, additionally all the offered ViMS and cameras must ha
Open Network Video Interface Forum (ONVIF) compliant.

The VIMS shall be built on the open standards and shall be compatible w
products from all industry leading ONVIFmoplaint internet protocol (IP) cameras
manufacturers. ViIMS to be ONVIF compliant.
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ViMS shall have the ability to operate in a STQC / CHRTFIPS 1462 compliant
mode.

The ViIMS shall be capable of supporting the attachment of external storage devi
via SAN, NAS, SAS, iSCSI or Fiber Channel etc.

The VIMS shall support any central disk storage device, including disk arrays wi
iISCSI connectivity and Storage Area Network (SAN) devices.

4.1.2.5.4 Video Analytics System

Business
Requirements

Software shall bdlexible and easily scalable with multiple types of devices,
cameras. Support input video of various formats from cameras.

Perform video analytics based on pefined policies. These policies may be
added, edited, deleted or disabled and enabled anytirimgydhe operations.
Provide graphical tool to create, delete, disable, configure, and modify user-or us
groups and corresponding rights.

Functional
Requirements

E

It should have capability t@ise above as an incident to the ICCC / Alarm
Management System for further necessary action.

1

Shall be able to run different types of analytics on all the camerasragpeement
of the project.

Allow flexible use of Rule based Analytics on any fixed camera under the projed
Able to filter large amounts of video and focus passengers and vehicle
behaviour.

Shall have the facility to select a camera and select a @ndew a line for
analysingcrowd, intrusion detectioetc.

Support display of timeline, customizable site map, live video, video playbac
remote live view, multsite capability, encryption, watermarking and event base
recording and various other fee¢a important to the project.

Intelligent object tracking in adverse weather condition and poor visibility.

Have realtime video analysis features like:

0 Object Classification and Counting including density (peapiedalvehicles)

0 Motion Tracking (peoplahimalvehicles)

o Traffic accidents involving one or more vehicle

o0 People collapse

o0 Congestion Detection

o Cleanliness

0 Unusual objects and behaviours

o0 Alarm Policy Settings such as alarm on object type, object direction, came
manipulation etc.

0 Automatic Alarm Rsponse as per SOPs

o Event based search (Vehicle stoppage / accident, Class of Vehicles, :
Number plate Category (privileged, eco, private, commercial vehicles etc.)
0 Minor change in Field of View due to vibration etc.

Video and Image should have a header/footer depicting the information about
site IP and violation details like date, time, equipment ID, location 1D, UnQue
of each violation

Filters and Functions

The System shall support various filters and functions as per requirement of
RFP including but not limited to the following:
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o0 Presence:Detects when an object, person or vehicle is inBMIGRTC
premises

o Density: Detects the count and density of the object within the area d
interest

o Camera Tampering Detects moving, defocusing or covering of the
camera, Scene change detection.

o Enter and Exit Detection:An fAobject enteredo
object crossedrom the outside to the inside of a detection zone
Conversely, an fAobject exitedo a
the inside to the outside of a detection zone.

o0 Stopping Detection:Objects that are stopped inside a zone for longer tha
the defined amount of time will trigger the rule and raise an alarm.

o Dwell detection: Objects that dwell inside a zone for longer than the pre
defined amount of time will trigger the rule and raisakanm.

o Directional Detection: Objects that travel in the configured direction
(within the limits of the acceptance angle) through a zone or over a lir
trigger the rule and raise an alarm.

o Object Classification: Able to perform objectlassificationonce the
camera has been calibrated.

o Objects Counting: At least 30 counters linked to the detection rules,
provide counting of all detection objects.

o Camera shake cancellationobject tracker works even if the camera is on
a swaying pole

1 Video Analytics Systm shall have provision to define SOP such as Alarm I/C
(relay), Emai) etc.

I Automatically track and classify objects such as cars and people and should
capable of realime analysis of connected cameras in order to detect abnorm
activity andthreats. The information so generated may be pushed to authorities
required.

9 Offer a suite of search options in the range of motion anehmmion behaviours
of vehicles, persons and objects retroactively. The user shall be able to def
various paramnters regarding the search of interest and receive matching sea
results within seconds, enabling rapid access to specific video segments. The se
option shall be individual or in combination including but not limited to:

0 Target Typé vehicles, peopleanimal or static objects

o Event Typei moving, stationary, crossing a line, occupancy, density
crowding

0 Search by colour, size

0 Search within defined time frames

0 Search on selected cameras or group of cameras (for e.g. of a partic
corridor / junctiong)

0 Search for similar targets

1 Support integration with other online and offline video analytic applications.

4.1.2.5.5 SLA Management System

The SLA Management System along with the Enterprise Management System (EMS) will enable
MSRTCto capture all the System based Service Level Agreements as agreed betvi¢8RTi&
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and the MSI while entering into the contract. The system will 2dS&TCto automatically calculate
the downtime and penalty.

Measuring service performanskall requie data from various sources in order to calculate Uptime /
Performance / Security SLAS.

Business I The SLA Management System should enable to capture all the System ba
Requirements SLAs defined in the RFP and any other parameters as directetEBRYC
from time to time, and calculate penalty automatically.
9 Should support the collection data from various sourcesder to calculate
Uptime / Performance / Security SLAs.
1 The system shall be capable of monitoring functional SLAs as well €
technical SLAs
I The system shall have provision to define various SLA parameters and th
respective penalties as defined in 816\ in this document.
I System shall work in conjunction with the EMS and ensure capturing all tr
details of the asset to calculate SLA.
I The system must support technical audit of the complete IT system
Functional 1 Must centrally monitor allT assets (including field components, DC / DR,
Requirements network equipment etc.)
1 Shall haverole-basedsecurity model to provide access to only authenticatec
users.
I Should accept Data from a variety of formats; provide-car&igured
connectors and adapters.
1 Must support Service Level Agreements & Lifecycle Management including
Version Control, Status Control, Effectively and audit Trail to ensure
accountability for the project.
1 Must have the ability to define and calculate key performance indicators fro
an End tdEnd Service delivery perspective.
1 Shall show reatime status of all events, incidents, issues lodged.
1 Should support SLA alerts escalation process.
9 Shall capture, monitor and track all the system based SLAs from &
components and systems and calculatalpies accordingly
1 Support for defining and calculating payment due and penalty based as |
defined SLAs.
1 Shall have an integrated, highly customizable siwgges dashboard listing
and cerelating SLA performance, violations, penalties incurred etc.
1 Shdl support root cause analysis to clearly define the type and severity of SL
failure
1 Must have integrated dashboard providing view of non performin
components and assets / issues with related to service on any act
components.
1 Must have facility to diglay all the SLAs being triggered in case of multiple
SLAs, and select event that triggered the delay to drive the penal
calculations.
9 Should be preonfigured so as to allow the users to generate timely repor;

(daily, weekly, monthly, quarterly etc.havarious parameters.
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Shall be able to generate web based SLP reports highlighting violatior

penalty, action taken, frequency of occurrence etc.

Reports (Indicative but not limited to)

0 Ability to generate reports on payment due and penalty, to chearen
compliance of SLAs for the project.

0 Monetary penalties to be levied for noompliance of SLA, thus the
system must provide Service Level Performance Report over timi
contract, service and more.

o0 Historical and concurrent service level reports forghaect in order to
ensure accountability of the MS

0 Automatic Report creation, execution and Scheduling, must suppc
variety of export formats including Spreadsheet, Word/Docs, Adobe PD
etc.

o0 Templates for report generation, Report Fittgrand Consolidation and
Context sensitive Driddlown on specific report data to drive
standardisation and governance of the project

o Drill-down capabilities in dashboard reports ensuring visibility for only
relevant personnel of the project.

The system shiabe designed to capture downtime incident with relevani

details of the downtime. It shall allow authorized usemsISRTCto tag any

particular dgewatitmé as fApartial p

to reasons not completely attributabletihe MSI. TheMSRTCO s d e c i

shall be final and binding.

Must follow governance, compliance, and content validations to improv

standardization of service level contracts.

Should support requirements of the auditors requiring technical audit of tl

whole system.

Incident
Ticketing
System
Requirements

The MSI will have supply and commissioning of an automated system fi
Incident Ticketing in its scope, which shall be able to automatically trac
SLAs of all CCTV Surveilllanceproject components and automatically
generate logs as per predefined events a@mdesponding norms for SLA
tracking.

Support the creation, modification and closure of Incident records for both |
& Facility Infrastructure. Tool should be capable to log the Incidents bot
automatically (on threshold breach) and manually (by thecepédrsonnel)
This automated mechanism of triggering SLA and reporting shall b
configured in tool as automated ticket logging, the time of occurrence of sus
an event shall be considered as the time of incident logging, and time requil
for resolution shll be considered as SLA closure.

In case there are events that cannot be logged automatically, provision will
given tolCCC operators for raising the ticket.

Incident should record the source of reporting of the incident (such
Alarm trigger, Email, person etc.).

Incident records shall be classified according to Impact, Urgency, Priority.
Incident can be linked to another Incident, parent child relation betwee
Incidents should be defined.

Support creation and access of a knowledge bas#oed incidents and use
of the knowledge base to resolve recurring incidents.

Tool should be capable to update on incident resolution progress.
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Restrict the ability to open, modify and close Incident records to authorize
staff only.

Facilitate flexibe report generation based on selected filtering paramete
such as location, incident type, priority, escalation, SLA breach and enal
reports to be viewed, printed or exported to other file formats.

Solution should facilitate the production of managemesyiorts from
historical Incident records and analysis of Incident to identify trends.
Ability to generate reports for the IT equipment's on which maximum numbg
of incidents have been logged.

The calculations of response time and resolution time shaibieted from
the time of call logging and shall be grenfigured in the tool as per the SLAs
agreed between the MSI aRtSRTC.

4.1.2.5.6 Web Portal

TheCCTV Surveillanceroject envisages to design a web portal folMISRTC Officials to provide
access to redime video feedinformation about the projeanddynamically generatereports about

the project.

Requirements

Business q

Web Portal for the Authorities:
The web portal shall give remote acces$MBRTC usersto access the
following information:
o Video feeds from all the cameras

1

o Video and Data analysis performed by the system
o Details of incidents and their corresponding details
o Corresponding repts
I The system will have a robust user management and security managerr
features including password policies, user reminder settings and compl
login security procedures, and facility to assign-msed rights.
I The web portal shall also have an open interfacefioer usersvith basic
information and access to restricted reports and MIS.
I Provide a Portal, Content Management System (CMS), Workflow Engine at
Document Management System (DMS) as a single unifisidis.
I The domain of the web portal shall also be responsibility of MSI, however tt
domain name shall be selectedWWgRTCand in the name dISRTC.
Functional 1 The Platform should have fully featured CMS abilities such as contel
Requirements authoring ad publishing, dynamic content
1 It will provide all such details in a report format which can be drilled down tc
the last level, to officials per user access decidedIBRTC.
i Provision to organize users by busindsfined categories such as

The Portal ap@biliyt f or més c

geographies o offices, as well as by crosepartmental teams and
workgroups. Each department and site can inherit or define its ow
permissions and administer user, group and role management for the vari
applications it chooses to include.

Should be natively integrated with Document Management System for storil
all the underlying documents required in process.
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1 The DMS
0 Should be able to address both structured and unstructured source!
data like email, scanned images;
o Should have facility for viewing documents from the platform.
1 MSI shall develop and maintain the web portal, update the contents, inclu
any newly developed reports and MIS, and make changes as directed
MSRTCfrom time to time.

4.1.2.5.7 Other Software Applications

TheICCC shall have multiple applications running for smooth operations of the project, including but

not limited to:
Solution Integration and operation brief
1 TheCCTV surveillance systeshall have a Storage and Server
Data Centre Management Module to track server downtime, capacity utilization
1 Monitoring and other parameters.

1 It shall have an interface for managing storage and server activities a
well as view various kinds of reports.

Network T Network Management Module to track network uptime, downtime,
2 Management
speed, package loss & other parameters.
System . . .
Security i _Dedlcatei moduleto mom@o_r ‘and manage system security pa(ameter,
3 install updates to the definitions, schedule sozmage quarantine
Management .
files, debug the system eindalso generate relevant reports
1 Manpower management module to manage day to day activities,
scheduling of resources, attendance and other parameters related to
Manpower
4 manpower
Management

9 Suchdetails shall be pulled from Access Control Software, HRMS of
MSI or any such system deployed by the MSI.

4.1.2.5.8 External Integration Capabilities
Data exchange with external systems

a. The CCTV surveillance system shall be able to accept datagktemal systems and shall be
able to push data to the thipdrty systems, view, analyse and process. Such data may include
meta data, video, images or any other kind of data.

b. MSI shall integrate with such external system using standard formats.

c. The MSI $all be responsible for developing any APIs, web services or any other integration
requirement as directed by MSRTC from time to time.

d. While exchanging data, the MSI shall adhere to all the guidelines and the requirements of the
system and ensure no setpgompromise while doing so.

e. MSI may also be required to let external system utilise the data, only after due approvals from
the MSRTC.
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f.  The development time for such integration shall be mutually decided and as agreed between the
third party, MSRTC and MISHowever, MSI shall keep the interest of MSRTC paramount while
integrating with third party systems.

g. Such development, integration, testing with any external systems shall be at no extra cost to the
MSRTC throughout the contract period.

GIS for CCTV Planning:

The goal is to enhaecsecurity, ensure efficient camera placement, and provide comprehensive
coverage through spatial analysis and data integration. GIS enhances CCTV planning by providing
precise spatial analysis, optimizing camera placement, and improving surveillan@geoV¥érough

the integration of infrastructure and security data, GIS helps in designing an efficiemtffectte,

and comprehensive CCTV network tailored to specific security needs. This ensures better monitoring,
incident response, and lotgrm sysém performance. The goal of this project is to enhance security,
ensure efficient camera placement, and provide comprehensive coverage through spatial analysis and
data integration. This project will leverage GIS technology to ensure the optimal placé @&tV
cameras, minimize blind spots, maximize coverage, and ensurefiaxdive installation.

The primary objectives are:

1. Optimal Camera Placement: Using GIS tools, simulate camera coverage areas using the
camera's range, angle of view, and fieldiisfon

2. Security Hotspot Identification: Identify key locations that require heightened security

3. Network and Infrastructure Planning: Map out existing infrastructure like power lines and
communication networks, aiding in planning GIS enhances pmojesitoring by offering tools
for comprehensive spatial analysis, fBale tracking using mobile apps, and effective
communication among stakeholders. In building construction, GIS has become an essential tool
for managing the various phases of a projeoin planning and design to construction and post
construction operations. GIS provides spatial insights, data integration, antmeeal
visualization, enabling better decisiomaking, resource management, and overall project
efficiency. This project aim to improve efficiency and decisionaking capabilities in the
activities of Civil Engineering Department using GIS technology.

The 3 will be required to:

1. GIS Data Collection and Analysis:* Collect relevant spatial dateeftrain, building footprints,
utility networks, etc.). * Conduct spatial analysis to determine optimal CCTV camera locations.
* Perform Line of Sight (LOS) and Field of View (FoV) analysis for each camera.

2. CCTV Network Design: * Develop a comprehensiveap of recommended CCTV camera
locations. * Provide recommendations for camera types (fixed, PTZ;vigjbh) based on GIS
analysis. * Posinstallation of CCTV cameras, map all the cameras containing its information.

4.1.2.6 Storage

h. The CCTV feeds shall be stored incrementally for 30 days at 25 FPS with initial of 1080p
recording in encrypted format as primary.
i.  The storage system should have RAddundancy.
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j.  Bidder has to provide and ensure secondary storage for period of 180 dayyieehiormat.
k. All data communications from CCTV Feeds to storage shall always be in encrypted mode.

4.1.2.7 Testing & UAT
MSI shall demonstrate the following mentioned acceptance criteria prior to acceptance of the

proposed solution as well as during project apens phase. The Acceptance criteria parameters

may get revised and finalized with mutual agreement, however, the decision of MSRTC would be

final and binding in this regard.

a. MSI shall log and track the testing results, upload & maintain the test cabésgaand track
issues / bugs identified through required tools.

b. MSI to prepare test plan and test cases and may be required to share the test cases and results with
MSRTC as per MSRTC requirements.

c. Should be performed through manual as well as automatttabds. MSI needs to provide the
details of the testing strategy and approach including details of intended tools/environment to be
used by MSI for testing in its technical proposal.

d. Automation testing tools to be provided by MBISRTCd o0 e s n 6 t ownthésetoals. t o

e. Testing and UAT to be carried out in the exact same environment / architecture that would be set
up for production.

f. It should be noted that MSI has to arrange all the necessary equipment / tools / other resources /
manpower / power etc.,hich are required for carrying out such testing of@aV surveillance
system Cost of such shall be borne by the MSI itself.

g. MSRTCIf required, could involve third party auditors (TPA) to monitor/validate various testing
parameters. Cost for such audits to be paiMBRRTC. However, the cost of any rectification of
non-compliance shall be borne by the MSI.

The followingdepicts the details for the various kinds of testing envisaged for the project:
a. The following kind of testing is envisaged for the project:

Application testing including unit testing, system integration testing, user acceptance testing,

performance testin@ull Load, Stress test) and Security and access control testing etc.

1 Integration Testing: To test individual components to determine whether they function as a
unit (i.e, share data). MSI shall liaison with the existing service providers for finalisgtg
cases, and assist in conducting joint UAT.

1 Performance Testing Performance testing is a nfumctional software technique that
determines how the stability, speed, scalability, and responsiveness of an application holds
up under a given workload.

9 Full Load Test Load testing shall be performed to determine a system's behaviour under
both normal and anticipated peak load conditions. It helps to identify the maximum operating
capacity of an application as well as any bottlenecks and determine whi@ngismausing
degradation.

9 Stress Test Stress testing (sometimes called torture testing) shall be performed as
deliberately intense or thorough testing to determine the stability of a given system, critical
infrastructure or entity. It shalhvolve testing beyond normal operational capacity, to a
breaking point and results shall be observed.
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MSI shall validate compliance with performance requirements and specifications.
1 User acceptance testingMSI shall prepare test cases for User Acceptdresting (UAT)
in consultation with MSRTC. MSI shall facilitate the team from MSRTC to conduct this test
after successful completion of performance testing. MSI will close all observations, bugs, etc.
identified during the UAT. This process of UAT will dimue in an iterative manner till zero
defects are shown by the MSI for the test cases developed. The MSI also needs to ensure that
errors / defects detected in previous round of tests do not get repeated in successive tests.
The MSI will submit a testingeport along with test cases, tests results, etc. at the end of each
testing exercise. The MSI should get a sidinon the UAT report from MSRTC. However, MSI
shall be required to make any and all the necessary changes in the system as per requirement of
MSRTC from time to time throughout the contract period.
The MSI shall work in a manner to satisfy all the testing requirements and adhere to the testing
strategy outlined. The MSI shall perform the testing of the solution based on the approved test
plan, dcument the results and shall fix the bugs found during the testing. It is the responsibility
of MSI to ensure that the erslution delivered by the MSI meets all the requirements specified
in the RFP. The MSI shall take remedial action based on outcbthe tests at no cost to the
MSRTC. Changes in the system as an outcome of UAT shall not be considered as Change
Request.
The MSI shall arrange for environments and tools for testing and for training as envisaged. Post
Go-Live; the production environmerghould not be used for testing and training purpose.
Detailed process in this regard including security requirement should be provided by the MSI in
its technical proposal. The process will be finalized with the MSI.
If required, MSRTC may appoint any TRiirectly at its cost. MSI needs to prepare and provide
all requisite information/documents/support to third party auditor. The cost of rectification of
norrcompliances shall be borne by the MSI.

4.1.2.8 Infrastructure and Software Functional Audit

a.

Bidder shall appoint Govt. approved Agency for Infrastructure Audit for all the hardware
components provided by bidder at all locations. Audit will be done for Installation of the
Hardware, establishment of Connectivity &tbe software Functional Audit shall be done from
CertIn Govt. approved AgenchAll cost related tavarious aidits shall be borne by the successful
bidder.

4.1.2.9 IT Security Audit

a.

b.

The Security Audit ofCCTV SurveillanceSystem is mandatory before commencenie@b-

Live.

The MSI shall be responsible to perform comprehensive Application Security, IT Infrastructure
Audit and Vulnerability Audit including review of Security Controls for the comp@@TV
SurveillanceProject from a Cefin empanelled agency.

CERT (https://www.cerin.org.in/) have empanelled a number of security audit agencies to
conduct the security audit of applications. The MSI shall coordinate with such agencies
(excluding itself if applicable) and provide full access to the system for testing.
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Q

I f there is any major <c¢change / addition in the
contract period (including the O&M period), then MSI will have to obtain the Certification for
suchchanges / additiondMSRTGO s deci si on béndirglinlthis begardf i n a | and

e. The Audit shall be done in following Phases

1 Implementation Phase: Prior to Commissioning of theCCTV Surveillance Project
1 O and M Phase:Once at Mid of the O & M Period

f. All the expenses towards security audit to be incurred by Bie M

g. Any changes recommended by the Auditor (or as direct®iSiRTC) shall be soleesponsibility
of the MSI at no extra cost tdSRTC. The MSI has to submit a report within an agreed upon
stipulated time, about the changes done as per requirementfafdher.

h. Upon successful completion of the Audit, MSI is required to share the Audit Completion
Certificate with adequate validity along with copies of all communication, written or otherwise,
issues list, bug report, etc. and corrective / compliance mesataken by MSI taken thereof on
the Audit observations.

i. MSRTCreserves right to get the audit done by any other-phartly agency as it deems fit. MSI

shall provide all the necessary access to the auditor as directed\b$ fRieC.

4.1.2.10 Final Acceptance Teshg & Commencementof Operations
a. Final Acceptance Test Certificate (FAT) shall be issued byt8RTCto the MSI.

b. Prerequisite for Carrying out FAT activity

9 Detailed test plan shall be defined by the MSI in consultationM&@RTC.

1 All documentation related t€CTV Surveillancealong with all relevant acceptance test
document (including IT Components, N6h Components etc.) should be completed &
submitted beadre the final acceptance testMGRTC.

1 MSI shall submit report of components, furniture etc. installed at each site location in the
format as specified bMISRTC. Indicative format is mentioned below:

© c %) S
ga.E 'g ) bg& 58 ~ = > S g
— =
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91 All perpetual licenses shall be fully paid up, in the nam®ISRTCand shall be confirmed
from respective applications along with submission of paper license on OEM Letterhead by
the MSI.

1 Training requirements should be completed before the final acceptzst.

1 Successful hosting and testing of all the applications.
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The MSI shall submit the details of both IT & Noh equipment / software manuals /
brochures / Data Sheets / CD / DVD / media for all @@TV Surveillancesupplied
components.

All user logns are created and given to the respective users.

4.1.2.11 The FAT shall include the following

a.

Site preparation, supply and installation of the required components (hardware, software,
network etc.) aCCTV Surveillanceenter are completed as per the requirement.

MSI shall be required to demonstrate all the features / functionalities as per RFP.

MSI shall conduct all the necessary testing, any required modifications as a result of testing,
and Security Audit Testing is completed.

All required activities as defined in the RFP and SRS document including all changes agreed
by MSRTCand delivered by thB1SI and accepted iMSRTC,

All the required integration with existing system, components, hardware, software etc. is
completed successfully, and acceptedMSRTC.

OEM has provided installation support and certification for pilot installation for marydator
products

Commissioning of all hardware, network, Adncomponents etc. as per the design and that

all the detailed procedures of operating them have been carried out by the MSl in the presence
of MSRTC officials.

Configured, calibrated all the componeat&ntire CCTV Surveillancesystem.

All required documentation as defined in this document including all changes agreed by
MSRTCand delivered by the MSI and acceptedMRTC.

All required training as defined in this document including all changes agreiSBy C

and delivered by the MSI and acceptedMyRTC.

All identified shortcomings / defects in the systems have been addre8$8&1C complete
satisfaction.

Deployment of all manpower as per requirements mentioned in the RFP.

MSI shall be required to providena and all additional services and products not identified
and accounted within the bid as may be necessary to correct all problems which are preventing
the Final Acceptance, at no extra COSMIBRTC,

On successful completion of the above defined aawiéind all other required activities as
defined in the RFP document, to the satisfaction oMB&RTC MSRTC shall issue Final
Acceptance Testing Completion Certificate.

MSRTC(or any third party hired by tiHdSRTC) reserves right to visit and inspect €TV
Surveillanceproject sites before the commencement of the project and anytime during the
entire project without any prior intimation to the MSI.

The quality and standard o€CTV Surveillanceequipment, Hardware and Software
infrastructure, No#iT infrastructure shall remain constant during the entire contract period
and shall also be checked periodically. In case of any deviation to the expected and directed
scope found, the MSI shall be liable for penalties as defined including termination of contract
and forfeiture of PBG.
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4.1.2.12 Stabilization Period

a. The stabilization period shall be in force for a periodoné monthsucceeding the Final
Acceptance, during which the enti@CTV Surveillancesystem shall be operational in all
aspects.

b. Any minor defects in the system identified by M&RTCand / or theMSRTCO s nomi nat ed
representative or by MSI during the testing or during stabilization period shall be recorded shall
be rectified during thet&bilization Period.

c. Suitable tests for confirming the rectification of defects shall be performed by the MSI to the
satisfaction of thtSRTCand / or theSRTGO s nomi nat ed representative.

d. No SLAs penalty shall be applicable with respect to performamvesver MSI shall ensure
the system is up and running to adhere to the SLA requirements.

e. MSI shall not be paid for O&M during the Stabilization Period of 1 month.

f. Only upon successful completion of one month Stabilization PEW&RTC shall issue Go
Live Certificate. The date of this certificate
AGhi ve Dateo.

4.2 Supporting Infrastructure

4.2.1 Server

a. Video Management System Servers will maintain coherent operations, between all servers and
workstations. It will host ControCentre where the system is administered, and System
database. It will monitor one or more Recorder servers on separate dedicated computers, storage
devices, IP compatible devices, and one or more workstation. All netwoikgoication will
also be is performed via the Video Management servers.

b. The Video Recorder Server will be a dedicated server that will store and processes video with
the help of Video Management System

c. Video Analytics Software will be installed in the Va@nalytics Server, Video Analytics is a
software product that will analyze live video in réiate to detect, identify, and track objects
of interest. It will automatically issue alerts to the appropriate personnel and initiate appropriate
follow-up action according to prelefined rules. This software will also manage sensors; each
sensor will monitor a single video feed for security events. The video feeds will be connected
over the network to the Video Analytics Server. Sensors on the Video Analytics S6it
perform all event detection functions.

d. Bidders shall provide the necessary supportive servers as per the project requirements such as
Application Servers, Database Server, Video Recording Server, Video Management Server,
Enterprise Backup Servddpmain Controller, Failover Servers for application and Recording
Servers.

4.2.2 Bandwidth

a. The entireCCTV surveillancesystem shall be connected through a communication network as
per requirements of the project.

b. MSI may use the services of any TRAI approved Internet service providers (ISPs) as per project
requirement aiSRTClocatiorsto meet minimum specifications and the SLAs mentioned in the
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RFP. MSI may be required to sign a Tripartite Agreement MBRTCand ISP as per direction
of MSRTC.

c. MSIlis expected to do the site surveys and estimate for the network requirement for each point of
interest, existing network provisions available and last mile infrastructure and propose suitable
network design andetwork service provider. The MSI shall submit the plan for the same as part
of Technical Solution Proposedaspercl2usemder Al nstructions to Bidder
shall conduct survey to understand exact availability of network and power and thésame
to MSRTCas part of Implementation Plan before commencing the work.

d. MSI may propose an appropriate hetwork redundancy to maintain the SLA at no extra cost at one
or more locations as per requirement. It is upto MSI to select the servicdguranid the network
arrangements. Recurring charges, if any, for the Network connectivity taken on lease or as a
service or maintenance of such infrastructure shall be sole responsibility of the MSI throughout
the duration of the project including O&M.

e. MSI shall ensure that the failover to the redundant network connectivity is undertaken
immediately and seamlessly without any data loss.

f.  MSI may propose suitable alternatives with necessary changes, cost implication for entire project
period etc., whictMSRTC may accept / reject at its sole discretion. Any cabling, hardware &
software upgradation and any other changes required as part of such alternative solution, shall be
sole responsibility of the MSI. MSI shall also be responsible for anytiome chargesas
applicable.

g. For the purpose of laying cables wherever required, MSI shall be required to seek permission
from theMSRTC. The MSI shall provide details regarding same based on the Survey.

h. The MSI shall prepare the network connectivity plan and banbdwatjuirement plan for the
project, including the plan for deployment of network equipment at the junctions to be connected
over network. The network architecture proposed should be scalable and in adherence to network
security standards.

i. MSI shall have bek to back arrangement with any service provider from where MSI may have
taken the network on lease or as a service. MSI shall be solely responsible to maintain the SLAs
with regards to the same.

Business 1 The communications network shall kegpable of handling the network traffic
Requirements that would be produced by field devices. video cameras, in a way that
enables a seamless cooperation withQBFV surveillancesystem.
Networking requirements shall also include Hesting infrastructure.
MSI shall carry out break fix maintenance of the passive components, route
switches including any civil work if required.
1 Network shall act as a backbone of @@TV surveillanceroject, hence MSI
shall ensure a guaranteed bandwidth / connectivity for tiire sgstem which
is secure, fast, robust, reliable and scalable network connectivity.
1 As the information generated each moment is important, the packet Ic
should be minimum. The network system shall be with minimum latency
jitter andPacket Loss, witmaximum performance.
MSI shall ensure that the network is available 24x7x365 as per SLAs.
The MSI support and maintain the overall network infrastructure servic
across all locations for the entire projdatation

E |
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 The actual network and bandwidth reqoient to cater theCCTV
surveillanceproject and to meet SLAs would be calculated by the MSI ant
the same shall be clearly proposed in the technical bid with detaile

calculations.
Functional 1 The network shall be configured to suppodustry leading communication
Requirements and open data standards and shall conform to latest industry standards

design, implementation, and connectivity.

1 The network configuration platform shall be modular and scalable to alloy
multiple types of networks and tolpgies to be implemented on the same
platform.

1 The system shall enable monitoring of the network 24x7x365 to spot tk

problems immediately and alert tH&CC so as to meet the desired SLAs. The

MSI shall attend to and resolve network failures and snags.

System shall provide necessary protocols fofiraianagement

The network system shall be scalable to accommodate future / advanc

technological integration. MSI shall provide additional ports on the rugge

switches open for future use by any otf&RTCapproved third party agency
to add additionallements.

9 Architecture should be capable of managing heterogeneous data which
continuously communicated through numerous devices following differer
protocols, without any latency issues.

E |

91 All the field componentdCC Center, DEDR and any other component, shall all be connected
to the network irrespective of the geographic location. The bandwidth shall be designed by the
MSI to meet the requirements as per the local requirements as well as central requirements.

9 The MS shall consider output from all the cameras, etc. as wé @€, DG-DR etc. and video
compression as per compression technology as defined in the RFP for calculating the minimum
traffic for bandwidth requirement calculations.

1 MSI may propose to use edgased processing of the cameras and other field components.

1 The actual bandwidth requirement to cater the atmoeptioned bandwidth parameters and to
meet SLAs would be calculated by the MSI and the same shall be clearly proposed in the technical
proposalith detail calculations.

MSI shall be responsible to ensure monitoring and adherence to all SLAs for bandwidth services by
the ISP / Telecom Service Provider as per defined service Level Agreements (SLAS) in this RFP. If
any upward revision required ithe bandwidth anytime during the project period, shall be sole
responsibility of the MSI. MSI shall be adhere to directions fronMB&TCfrom time to time.

4.2.3 Network and Security Management Solution (NSMS)

Business I The NSMS shall address the complete network managemea oy

Requirements SurveillanceProject. It shall monitor and report, performance, utilization,
status, vulnerabilities and failures in the network in real time.

1 It shall act as Fault Management System for alvoek nodes, and any
other network / ISP / TSP services availed for the project by MSI.

I Shall have a printegrated network fault and performance managemen
module, so that it allows us to monitor all the networking equipment
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It shall also monitor and mage network security, access control and policy,
security breaches, detect and prevent any attacks on network.

The NSMS shall seamlessly integrate with and monitor network devices a
field components deployed.

The NSMS shall be able to providdormation on performance of Network
segments, including capacity utilization and error statistics for the segme
and the togcontributing hosts.

The NSMS comprises of network hardware and software components.
Solution should provide IT operations tearsirggle, analytical driven tool to
proactively manage heterogenous network equipment in G@TV
surveillancesystem by continuously monitoring their essential resources
detecting bottlenecks and potential problems, while proactively responding
networkbased incidents.

Functional
Requirements

=a =

E ]

Shall run continuously at a low overhead, to monitor all the networl
components and discover any new devices or components.
Shall consolidate the management of various IT devices e.g. networl
security, storageapplication & showcase the impact of one on another
Support industry standard discovery & communication protocols.

Solution must support highly scalable distributed architecture and provic
efficient, centralized management of distributed systems. Itldhalso
provide proactive and automatic detection of events and alert before they ¢
affect the whole network.

Shall be capable to detect and report about networked end devices connec
and identify the associated location.

Shall be capable to discovananageable elements connected to the
infrastructure and showcase logical and physical connectivity between the
It should showcase equipment connectivity placed in the Racks.

Shall suppress events for all the network components that are down for rout
maintenance, to prevent flooding of noglevant console messages. Should
have the provision of appropriating parehild relationship between all the
networking devices in the network.

Shall support applicatiehased failover, over the network infrastwet by
rerouting network traffic.

Shall have support for SNMPv1, v2, v3 & traps, IPv6 or above, including du
stack IPv4 and IPv6 or above.

Shall have capacity for upward and downward compatibility

Shall be able to provide performance monitoring of ptajsietwork and
assets (devices, sensors and equipment of Field Layer) per upper and lo
threshold values as defined by MSI to meet the SLAs.

Shall detect and report compliance violations, changes, failures arising frc
network hardware, softwammnfiguration changes.

Shall monitor and report network latency, packet drop, jitters etc.

Shall monitor all network device bandwidth, data transfer volume etc.

Shall monitor trace route of AP node and wired network etc. Shall hav
provision to take snapets of trace route at set interval(s).

Shall support rollback of device configuration changes, software upgrades &
point patches across all network devices.
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Communication between NSMS and field level network infrastructure mus
be controlled, secure, B on standard communication protocols, and
support acknowledgement from field components.

Shall immediately discover and determine the impact of any node, port, a
device failure.

Shall be able to detect and prevent intrusions, security failures, rogale |
hotspot creation by device, unauthorized access. Shall perforrn se
diagnostic to identify any malware or Trojans injected in the network

Shall support dynamic provisioning of devices through virtualization.

Shall constantly monitor and report Qualitf Service (QoS) (throughput,
error rates, bandwidth, jitter, availability, etc.)

Shall provide highly customizable and dynamic reporting module fo
capturing and analysing data collected from the entire network.

Solution should depict the device statmigh different colours where each
colour will be an indicator of the current state. Eg. Red for Ciritical, Yellow
for Warning etc. Real time details and historical details should also k
provided in form of chart/report for the selected time period.

Reportsshall be generated to be viewed and mailed directly in .txt, .csv, «
.pdf formats from the solution.

4.2.4 DNS Security Solution

Business
Requirements

Monitor traffic and provide contextual information on domains for faster th
detectionjnvestigation and protection via a SAAS based cloud platform.
Bring In-depth DNS Domain analytics and statistics to detect suspicious do
via a the SAAS platform.

Provide metrics for faster network issue analysis and remediation via the
platform.

Functional
Requirements

1. Support mitigation of 200,000 QPS for Cache, Recursive & Authoritativ
DNS.

2. DNSshallbe a Software based solution providing IPAM with defined
features & capacity.
Cache & Internal Authoritative DNS Functionality.

4. Systemshould have a Cache DNS architecture to switch on demand
from BIND to UNBOUND and vice versa with Zero Downtime.

5. System should be able to support the following common resource reco
types of namely A, AAAA, DNAME, CNAME, MX, HINFO, PTR, SOA,
NX.

6. System should be deployed-premises on a dedicated Hardware platfori

7. System should regularly monitor its cache contents and automatically
purge/remove records that are old.

8. System should have a bdiilt RPZ functionality and not require additional
licenses to enable such a feature.

9. Threat Intelligence unit.

10. Threat Intel feeds with the following categories

w
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1 Malware
9 Botnet
1 DGA:

I. Time Dependent
II. Not Time Dependent
1 Abuse:
. Spam
Il. Scam
Il Disinformation
Phishing
Miner
Suspicious
Newly Observer Domain witfollowing timelines
. 1Day
Il. 7 Days
Il. 30 Days

11. The solutions must be able to deliver contextual awareness service an(
analysis to block threats from a dynamic set of iigk IP addresses, to
Detect malicious activities and sites and IP addresses

12. DNSfirewall and DNS malware prevention must work on all DNS query
types such as A, AAAA, NS, SOA, MX, CNAME, ANY, PTR etc.

13. The behavior engine shall detect the DNS tunneling and DNS
exfiltration/infiltration automatically and once detected automatically ap
policy using RPZ to block the communication.

14. System solution should be able to support RPZ feeds to protect from A
Malware, Antiphishing, Antispam, and Cracked Website.

15. System RPZ should support action as Block, walled redirection, no
response.

16. Systen should support Access Control based on Source IP for Allow Q1
Allow Query Cache.

17. System should Support DNSSEC.

18. System must support Anycast for DNS with BGR|$Sand OSPF-.

19. System should support audit log.

20. System should support granular rights adstmtion limiting the function
and rights to user and record level.

21. System should support sending logs to SIEM and external Syslog servi

22. DNS solution to be integrated into IPAM solution.

=A =4 —a -8

1. The IPAM Solution must support 1000,000 IP Address Managemer,
both IPv4 & IPv6 together.

2. IPAM System must be an Software based solution providing IPAM |
defined features & capacity.
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3. IPAM system should support monitoring using SNMPv2 and/or
SNMPV3.

4. The IPAM Solution should provide the details:

Should show IP Details

IP Address

Last Alive Time

Status (Used, Unused, Reserved)

Group/Subgroup

Mac Address

. Hostname

5. The solution must NOT use software agents or thick clients

6. The IPAM solution must provideigih availability across DC & DR

7.  Admin should be able to create Users and should be able to give
specific role based access rights to specific user. Admin should b
able to define workflows for IPAM.

8. System proposed should be deployed 1 Qty at DC & 1 QiyRat

9. The solution should provide appropriate automated failover betwee
data center and the disaster recovery center. The database
Synchronization between DC & DR should be automatic.

10. The solution must be flexible to allow the creation of cusfiefds for
objects in IPAM. This must be configurable via the Web GUI.

11. The solution must include an application programming interface (AF
in order to interface with the network and/or asset management sys
a configuration management database (CMQR)t®n or other
applications.

12. The IPAM solution should be able to seamlessly integrate with DNS
DHCP Records

13. The IPAM solution should be able to create its own widget to displa
customized subnet reports, free IP, used IP.

14. The IPAM solution should havthe ability to locate the available
subnets inside a Supernet. This is to provide assistance to users wi
creating subnets inside an aggregated Network.

15. IPAM user interface must be wdiased without specific browser venc
requirements

16. IPAM system shoul support seamless failover between Active
Passive.

17. IPAM system should support VLSM (Variable Length Subnet Masks

18. IPAM system should be able to export reports in PDF, CSV format

19. IPAM system should have support for workflow processes for vai
administator roles and should include a change approval over
capability.

20. Audit records should contain a timestamp, username and record mo

21. Reporting engine should include audit reports.

22. IPAM Solution to be able to Discover a minimum 75000
switches/Ruters for host discovery.

@ ooooTw
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23. IPAM and DNS solution should be an integrated solution from a s
Platform.

4.2.5 User Management

4.2.5.1 User Requirements

a. The system shall have provision to organize users by busiefised categories such top
management, , DTOSecurity & Vigilance officer, standin chargeetc. Each stakeholder
department can inherit or define its own permissions, group and manage roles for the various
applications it chooses to include.

b. System users include all the authorigaaployees of th&#1SRTC, or any other user authorized
by MSRTC and the resources of the selected bidder.

c. These users would be accessing the system based on the roles and responsibilities. These set of
users are based on current assessment and danhee extended / modified. Based on the type
and role of user the system will provide the proper accessibility level.

d. System shall grant suitable viewing / data editing rights to various users through Active Directory,
LDAP, or other security source

4.2.5.2 Guest Users

a. Guest users shall be required to login but shall not be allowed to modify any system data.
Information stored in the system shall be available to the Guests users as read only. The
information that will be visible to the guest users shall bdified by MSRTC during the SRS
stage and shall form part of Project Plan Document and SRS Document.

4.2.5.3 Admin User

a. The system shall provide for minimum one admin user for the entire proposed system for the
MSRTC, which shall manage the user logpesswords, sessions, role assignment, hierarchy etc.
for entire CCTV Surveillance system.

b. Shall allow admin to monitor and provide access to other stakeholders such as MSRTC officials,
MSI personnel, consultant personnel, etc. who would be undertakingcisrayn behalf of
Departments MSRTC.

4.2.5.4 User Registration and Access Control Management
Identity, Access management, SindignOn (SSO) and Role based access would be achieved
through the identity assertion, credential management and directory servigeEsieois.

Single Signon The system should enable single sign on
authorized by system is not required to be re authk
session. MSI shall provide browdeased apptiat i on accessed on the interne
on mechanism, will provide access to all the services of the system, based on ttefingick roles

and responsibilities.

Master Data Manager. System shall create f ewlowiadgsither Data |
users to modify the master data in the database directly in case of any correction required at the later

date.

Hierarchy: The role and the hierarchy of the user groups which are allowed to use the system
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functions, modify the data, manager users, responsible for attaining to complaint, incident etc.
shall be as per requirement of MSRTC which shall be finalise during the SRS stage.

The system shall:

a. Support Authorization, Authentication and Auditing of users

b. Provide default password @mail, renewal, expiry, security and authentication as required.

c. Allow a valid user to store his preferred email ID and mobile number in the system securely for
receiving alerts.

d. System shall support Sing&ign-On, security on all levels of entry / exibtcess to systems
without the inconvenience of-rompting users.

e. Enforce the password restrictions, which include the criteria and limitations that can be placed on

passwords to increase security including features such as minimum password lenglit, perio

forced changes, not reusable, hard to guess, mixed characters, etc.

Password shall be changed at age&ned frequency.

Use the technologies like captcha, OTP for increased security.

Lock the session after a specified number of authentication filure

Not allow concurrent sessions for the same user

Support common authentication mechanism and standards

Confidential information like passwords and other user information shall be stored and

transmitted in a secure and encrypted manner

I.  Log thesuccessful / unsuccessful user login requests and other user activities for investigative
purposes in case of a security breach.

m. Be capable of secure, tamper proof auditing and logging

T TTa

n. Provide the Security & User administration GUI for system admin tolemabnagement of
access rights and privileges of users.

0. Have ability to define access to specific menus, specific data, specific files etc. set by user groups

p. Should provide support for X.500 naming standards

g. Should support that user account creationfamierights within a group or groups can be

delegated to any nominated user.

4.3 MIS & Reports

a. The MSRTC CCTV Surveillance system will generate a lot of data every moment. It is hence
imperative to have a strong, welésigned reporting system which will agfenerate reports as
per predefined parameters and allows user to derive desired customized reports based upon the
selection of any available parameters from the system through web portal.

b. To effectively analyse various information related to CCTV Sueusike Project, commuters,
vehicles, assets, systems etc., MSI shall utilize -baded Analytics services and provide
dashboard views at the ICCC and on the+petial to the authorized users.

c. These analytics services shall help perform various types dicpwe analysis and assessments
like passenger and vehicle traffic Analysis, incident analysis, violations analysis, utilization
analysis, peak and effeak load analysis, etc.

Business 9 Dashboard based reports, using different vigiaments including tables,

Requirements charts, images, visual and textual lists.

1 Suchreports shall be screen friendly irrespective of size of the screen and s
have ability to convert into printer friendly reports.

9 Display information in an eagy-understand formt and use intuitive and
interactive visualization to enable users like CCC operators, MSRTC etc.
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quickly navigate, understand, and investigate data elements to make inforn
decisions.

All the reports shall be made available online, accessible &E@&,Ithrough

a web portal with restricted access.

Indicative list of required report is provided, however MSI shall develoy
reports for any additional requirements from time to time throughout th
contract period, as directed MSRTCat no extra cost.

Any other as per MSRTC requirement

Functional
Requirements

E

=a =

=a =

Displayof data in a clear and organized view

Have viewmanagement tools, allowing user to move, reorder, enlarge, shrin
open, and close visual elements with intuitive interaction.
Havezeroprogramming mashup capability that allows the user to configur
queries and data mashups visually through-dradydrop functionality.

Have provision to drill down and search through the large amounts of de
easily and quickly by time periods and ettsearch criteria defined by the
user.

Support security for drildlown capabilities in dashboard reports, ensuring
visibility for only authorized users.

Have provision for intuitive visual filtering, focusing, and selection of the
displayed data and infaration.

Have provision to search, filter and sort the presented data based on a nun
of multiple attributes simultaneously including the time period or on multiple
attributes simultaneously.

Shall allow conditional formatting, based on thresholds orrdaiges, for any
cell/object in the report

Have provisions to hide or show parts of the data

Have provision to search through visual elements that display numerous d
entries such as tables and lists.

Understand different types of structured data incigaiumbers, percentages,
fractions, general text, coordinates, and objects

Provide historical and concurrent reports for various systems.

Compute trends and projections from data based on available historical d
and based on data from external systenenable informed decisiemaking
Have provision to save the current queries, filters, and selection paramet
and to save custom reports for subsequent use.

Have the ability to allow the user to create, load, modify, delete, and sa
report templates gréjally.

Ability to display the list of available report templates, saved reports, an
recently used report templates when the user logs in.

Have datgpivoting capabilities

The System shall enabMSRTC to configure the grouping, filtering, and
delivery of the system generated reports to predetermine email address
network file directory, ftp sites, and/or printers.

The system shall allow reports to be generated and published orhan ad
scheduled basis with the ability to predefine type of reppaigmeters and a
list of recipients, schedule etc. through a GUI.

Shall have provision to extract reports in various formats such as PDF/ HTN
/ XML / CSV /| MS-Word / MSExcel etc.
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1 The system shall have the ability to Configure KPIs for user, operatibn, s
system etc. and display single dashboard view of the results against the K
with different colour coding.

Indicative I Vehicle flow Reports: Report of vehicle flow, and for the selected categories

Types of at each of the installed locations for Last Day, Last Week and Last Month.

Reports 9 Incident Reports: Total incidents,types of incidents, date and time wise,
location wise, action taken wise, time takendotion, reason and severity of
incident etc.

9 Location Setup Reports: Number of violations and incidents detected
through camera, at respective location, date and time wise, accuracy
violation and incident alarms, false alarms, fine collection correspornd
the location etc.

I Asset Reports Asset mapping location wise, type of asset, makwodel
wise, date of installation, repair and maintenance reports, health of as
reports etc.

1 Maintenance and Repair Reports:lssue log reporigype of issue, datend
time, resolution type, time taken for resolution, scheduled maintenance d:
and time reports, issue reported and corrected reports, spare parts or s
component replacement reports etc.

I System Transaction ReportsTransactiorevel reports such ag/stem logs
of changes in the parameters, security scanning and action reports etc.

1 Network Reports: Utilization, uptime and downtime, primary and redundant
line reports, location wise network traffic report, date and time wise netwol
report.

1 Server and Sorage Reports: Server and storage capacity utilization report,
uptime and downtime reports, DR drill reports, DC failure and RTO and RP
reports, system wise utilization details etc.

I Manpower Reports: MSI manpower attendance reports including operators
repair and maintenance staff etc.

I Trend analysis of the data over a period of time for all of the above reports

4.4 Deployment of Manpower

1. The Selected Biddeshall deploy required and adequate manpower for various purpose such for
operating, management and maintenance of all IT andiIN&omponents., minimum as per
requirement under Project Phases below.

2. The Selected Biddershall ensure that the resource #&dlity shall be maintained as per
requirements defined in the SLA during the entire contract peBetected Biddemay plan
alternate trained resource/s to ensure the SLAs are maintained. In case of failure to comply,
Selected Biddeshall be liable fopenalty as defined in the SLA in this document.

3. For all the staff deployed as a part of the projectShlected Biddeshall be responsible to pay
the deployed staff and shall meet or exceed the minimum wages as per Minimum Wages Act and
comply with ldbour laws of Govt. of Maharashtra. TBelected Biddeshall also be responsible
for ensuring compliance to the provisions of other applicable labour laws, EPF laws and other
relevant laws.

4. Selected Biddeshall ensure appropriate provisions for safety seclrity measures of all the
personnel deployed on the project. In case of any eventualities (including disability, death etc.)
anytime during the contract period including any incidents, accidents with the personnel deployed
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by theSelected Biddefor the projectSelected Biddeshall ensure appropriate measure to control
the damage, if any and to do good to the personnel or its family as appl®eleleted Bidder
shallnothold MSRTC indemnified for any claim may be arising out of the samdethe selcted
bidder shall bear the expenses related to this and MSRTC shall not be liable for any financial
implications.

5. Selected Biddeshould at all times indemnify, defend and hold MSRTC, its officers, employees,
agents, consultants, etc. harmless against all claims, liabilities, loss, expenses, damages or
compensation under the provisions of |l Bygegméist

Liability Act; The Employees Compensation Act;

or any modification thereof or any other Labour laws relating thereto, and rules made hereunder
from time to time. MSRTC will not own any responsibilitythis regard.

6. TheSelected Biddeshall ensure that the salary of deployed manpower shall be credited directly
through online banking mechanisms like ECS / NEFT / RTGS etc. A record of the payments made
in this regard should be maintained by 8wectedidder.

7. Manpower is required to be deployed at the respective divisional offices for the purpose of
maintenance of all the hardware, software, and other components and equipment throughout the
contract period as per requirements defined in the RFP. HOW&&RTC officials may have
special requirements at times, afelected Biddeand its manpower resources shall ensure to
meet the requirements as per directions of the MSRTC.

8. TheSelected Biddeshall track the attendance of the Manpower deployed ait¢éhansl shall also
submit log report of the same, on monthly basis to the MS&Won system daily basis

9. TheSelected Biddeis required to comply with labour law for weekly off and other benefits. It is
advised thaBelected Biddeshall keep adequat¢éamdby resources all the time over and above
minimum requirements to adhere to the SLAs at no extra costs to MSRTC.

10. Selected Biddeshall submit escalation chart for the entire duration of the contract with details like
contact details, designation, rdte the project etc. of all the concerned persons.

4.4.1 Replacement of Resources

1. MSRTC can ask theSelected Biddeto replace any of its resources on the ground of non
performance anytime during the project period, 8ekgcted Biddeshall replace the resource with
an equivalent or better resume within two weeks, on approvas&TC.

2. Selected Biddeshall provide replacement resource of equal or better qualification and experience.
If MSRTC objects to the appointmerelected Biddeshall not assign the individual to that
position and shall seek an alternative candidate.

3. The Selected Biddemay request any replacement of resource in writing and replace a resource
only upon written approval from MSRTC.

4. Selected Biddeshall ensure pymer handover of at least one weeknsidering replacement time
period of maximum two weeks) at no extra cost to MSRTC and shall not make further replacement
within minimum six months.

5. Selected Biddeshall ensure role of any resource is not vacant at any point during the contract
period.

6. Selected Biddemay plan adequate extra resources for manning the project as contingency.
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4.4.2 Behavior of the project team

1.

w

10.

11.

12.

Manpower resources deployed by Belected Ridershall not divulge or disclose to any person,

any details of office, operational processes, technical Kmmw security arrangements and
administrative / organizational matters as most are of confidential / secret nature. Each manpower
deployed shalbe required to sign an NDA with tigelected Biddeas demanded by MSRTC
Manpower resources deployed shall be polite, cordial, positive and efficient, while handling the
assigned work so that their actions promote. Be it private or public Setasted Riderdeployed
manpower resources shall be liable to be frisked / checked by the security personnel at MSRTC
premises at any time during performance of their duties.

Selected Biddepersonnel shall wear ID card all the time whiléiIBRTC premises.

Selected Biddeshall ensure proper conduct of his personnel in office premises, and enforce strict
prohibition of consumption of alcoholic drinks, paan, gutkha, tobacco, smoking, loitering.

MSRTC shall not be liable for any loss, damage, thaftglary or robbery of any personal
belongings, equipment or vehicles of the manpower resources deployed3ajatied Bidder

The manpower resources deployedSayected Biddeunder this RFP shall not claim nor shall be
entitled for any perks and othéacilities admissible to regular / confirmed employees of the
MSRTC during or after contractual period. These manpower resources shall not have right to
demand for any type of permanent employment with MSRTC or its allied Offices. These
manpower resourceshall not claim any benefit / compensation / absorption / regularization of
services with MSRTC. All the resources deployed under this project anytime during the contract
period shall be sole responsibility 8klected Biddeand MSRTC shall not be respsible for
providing employment of such resources.

Manpower can be sutontracted bySelected Biddeif required, only after prior approval of
MSRTC. However, overall responsibility of the project delivery and entire liability including that

of subcontraced staff shall be of th&elected BidderThe Selected Biddeshall indemnify
MSRTC from any claims, litigation or disputes from the deployed manpower (own er sub
contracted).

Selected Biddeshall deploy required manpower with necessary expertise, exper@ad tools to

carry out state of the art installation of the en@@TV surveillanceroject.

Manpower shall include the managerial staff for monitoring the implementation, civil work,
installation etc. and report in case of any issues, challengas #te. MSRTC.

The selected bidder shall be responsible for the deployment, transportation, accommodation, IT
infrastructure and other requirements of all its employees required for the execution of the work
and for all costs/charges in connection thert8RTC will provide the required sitting space

with table, chair, and electricity for ddag-day activity.

The selected bidder shalll provide and depl oy
work, only those manpower resources who are skillebleaaperienced in their respective trades

and who are competent to execute or manage/supervise the work in a proper and timely manner as
per the RFP.

In case of change in its team composition owing to attrition the Selected bidder shall ensure at least
a week of timeoverlap in activities to ensure proper knowledge transfer and handover/takeover of
documents and other relevant materials between the outgoing and the new member.
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13. TheSelected Biddeshall ensure to deploy adequate manpower on a continuousdasiso meet

the timelines for service delivery, else penalties shall be applicable. The below indicated

Manpower is bare minimum, which can be increased as per requirement &wdeitted Bidder
shall be liable to provide the additional manpower fooatin operation of th€ECTV Project.

4.4.3 Project Team

Designation

Quialification

Indicative Responsibility

1 Project Manage

For Entire
duration of the
contract

Minimum
Education: MCA /
MBA / M. Tech /
B. Tech/B.E
Total experience:
At least 08 yrs.
Languages known
(Read, Write and
Speak): Marathi,
Hindi and English
Prior project
management
experience of at
least 5 years of
handling large and
complex projects,
with at least one
large scale similar
project with
Project Cost of
minimum INR 15
crores.

Excellent writing,
communication,
time management
and multitasking
skills

Project Experience
of managing
components of
CCTV Project

1 A Project Manager shall b

deployed at the ICCC, Centra
Office, MSRTC.

The project manager shall b
responsild  for  overall
coordination with respect tg
the execution and day to da
operations with the MSRTQ
and other offield
officers/resources.

Shall head the Project Tear
for the Selected Bidder
Shall act as a single poin
contact for MSRTC during
the entire cotract period.
Shall be present for
discussions, importan
meetings and serve an
communication with MSRTC
Responsible for managing
any issues or bugs reporte
any security threat reported
any new requirements etc.
Managing manpower,
supporting with stédnery
and other consumableg
attendance and acces
management etc.
Responsible for coordinatior
with various & party
agencies as and whe
required for technical suppor
and thirdparty integration, as
per requirement.
Shall also be responsible fqg
keepng record of various
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Designation  Resource Qualification Indicative Responsibility
activities at all locations of]
the project.

2 Project 1  Minimum Education:
Technical MCA / MBA |/ M.
Lead For Tech /B. Tech/B.E
Entir f Total experience: At
e least @ yrs. 1 A Project technical shall bg
durat  |q Languages  known deployed at the ICCC, Centrg
ion (Read, Write and Office, MSRTC.
of Speak): Marathi, | The project Technical shall bg
the Hindi and English responsible  for  overall
contr ¢ Prior project coordination  with  Field
act management Enginer respect to the
experience of at least execution and day to da
Syears of handling operations with the MSRT(
large and complex and other offield
projects, with at least officers/resources.
one large scale similar | Shallbe thehead of the Field
project with Project enginees for the Selected
Cost of minimum INR Bidder.
10 crores. 1 Shall also be responsible fqg
1 Excellent writing, keeping record of varioug
communication, tne activities at all locatios of
management and the project.
multi-tasking skills
1 Project Experience of
managing components
of CCTV Project

Implementation Phase

Core Delivery Team for Implementation Phase:
Functional Lead and Technical Lead, along with Subject Matter Expert such as Hardware EXxps
Team from OEMSs, Security experts, Civil Works expert, Integragiqrert, Networking Expert,
Electricity / Power experts, DOR Expert etc. shall be deployed as per requirements.
Such Leads and experts, as well as working staff shall be of adequate experience and qualific
to ensure staif-the-art implementation afhe project ensuring timely completion as per
Timelines to meet the SLAs.
Shall be responsible for the entire design, development, installation, testing and commissionin

the project.
Operations and Maintenance PhaséCore Delivery Team for Operations and Maintenance
Phasg:
ICCC Support 6 1 MCA / BE / B. Tech /| 1 Responsible for overall
Staff MSc., BSc, BCA or Operations and management
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Designation  Resource Qualification Indicative Responsibility
(2 per Diploma with of the IT Infrastructure,
shift) specialization in.  hardware, peripherals of
computers / .TECE respective site including
1 Total experience: At leay LAN/WAN, [P CCTV
1+yr. Surveillance system, MIS
f Experience in IP CCT| Reporting, SLA
surveillance, Compute Management etc.
Hardware, LAN/WAN & | 1 Managing dayto-day
IT infrastructure project. activity and project
1 Effective verbal| operations to meet SLA.
communication skills § Preparation of Report
(Marathi, English and| including day to day
Hindi) activity, Call  logging,

uptime, downtime, response
time of each event &
submission of quaerly
report to respective officer
as a supportive document for
O&M activity and its
payment.

1 Maintain Call Register

1 Reporting to concerned
Division Office / Central
Office / Central Workshop
or as decided by MSRTC.
Manpower will be placed at
central offie to attend the
call from division depots/
control points. The cost for
the transportation will be
borne by thealectedagency
/ selectedbidder.

9 Troubleshooting of entire
system.

9 Monitoring complaint
status, follow up for
complaint resolution and
respoisible for resolving
complain in time bound
manner as decide in the SLA
mentioned in this bid.
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Designation  Resource Qualification Indicative Responsibility

9 Deputed manpower shall be
responsible to log the
complain, ceordinate with
relevant stakeholders
follow up for logged
complain and ticket
generation for respeace
event and responsible to
inform authority for
resolution time

9 Deputed manpoweshall be
responsible to follow thany
instruction received from
MSRTC officials.

9 During the holiday if
respective officer is asked to
remain present to ensure that
the sysem is up and running
then deputed manpower
shall be responsible to
remain present on holiday.

1 At the time of a disaster or
any such events, the deputed
manpower must be always
present.

1 If respective officer wishes
extract video clip than,
Deputed manpoweshall be
responsible to assist and
extract the video clip, burnt
CD, copy video clip and
image in pen dvie

Repair and fAs per T BCA/MCA/ BSc./ 1 Repair and maintenance of
Maintenanc requirem MSc. or Diploma with the system and
e Staff ent3il specialization in components including
. Maintena computers / CCC, field components,
Available nce I.T./ECE/EE network or power

24x7 Engineer 1 Minimum 1+ years of components, etc

at experience 1 Configuration of camera,
Division |T Effect verbal Server plus  Network

communication skills attached storage or Server
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Designation  Resource Qualification Indicative Responsibility
16 (English, Marathi and with inbuilt storage, VMS,
Technica Hindi) networkswitch etc
| Expert |1 Shall be welttrained 1 Replacement of faulty
at from reputed equipment, demand and
Region institutes and from supply of required
TShould OEM of the hardware from the spare
be component. hardware.
available 1 Trained for any
as per eventualities for repair and
SLA maintenance of  the
hardware /  network
components, technical
assistance and
coordination  with  the
operabrs, OEMs etc.
1 Equipped with necessary
tools and spares.

Note: The resources deployed by tBelected Biddeshall be responsible for various activities as
defined in the RFP document. The resources deployed shall strictly work under the supervision of the
MSRTC and their role and responsibility may change from time to time as per requirements of
MSRTC. SelectedBiddermay propose additional manpower to meet the SLA and to ensure smooth
implementation, O&M of the project at no extra cost to the MSRTC.

a. The selected bidder shall deploy man and material as per timeline mentioned in the RFP.

b. All installatiors must k& done directly by OEM or directly through their authorized
partner/reseller/systetntegrator,but the overall responsibilitghall lie with the selected
bidder only.

c. Note that all quoted products must be configured for the entire project period for both
Hardware and Software warranty taken from OEM by bidder.

d. Provide onsite warranty support as stated in Min. Technical Specifications Warranty Clause
for all the supplied items.

4.5 Operation and Maintenance (O&M)
4.5.1 Maintenance, Service and Support

e. The selectedbidder shall be responsiblefor providing required maintenanceserviceand
necessary onsite support/OEM support for the entire contract duration from the date of
successful completion of installation and commission /Final Acceptance Testiny [F#ET
selected bidder shall do and perform the monthly and regularly preventive maintenance as
part of the maintenance activity. 1t shal/l be
defective parts/ equi pme ¢ MSRTCvThe thefeatite patny addi t
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so replaced shall be the property of the selected bidder. The selected bidder shall keep enough
spares at the SITE location/its own location during warranty and maintenance period to meet
SLA parameters and the cost for thersgaarts are to be borne by the selected bidder. The
selected bidder is expected to transfer the knowledge to the MSRTC or its nominated
TechnicalTeam.

f.  All theNetworkingequipmentandspareshallbekeptin goodworkingconditionandshall be
repaired or replaced. In case of any equipment which is under warranty the bidder would
ensure that al/l geplacedpo ment 6 s are repaired/

g. Allthe electrical equipment and accessories, backup power sources, plugs, wires etc. shall be
maintained and if ragred replaced by the successful bidder at its cogt.

h. The Slectedbidder shall also maintain an-tip-date inventory of all supported equipment
and spares and make the same available for review and inspections as per requirement.

i. Daily/weeklyimonthly/cuarterlysemiannually/annuallyIS report slall be submitted as per
MSRTC6s requirements

4.5.2 Preventive Maintenance

4.2.1 The selectedbidder shall also be responsible for performing/carrying out preventive
maintenance activity at least once irVanthly which indudes cleaning, dusting and
upkeep of interior anexterior, realignmentof the deployede q u i p ntenfigurati®on
backupandsoftware up gradation/update of ladirdware.

4.2.2 The selected lder is required to submit preventive maintenance schedule for all
equipment toMSRTC from time to time. After performing preventive maintenance
activities, successful bidder is required to submit the detailed report of the same. All such
activities shou be done preferably during nomorking hours or on neworking
days/holidays.

4.2.3 Shifting of any camera or related equipment within the site on need basis should be done
by the bidder without any additional cost to the MSRTC during the cordrage.
4.5.3 Multiple layer Monitoring and Video management system support
a. Local 24/7 monitoring of all installed cameras at instdlhedtions.
Second level monitoring at division office of respecidapots/Stands.
Third level monitoring at centraiffice, all locations overviews shall bapported.
All live videomonitoringoverWAN will beoptimizedbasednavailablebandwidth.

oo

4.5.4 Damageof Infrastructure

During implementation period or during O&M period, in case any edge device is damaged by a
vehicular accident (or due to any other reason outside the control of Selected Bidder) and needs repair,
then the Selected Bidder will need to repair / have the new pole within 15 days of the incident.
Damages are to be borne by Selected Bidders in ssel darough proper insurance.

4.5.5 Capacity Building

System Training & Capacity Building : This shall include providing & dayandas when required
by MSRTCcomprehensive handsn training related to system operation of the installed
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peripheral s/ equi pment &epreserdativefinespectivesiseaftgrineat ed/ aut hor i
successfutommissioning of the project. Appropriate training matesieduld be provided by the

selected bidder during the training. All the cost associated with such training must be borne by the
selectethidder.

46 Bi dder s Responsibilities

a. Selected Bidder has to collaborate, coordinate and deploy manpower to prepammplede the
entire project setup. Bidder must bill in the cost for the same, if any, under implementation
services.

b. Selected Bidder should have a bacid/ backo-back support contract/agreement/ arrangement
for services including supply of spare pamxpertise requirements etc. with the Original
Equipment Manufacturers (OEMs) of CCTV peripherals which includes thesplest support
activities to meet the Service Level Agreement (SLA) mentioned for the entire solution / contract
peri od. T h eakitkettda the @Ed detter Head in this regard should be submitted
along with the bid.

c. Costs must include cost of delivery at designated locations of MSRTC, transit handling and
insurance, custom duties etc. as may be applicable. Taxes shall bessepavately as in financial
bid and should include all applicable taxes as on date of bidding and shall be paid as per actual
rates. Taxes not quoted shall not be paid to the Bidder. Furthermore, if any changes in tax slabs
are made for the quoted itemgidig the execution of this contract, MSRTC will not be liable to
pay for any changes made once the contract is handed over / commences.

d. Selected bidder has to submit the detailed BOM (Bill of Material) along with the internal part
nos. for all quoted prodis inclusive of all licenses.

e. Bids shall be considered only in those cases where the bidder has quoted for the entire scope of
the work.

f. Selected bidder has to submit the OEM compliance letter showing line by line compliance with
tender specification.

g. Sekcted bidder has to submit / undertake the bid in full compliance of the tender terms &
condition, scope of work and Service level agreement.

h. Selected bidder has to strictly adhere to Service Level Agreement.

4.7 Roles and Responsibilities of MSRTC:

a. Provide access to selected bidder for executid?raject.

b. Provide space, raw power and approval to smoothly exBcoject.

c. Provideapproval& facilitate agencyfor decidinglocationof camerain consultation with
selectechgency.

d. Provide thesiting space to technical manpower at respective location of department.

e. Monitor the project by logging complaint in time limit and monitoring and tracking of
complaint resolution in timimit.

f. Maintaining & checking all register and calculatiordofvntime.
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4.7.1 Operator Desk / Control Desk and Viewing Centre Interior

9 The scope of the project includes designing; engineering, supply & installaGomwhandand
Controlcenter along withniteriors including all the components like ceiling, flooripgneling
gl ass partitions, control desks, ceiling |ight

9 The console should be Underwriter Laboratories (UL) Listed & certificate. MSRTC at any point
of contract may ask of valid certificate.

1 The EPD (Environmental product daation) of control desk must be verified in accordance
with 1ISO 14025 for Impacts on Environment by Console. MSRTC at any point of contract may
ask of valid certificate.

1 The modular metal panelling and modular metal ceiling shall be RoHS certified. M&RNG
point of contract may ask of valid certificate.

1 Wood, Gypsum, Aluminum Composite Panels, Laminates, Fabric and Paint are prone to damages
& ageing. These components shall not be used to ensure maintenance free working environment.

9 The control rooninterior shall be Greenguard Gold Certified (Modular Metal Ceiling, Flooring
&Modular Metal wall paneling) from reputed manufacturers.

4.8 Locations

The CCTV will be implemented approx. 635 locations Bus Stations / Bus DepdRivision
Office/Division Wakshop/CTI Bhosarand 3 Central WorkshopsThe tentativelist of locationsis
provided in Annexure M.

4.8.1 Training

9 Functional Training: This training would focus on the use of the surveillance software at Control
Rooms, so that the users are aware of all the operations of the surveillance systems and are able
to implement the overall process defined by the MSRTC fomaojn use of the system.

1 Administrative Training: This training would focus on the administration of Surveillance System
and Server Infrastructure and would be imparted to staff identified by the MSRTC at division
level, Depot Level

9 Training sessns shall be conducted at divisional level. Training schedule shall be finalized in
consultation with MSRTC.

9 Other requirements to be fulfilled by the Successful Vendor with respect to Training are as
follows:

0 Prepare the training material in conatitin with MSRTC.

o0 Detailed Training manuals would be prepared by the Systems Integrator prior to the start
of the training.

0 One Hard Copy & One Soft Copy of the training material shall be given by the Systems
Integrator to all the trainees.

4.8.2 Documentsand Manuals

9 The Successful Vendor will provide documentation, which should follow the ITIL (Information
Technology Infrastructure Library) standards. This documentation should be submitted as the
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project undergoes various stages of implementationcatide list of documents include below:

1 Project Commencement Documentation: Project Plan in giving out micro level activities with
milestones & deadlines.

9 Cabling Layout: Systems Integrator shall submit the detail cabling Layout including cable
routing, telecommunication closets and telecommunication outlet/ connector designations. The
layout shall detail locations of all equipment and indicate all wiring pathways.

1 Equipment Manuals: Original Manuals from OEMs.

9 Installation Manual: For all the gplication Systems.

1 Training Material: Training Material will include the presentations used for trainings and also the
required relevant documents for the topics being covered.

1 User Manuals: For all the Application Software Modules, required foratipealization of the
system.

1 System Manual: For all the Application Software Modules, covering detail information required
for its administration.

1 Operational Manual: The bidder shall be responsible for preparing Operational Manual relating
to opertion and maintenance of each and every service as mentioned in this RFP.

4.9 Project Timelines

The bidder should ensure that the deliverables are submitted to User Department as per the timelines in
the RFP.

1 All the documentation related Rroject.

i Thecustomized source code if any

1 Ensure systemptime.

1 Any other documents, information related to scope of work as requesizepbytment.

fi T Osdhe datefrom signing of contract.

Sr. No. Milestones Timelines
1 Date of signing of Agreement TO
Field Visits and Site Surveys for all phases and locatidPieparation of all TO + 45
2 d r a wibasig @énd actual sitgise BOM with finalization of camera type & davs
count ¥
. . . , : TO + 60
3 Submission of Detailed Project plan and SRS (including plan documents) days
Setting up of CommandandControl Centre at MSRTC Central Office TO + 90
4 (Inclusive of UAT and Training) days
Pilot Phase: Installations under 1 MSRTC Division operational | TO + 120
> areas/locations days
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Milestones Timelines

1 Supply of all Network passive and electrical items of materials at site

1 Supply of all active component cameras, NVR, switch and remainin
items etc. at sites.

1 Installation, commissioning and configuratiohvariousequipment,
components and systems for CCTV surveillance at Division Officg
and/or Bus Stations and/or Division Workshops and/or Central Wor
Shops and/ or Tyre Retreading plant and/or Centrahifigainstitute,
as applicable under division

User Acceptance Testing, Feedback Incorporation, Training, Applicatig TO + 135
6 Audit and Security Audit (CERTN Empanelled Agency) days

Go-Live Phase 1 : Installations under 10 MSRD®ision

1 Supply of all Network passive and electrical items of materials at site

1 Supply of all active component cameras, NVR, switch and remainin
items etc. at sites.

9 Installation, commissioning and configuratiohvariousequipment,
components and systems for CCTV surveillance at Division Officé
and/or Bus Stations and/or Division Workshops and/or Central Wor

7 Shops and/ or Tyre Retreading plant and/or Central Training Institut
as applicable under division

1 Final Acceptance TestingFAT) for Video Surveillance System,
Equi p rosPhasé@ s

1 Training & Capacity Building for MSRTC personnel

9 User Acceptance Testing, Feedback Incorporation, Training
infrastructure Audit, Application Audit and Security Audit (CERY
Empanelled Agengy

TO + 195
days

Go-Live Phase 2 : Installations under 10 MSRTC Division

1 Supply of all Network passive and electrical items of materials at site

1 Supply of all active component cameras, NVR, switch and remainin
items etc. at sites.

9 Installation, commissioning and configuration of various equipment
components and systems for CCTV surveillance at Division Officg TO+255
and/or Bus Stations and/or Division Workshops and/or Central Wor days
Shops and/ or Tyre Retreading plant and/or Centrahifigainstitute,
as applicable under division

1 Final Acceptance Testing (FAT) for Video Surveillance System
Equi pment 6s f or Phase 2

1 Training & Capacity Building for MSRTC personnel
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Milestones Timelines

I User Acceptance Testing, Feedback Incorporation, Training
infrastructure Aidit, Application Audit and Security Audit (CERIN
Empanelled Agency)
Go-Live Phase 3 : Installations under MISRTC Division
1 Supply of all Network passive and electrical items of materials at sSité
1 Supply of all active component cameras, NVR, switch and remainin
items etc. at sites.
9 Installation, commissioning and configuration of various equipment
components and systemg f6CTV surveillance at Division Office
and/or Bus Stations and/or Division Workshops and/or Central Wor
. . . TO + 315
9 Shops and/ or Tyre Retreading plant and/or Central Training Institut days
as applicable under division
9 Final Acceptance Testing (FAT) for Video Survailte System,
Equi p rosPhasé8s
I Training & Capacity Building for MSRTC personnel
9 User Acceptance Testing, Feedback Incorporation, Training
infrastructure Audit, Application Audit and Security Audit (CERY
Empanelled Agency)
Preparation and Submission of the following Manuals
1 User Manuals
. TO + 335
10 1 Installation Manuals days
1 Operational Manuals
1 Maintenance Manuals
Stabilization: Final Gd.ive
Stabilization of NVR, CCTV across all locations, sign off by the MSRTC TO + 365
11 officials confirming the NVR, CCTV are working as intended without any| days
errors, bugs or crashes
T1= Go Live of Phase 3
12 Warranty & AMC contract ;t;tiz

Note: In case of phase wise dige, the warranty of all the componestsould start from date of Final
Golive of the implementation phadelease note that the AMC periadd paymenshall commence
from Final Gelive of the project after completion of all 3 phase84365 days)

4.10 Existing System Details

1 The details of existing systems already in place are mentiorfsthexurel. The bidders/System
Integrators shall consider and examine this data while proposing the soliteaxisting project
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was implemented in year 2018.
T The Bidder hMSSRTtCo Cweinstirtalt hOf fii ced and make asset
list and the details of each devices before submission of the bids
1 The biddesshallcheck the working condition of the equipment and satisfy himself before quoting the
prices. No pleaegarding incorrect / incomplete details and revision of price quoted will be entertained
later on.

4.11 Hinderance Registration

In the event of any delays arising within the department or from the selected bidder that come to notice during
the implementatioof the project, a Hindrance Register option shall be available for systematically document
and address such impediments. The format for the Hindrance Registration will be finalized as part of the
project implementation process. All relevant parties arkgated to promptly report and record any
hindrances, ensuring transparency and facilitating effective resolution to maintain project timelines.

4.12 PaymentTerms

1 The price quoted by the Bidder shall be fixed duringethtirecontractperiod.

1 Payment shalbe made in Indian Rupees onNo advance payment shall be made.

1 Payment will be releaseafter successful CCTV implementation of respective individual phases viz.
Phasel, 2 and Phase 3 locationsy Central office committee of MSRTGfter necessary
authentication process frononcerned Divisional offices

T The Bidder 6s request f centrgdfigem eviitihg, accorapbnied liyan ma d e
invoice describing, as appropriate, the Goods/Products/Services/Solutions delivered and the Services
performed, and upon fulfilment of other obligations stipulated in the contract.

1 Payment shall be made only after the positvs at i sf act ory t estdivisiopalr eport
office staffat every stage théd:

0 Prel nstall ation testing of Goods/ Products/ Ser v
0 Conforming the Quality of delivered Video Feeds.
0 User Acceptance Testing afteuccessful Deployment & Commissionialgng with Audits

The bidder should ensure that the deliverables are submitted to Department as per the timelines in the RFP.

The payments shall be releasedWSRTC Central Officeas per thaleliverables and timelines after due

deduction of Penalties /SLAs per the authentication process by Divisional offi€esy. For ICCC, the

payment shall be released from MSRTC Central office.

Milestones Timelines % of Payment

1 Date ofsigning of Agreement TO

Field Visits and Site Survey®reparationof alll r a wi n -
) ) . N TO + 45

2 basisand actuasite-wise BOM with finalization of camera davs

type & count y

Submission of detailed project plan and SRS (including plaij TO + 60 -
documents) days
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10% of the total

various equipment, components and systems for
CCTV surveillance at Division Office and/or Bus

Stations and/or Division Workshops and/or Central
Work Shops and/ or Tyre Retreading plant and/or
Central Training Institute, as applicable under

days

Setting up of CommandndControl Centre at MSRTC | TO + 90
. . . CAPEX cost of
Central Office(Inclusive of UAT and Training) days .
project. *
Pilot Phase: Installations under 1 MSRTC Division -
1 Supply of all Network passive and electrical items
of materials at site.
1 Supply of all active component cameras, NVR,
switch and remaining items etc. at sites.
1 Installation, commissioning and configuaati of TO + 120

Work Shops and/ or Tyre Retreading plant and/or

Central Training Institute, as applicable under
division
1 Final Acceptance Testing (FAT) for Video

Surveillan c e
i Training & Capacity Building for
personnel
I User Acceptance Testing, Feedback Incorporation
Training, infrastructure Audit, Application Audit
and Security Audit (CERTTN Empanelled Agency)

Syst em,forBEhgsdi p me
MSRTC

days

division
User Acceptance Testing, Feedback Incorporation
. . . L . TO + 135
Training, infrastructure Audit, Application Audit and davs
Security Audit (CERTIN Empanelled Agency) y
Go-Live Phase 1: Installations under 10 MSRTC Division 90% of tte total
1 Supply of all Network passive and electrical items CAPEX COSt. of
. . Phase 1 project
of materials at site. components *
T Supply of all active component cameras, NVR, P
switch and remaining items etc. at sites.
9 Installation, commissioning and configuratiarf
various equipment, components and systems fo
CCTV surveillance at Division Office and/or Bus
Stations and/or Division Workshops and/or Central
TO + 195

Go-Live Phase 2 : Installations under 10 MSRTC Division

1 Supply of all Network passive and electrical items
of materials at site.

TO + 255
days

90% of the total
CAPEX cost of
Phase 2 project
components *
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Supply of all active component cameras, NVR,
switch andremaining items etc. at sites.

Installation, commissioning and configuratiaf
various equipment, components and systems for
CCTV surveillance at Division Office and/or Bus
Stations and/or Division Workshops and/or Central
Work Shops and/ or Tyre Retding plant and/or
Central Training Institute, as applicable under
division

Final Acceptance Testing (FAT) for Video
Surveill ance SjfosPhasdh, Eq
Training & Capacity Building for MSRTC
personnel

User Acceptance Testing, Feedbdo&orporation,
Training, infrastructure Audit, Application Audit
and Security Audit (CERTTN Empanelled Agency)

)l

Go-Live Phase 3 : Installations under MSRTC Division

Supply of all Network passive and electrical items
of materials at site.

Supply of all active component cameras, NVR,
switch and remaining items etc. at sites.
Installation, commissioning and configuratiaf
various equipment, componentand systems for
CCTV surveillance at Division Office and/or Bus
Stations and/or Division Workshops and/or Central
Work Shops and/ or Tyre Retreading plant and/or
Central Training Institute, as applicable under
division

Final Acceptance Testing (FAT) forVideo
Surveillance System, E(¢
Training & Capacity Building for MSRTC
personnel

User Acceptance Testing, Feedback Incorporation
Training, infrastructure Audit, Application Audit
and Security Audit (CERTTN Empanelled Agency)

TO + 315
days

90% of the total
CAPEX cost of
Phase 3 project
components *

10

E R

Preparation and Submission of the following Manuals

User Manuals
Installation Manuals
Operational Manuals
Maintenance Manuals

TO + 335
days
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Remaining 10 %
CAPEX cost of
project
components of all
three Phases
(Phases 1, Phase
[l and Phase III)

Stabilization: Final Gd.ive

Stabilization of NVR, CCTV across all locations, sign off
by the MSRTC officials confirming the NVR, CCTV are | TO + 365
11 working as intended without any errors, bugsrashes. days=T1

This shall be considered as T1.

OPEX cost to be
paid every
quarter in
equated
installment.

T1+ 60 Please note that
Months the AMC period
shallcommence
from Final Go
live of the project
after completion
of all 3 phases
(T+365days)

12 Warranty & AMC contract

*Note:

91 Proof of license purchased and supplied to MSRTC

After verification by MSRTC Representative of the goods/ products/ services supplied as per BOQ

1 Submission of the certification from the Govt. Recognized Agencies digg-in/recognise
committee appointed by MSRTC, Report of successful installation Autimorities.

1 Successful Gdive Certificate

9 After satisfactory certification of committee from MSRDBrisional Committegpostcompletionof
all the necessary Audits mentioned in the scope of this RFP, the payment will be retengashtral
office committee of MSRTCs

1 The payment for the components commissioned at Central office and ICCC shall be released fro
Central office committee dWISRTC.

1 The O&M phase shall initiate after the Gaolive of all the three phasesand Stabilization period.
The O&M shall start post timeline T1. The warranty for all the components shall be validill
the end of Operation and Maintenance phasér'l + 60 months and anyextendableperiod) and
the payment for the O&M phase shall initiateonly after the Gao-live of all the three phases and
Stabilization period.

=
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4.13 Service Level Agreements

Service Level Agreement (SLA) shall become the part of contract between MSRTC and the
Successful Bidder. SLA defines the terms of the succeBsfud d er 6 s responsi bil ity i
timely delivery of the deliverables and the correctness of the same based on the agreed Performance
Indicators as detailed in this section. The successful Bidder has to comply with Service Levels
requirements to ensel adherence to project timelines, quality and availability of services. The

successful bidder has to supply tools to monitor all the SLAs mentioned below.

Note: Penalties shall not be levied on the successful Bidder in the following cases:

A There is adrce majeure event effecting the SLA which is beyond the control of the successful
Bidder

A The noncompliance to the SLA has been due to reasons beyond the control of the bidder.

A Theft cases by default would not be considered as "beyond the contidtief'bHowever,

certain cases, based on circumstances & certain locations, MSRTC may agree to qualify as
"beyond the control of bidder". Damages due to Road Accident / Mishap shall be considered
as "beyond the control of bidder". However, Power shut dovadeliberate damage to camera

/ Pole would not be considered as "beyond the control of bidder".

The purpose of this Service Level Agreement (hereinafter referred to as SLA) is to
clearly define the levels of service which shall be provided bySistem Integrator to
MSRTC for the duration of this contract.

4.13.1 Definitions
For the purposes of this service level agreement, the definitions and terms are specified in the contract
along with the following terms shall have the meanings set forth below :

A AUpti med shalll mean the time period for t he
specified technical service standards are available to the user department. Uptime, in
percentage, of any component (Non IT & IT) can be calculated based on totairhthes
quarter.

A ADownti med shall mean the time period for whic
specified technical and service standards are not available to the user department and excludes
downtime owing to Force Majeure & Reasons beyondrobaf Sl.

4.13.2 Measurement of SLA
4.13.2.1 Delay in Delivery of Project Scope:

A Timely Delivery of the Scope

Definition Timely delivery of deliverables would comprise entire bill of Material and the
application systems, and as per successful UAT of the same.

Service Level All the deliverables defined in the contract has to be submittetih@non the date
Requirement as mentioned in the contract with no delay.
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Measuremenbf To be measuredn Numberof daysof delay from the timelinesmentioned irthe
Service Level Sectio.13 for therespective division.
Parameter

e[SVl el  per day of the CAPEX of project components considered at respective location
SLA for first 45daysand 0.26 per day for every subsequentperiod post 45 days
Requirement Maximum Penalty cap for Capex penaltyskb of Total billing amount for that
respective phaself the penalty exceeds 5% of the total Capex value MSRTC m
invoke termination clause. Penalty will be computed on Capex vatmtfct.

4.13.2.2 Operational Penalties

# SLA Components S:B/tai\me Penalty
CCTV Surveillance System
>99% No Penalty
<99 % to 0.05% of Total quarterly
Uptimeof CCTV Surveillance Cameras >=0 704 Payment for evergay of
i . . . (0)
1.1 (live feed available irrespective of delay
network/power/etc. issues) 0.1% of Total quarterly
<97% Payment for evergay of
delay
<99% No Penalty
<99 % to 0.05% of Total quarterly
o o >=98% Payment for evergay of
1.2 VMS application availability delay
0.1% of Total quarterly
< 98% Payment for evergay of
delay
>99% No Penalty
0.05% of Total quarterly
<99 % to
Uptime per NVR and Switches >=97% Payment for evergiay of
1.3 delay
0.1% of Total quarterly
<97% Payment for evergay of
delay
2 Command and Control Center components
>97.5% No Penalty
<97.5 % 0.05% of Total quarterly
_ o t0 >=95% Payment for evergay of
2.1 Hardware Equipment Availability delay
0.1% of Total quarterly
< 95% Payment for evergay of
delay
2.2 ICCC Application availability >99% No Penalty
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SLA

# SLA Components Uptime Penalty
0,

S |

>=98% Y y
delay
0.1% of Total quarterly

< 98% Payment for evergay of
delay

*Upti me mentioned here is requi rRepdtsftomSLAc hi eve f o

monitoring tool should be made available for all the abové AT OET T AA 3,180

1. Complaint Resolution: The biddeishall be responsible for maintaining the desired performance
and availability of the hardware and software components supplied under the scope of work of
this RFP. The bidder should ensure the prompt service support during Contract period. If
complaintis madebefore4 pm of theworking day,thesameshouldbeattendednthesame day.

_ _ Penalty for delay in resolution of complaints beyond 24
Site/Location Hours
All Sites Rs. 500/ per complaint per day or part thereof

Resolution Time: - Defined agime taken to resolve a problem. The resolution time will

be considered with respect to clock hours. If the successful bidder fails to attend the uptime
and complaint resolution as specified above, the operational penalty will be imposed as
specified abovevhich will be recovered from quarterly payment or from PBG

Exceptions:

Downtimeplannedor prescheduledhange¢ Maintenancectivitiesandthe sameshall be
intimated in advance to the MSRTC for prior approval and downtime in such cases shall
notbemorethanl2hoursin quarter ForceMajeureconditionsasmentionedn the RFP.

2. Penalty for Non-Availability of Technical Resource: If bidder does not deploy the required
specifiedquantityandquality of manpowein theRFPor apersordeployeds not reporting to the
duty, there would be a penalty B. 1000/ per person per day of unsanctioned leave or-non
reporting or nordeployment will be deducted from the quarterayment.

Note: In case of any breach in the SLA a penalty amounting to maximum of 5% of the Quarterly
O&M charges shall be levied on the selected bidéliso, all the operational penalties would be
calculatedonly from the SLA monitoring tool with necessary autheniicatrom Divisional

Offices.

4.14 Replacement of defective item

1 Ifany equipment or any part thereof, is found defective or fails to meet the requirements of the contract
before it is accepted, shall give the Bidder a notice setting forth details of sucts deffailures and
the Bidder shall forthwith arrange to set right the defective equipment or replace the same by the good
one to make it comply with the requirements of the contract. This in any case shall be completed within
a period not exceeding 15ytafrom the date of the initial report pointing out the defects. The
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replacement or rectification shall be made at site by the Bidder free of cost. If the Supplier fails to do
the needful within this stipulated time frame, the purchaser reserves thingject the equipment

in full or in part and get it replaced at the cost of the Supplier. The cost of any such replacement made
by the Purchaser shall be deducted from the amount payable to the Supplier against this purchase
order.

1 If any equipment or art thereof is lost or rendered defective during transit, pending settlement of the
insurance claim, fresh order shall be placed on the Bidder for such loss or defective equipment and the
Bidder shall arrange to supply the same within three months ofosdeh at the same prices and on
the same general terms and conditions as mentioned in this purchase order.

4.15 Warranty Terms

1. All goods or materials shall be supplied strictly in accordance with the specifications, drawings,
datasheets, other attachmentd aonditions stated in the Bid / Order / LOI.

2. All materials supplied by the Bidder shall be guaranteed to be of the best quality of their respective
kinds and shall be free from faulty design, workmanship and material.

3. In event of default originating witthe design, material arising at any time during the Warfanty
the entire Contract period and any extendable period, if fiogn thedate of Successful Gave ,
the Bidder shall replace as may be necessary to ensure the material should function in accordance
with the specification and to fulfil the foregoing Warranty without any delay.

4. The Bidder shall warrant that every work executed under the contract sedebfrom all defects
and faults in material, workmanship efiwr the entire Contract period and any extendable period, if
anyfrom thedate of Successful Gloive including installation/commissioning and successful User
Acceptance Test.

Note: In case of phase wise @ige, the warranty of all the components should start from date of Final
Go-live of the implementation phase.

4.16 Warranty Period

1. The onsite comprehensive warranty periodads entireContract Period and any extendable period
if any,for the all items / equipment/ Software supplieduding spare part&as per BoQjrom the
date of Successful Glove of the system. During the warranty period, the Bidder should perform
regular predictive and preventive maintenance of the systathl@tations at least onée month

2. The Bidder will undertake that supplies of necessary maintenance equipment and spare parts will be
made available for all Items/Equipment and the complete Systetimef@ntire Contract period and
any extendable peril, if any.

4.17 Exit Management

1. Biddershallhandover alHardware/$ftware components after the completion ofdbetractperiod
andformally closethe projectwith no additional costThis processwill beinitiated6 monthsbefore
the ending of the project contracto align both the parties on transition modalities, agency will
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submit a detailed Exit Management Plan be®raonths of the ending date of the contract. Exit

Management Plan wilhcludefollowing butlimited to:

a. Detailedinventory of all the assets, IT Infrastructure, its location, condition, licenses, documents,
manuals,etc. createdunderthe Project. The ownership of all thénardwareand software
components shall lie with MSRTC.

b. Methodof Transitionincluding roles and responsibilitiesof both the partiesto handoverand
takeover thehargeof projectregularactivitiesandsupportsystem.

c. Proposal for necessary setup or institution structure required at MSRTC level to effectively
maintain therojectaftercontracending.

d. Training and handholding of MSRTC Staff or designated officers for maintenance of project after
contract ending.

e. MSRTC will approve this plan after necessary consultation and start preparation for transition.
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5. General Conditions of Contract

5.1 GoverningLaw

The Contract shall be governed by amerpreted in accordance with the laws of the India.

5.2 Confidential Information

1. MSRTCandthe SuccessfuBiddershallkeepconfidentialandshallnot, without thewritten consent
of the other party hereto, divulge to any third party aleguments, data, or other information
furnished directly or indirectly by the other party hereto in connection with the Contract, whether
such information has been furnisherbr to, duringor following completionor terminationof the
Contract.

2. TheSuccessfuBiddershallnotusethedocumentsjataandotherinformationreceivedrom MSRTC
for anypurposeotherthantheservicegequiredfor theperformancef theContract.

5.3 Changein Laws and Regulations

1 Unless otherwise specified in t@ontract, if after the date of the Invitation for Bids, any law,
regulation, ordinance, order or bylaw having the force of law is enacted, promulgated, abrogated,
or changed that subsequendifectsthe Delivery Date and/orthe ContractPrice, then such
Delivery Dateand/orContractPrice shall be correspondingly increased or decreased, to the extent
that the Successful Bidder has thereby been aff@cted performancef anyof its obligations

undertheContract.
9 Land Border Clause for All items of AEKRestriction under 9/13 Rule 144 (i) of General
Financi al Regul ati ons, 2017, any bidder or it

with India will be eligible to bid in this tender only if the bidder is registered with the Competent
Authority. While participating in bid, Bidder has to undertake compliance of this through a
declaration and any false declaration and noncompliance of this would be a ground for immediate
termination of the contract and further legal action in accordance with tee law

1 No beneficiary should be there on the board of OEM from land border sharing country.

5.4 ForceMajeure

1. For purposes of this Clause, Force Majeure means an event or situation beyond the control of the
Successful Bidder that is not foreseeablejnavoidable, and its origin is not due to negligence or
lack of care on the part of the Successful Bidder. Such events may include, but not be limited to, acts
of MSRTC in its sovereign capacity, wars or revolutions, fires, floods, epidemics, quarantine
restrictions,strikesand freight embargoes.

2. The Succss s f u | Bi dder shall not be | iable for ter mi
delay(s) in performance or other failure to perform its obligations under the Contract is the result of
an evehof Force Majeure.

3. If a Force Majeure situation arises, the Successful Bidder shall promptly notify MSRTC in writing of
such condition and the cause thereof. Unless otherwise directed by MSRTC in writing, the Successful
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Bidder shall continue to perfornsibbligations under the Contract as far as it is reasonably practical
and shall seek all reasonable alternative means for performance not prevented by the Force Majeure
event.

5.5 ChangeOrders and Contract Amendments

1. MSRTC may at any time order the SuccekBidder to make changes within the general scope of
the contract.

2. If any such change causes major deviation in the cost of, or the time required for, the Successful
Bidder performance of any provisions under the Contract, an equitable adjustment steadiebia
the Contract Price or in the Delivery and Completion Schedule, or both, and the Contract shall
accordingly be amended. Any claims by the Successful Bidder for adjustment under this Clause must
be asserted within 30 days frahedateof theSucceskil BidderreceiptofMS R T Cléasgeorder.

3. Prices to be charged by the Successful Bidder for any Related Services that might be needed but
which were not included in the Contract shall be agreed upon in advancegdayttbe anghall not
exceed the prevailingteschargedo otherpartiesby theSuccessfuBidderfor similarservices.

5.6 Dispute resolution

1. Any dispute between the parties relating to the terms of this agreement or relating to any act of
breach of the agreement, or, dispute regarding implementation of agreement, ursiteation
unforeseen by the parties or, arising subsequent to the execution of agreement, will be resolved by
mediation. Vice Chairman & Managing Director of MSRTC will act as sole mediator for the
mediation under this clause and his verdict in the mediatill be final.

2. All the dispute and differences arising between the parties hereto, including any dispute or
difference in regard to the interpretation of any provision, or, terms or the meaning thereof or in
regard to any claim of one party againstatiger, or, in regard to the rights, or, obligations of any
party or parties hereto under this Agreement or otherwise, which are not resolved by mediation as
mentioned in above clause shall be referred to a common Arbitrator, if agreed upon by both parties,
or, otherwise to two Arbitrators, one each to be appointed by each party to the dispute and such
Arbitration shall be governed by the provisions of the Arbitration & Conciliation Act, 1996. Seat of
arbitration will be at Mumbai.".

5.6.1 Performance of thecontract

Performance of the contract is governed by the terms and conditions of the contract, in case disputes arise
between the parties regarding any matter under the contract, either Party of the contract may send a
written Notice of Dispute to the other parThe Party receiving the Notice of Dispute will consider the
Notice and respond to it in writing within 30 days after receipt. MSRTC and the Successful Bidder shall
make every effort to resolve disputes amicably by direct informal negotiation, anyedisegtt or

dispute arising between them undeim connectiorwith the contractwill besettledfirst atthelevel of

Vice ChairmamandManagingDirector ofMSRTC.

5.6.2 Arbitration
Foranydisputein thematterthesamewill besettledatthelevel of Hon. Vice Chairman& Managing
Director MSRTQwill befinal andbindinguponbothparties.
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5.6.3 Extensions of Time

1.

5.7

If at any time during performance of the Contract, the Successful Bidder should encounter conditions
impeding timely delivery of the Services, tBeccessful Bidder shall promptly notify MSRTC in
writing of the delay, its likely duration,andits cause.As soonas practicableafter receiptof the
SuccessfuBidder notice MSRTC shall evaluatethe situationand may at its discretionextendthe
SuccessfuBiddertimefor performancen writing.

Delayby the SuccessfuBidderin the performancef its Delivery andCompletionobligationsshall

render the Bidder liable for disqualification for any further bids in MSRTC, unless an extension of
time is agreed mutually.

Termination

The Purchaser may, terminate this Contract in whole or in part by giving the successful bidder a
prior and written 30 daysd6 notice indicating
following circumstances:

Where the Purchaser is of the opinion that there has been such Event of Default on the part of the
successful bidder which would make it proper and necessary to terminate this Contract and may
include failure on the part tfie successful diderto respect any of its commitments with regard to

any part of its obligations under its Bid, the Tender or under this Contract.

Where it comes t o t he sutassfu bidulejoreTedns isia & gostiontof on t h ¢
actual conflict of inteest with the interests of the Purchaser, in relation to any of terms of the
successful biddethe Tender or this Contract.

Wherethes u c ¢ e s s f abllity tb sudiideeas ab Bxdependent corporate entity is threatened or

is lost owing to any reasorhatsoever, including intaalia the filing of any bankruptcy proceedings
againstthe successful biddeany failure bythe successful biddeto pay any of its dues to its
creditors, the institution of any winding up proceedings agatmstsuccessful bidat or the
happening of any such events that are adverse to the commercial vaititiéysuccessful bidder

In the event of the happening of any events of the above nature, the Purchaser shall reserve the right
to take any steps as are necessary, tarertbe effective transition of the project to a successor
agency, and to ensure business continuity.

Termination for Insolvency: The Purchaser may at any time terminate the Contract by giving written
notice tothe successful biddewithout compensatiomo the successful biddeif it becomes
bankrupt or otherwise insolvent, provided that such termination will not prejudice or affect any right
of action or remedy which has accrued or will accrue thereafter to the Purchaser.

In the event of termination ohis Contract by the Purchaser before the expiry of the terthe
successful biddeshall be given a period of 30 days to demobilize itself,

The successful biddenay, subject to approval by the Purchaser, terminate this Contract before the
expiry of theterm by giving the Purchaser a prior and written notice at least 12 months in advance
indicating its intention to terminate the Contract.

Consequences of Termination

8.1 In the event of termination of this Contract, [whether consequent to the stipulated Term of the
Contract or otherwise the Purchaser shall be entitled to impose any such obligations and conditions
and issue any clarifications as may be necessary to enswti@ent transition and effective

97 Signature of thevidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Integrated Command Control Center (ICCC) at MSRTC

business continuity of the project whittte successful biddahall be obliged to comply with and

take all available steps to minimize loss resulting from that termination/breach, and further allow
and provide all suchssistance to the Purchaser and/or the successor agency, as may be required, to
take over the obligations of the erstwthilte successful bidder relation to the execution/continued
execution of the scope of this Contract, even where such assistaageiied to be rendered for a
reasonable period that may extend beyond the contract term/ termination hereof.

8.2 Where the termination of the Contract is prior to its stipulated term on account of a Default
on the part ofthe successful biddéfThe s ¢ ¢ e s s f ulTkamiwriddedodhe fact that the survival

of the successful biddess an independent corporate entity is threatened/has ceased, or for any other
reason, whatsoever, the Purchaser througihetermination of the consideration payablettie
successful biddeas agreed mutually by Purchaaed the successful biddarthrough a third party
acceptable to both parties may plag successful biddésr those goods that have been satisfactorily
installed and commissioned and for that parthef Services which have been authorized by the
Purchaser and satisfactorily performed the successful bidderp to the date of termination.
Without prejudice any other rights, the Purchaser may retain such amounts from the payment due
and payable by theurchaser tthe successful biddas may be required to offset any losses caused

to the Purchaser as a result of the Termination or due to any act/omisdtomswécessful bidder

In case of any loss or damage due to default on the pidr¢ sticcedal bidderin performing any

of its obligations with regard to executing the scope of work under this Contractyuccessful
biddershall compensate the Purchaser for any such loss, damages or other costs, incurred by the
Purchaser. Additionallythe successful biddérs Team and/ or al lthet hi rd p
successful biddeshall continue to perform all their obligations and responsibilities as stipulated
under this Contract, and as may be proper and necessary to execute the scope of wiiike under
Contract in terms dhe successful biddérs Bi d, t he Tender and this Cor
as were being performed before the collapgb®Euccessful biddas described above in order to
execute an effective transition and to maintaisiibess continuity.

9. Nothing herein shall restrict the right of the Purchaser to invoke the Bank Guarantee and other
Guarantees furnished hereunder, enforce the Deed of Indemnity and pursue such other rights and/or
remedies that may be available to thecRaser under law.

10. The termination hereof shall not affect any accrued right or liability of either Party nor affect the
operation of the provisions of this Contract that are expressly or by implication intended to come
into or continue in force on or afteuch termination.

11. At the time Merger or Acquisition all roles and responsibility shall be transferred to new
Organisation / Acquirer and the same must be ensutbebguccessful biddevhile signing any
such deal.

5.7.1 Assignment

If Successful Biddefiails to render services in stipulated timeframe and as per schedule, MSRTC, at its
discretion and without any prior noticeSaccessful Biddemay discontinue or minimize scope of work

or procure/boardny other similar Bidder to rendersimilar servicesto completeproject instipulated
timeframe.
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5.8 Other Conditions
1. TheSuccessful Biddeshouldbecomplyingwith all applicabldawsandrulesof Gol/GoM/ULB.

2. Surveyor/ SupervistiEngineeetc. deployed by th8uccessful Biddeshall not have right tdemand
for anytypeof permanenemploymentvith MSRTCor its allied Offices.

5.9 RiskPurchase
In case theSuccessful Bidderfails to deliver the project due to inadvertence, error, collusion,
incompetency, misconstruction or illicit withdrawal, tHiiee Chairman & Managing DirectoMSRTC
reserves the right to procure the same or similar services from the alternate soustescast and
responsibility of thesuccessful Bidder

5.10 DelaysinB i d d Rerfdnsance

1. If at any time during performance of the contract, the bidder may encounter conditions impeding
performance of the services, the bidder shall promptly notify MSRTWiting of the facts of the
delay, it's likely duration and its causes.

2. As soon as after receipt of bi dder 6s noti ce, M
discretion, extend the bidders time for performance with or without penalty in whictheasaension
shall be ratified by the biddeby amendmenof thecontractbutin no case, extensiorshallbegiven
morethanonetime. Foravoidance of doubt, delay in performance for reasons beyond control of the
bidder or for reasons nattributable to the bidder for reasonsttributableo MSRTC,shallnotattract
anypenalty.

5.11 Bi d dletegity

The bidder is responsible for oblige to conduct all contracted activities as defined in the scope of work in
accordance with contract.

512 Bi d d @bligaton

1The bidder is obliged to work closely with MSRTC
directives issued by MSRTC.

2.The bidder will abide by the job safety measures prevalent in India and will free MSRTC from all
demand or esponsibilitiesarising from accidentsor loss of life the calls of whichistheb i dder 6 s
negligenceThebidderwill pay all indemnitiesarisingfrom suchincidentsandwill nothold MSRTC
responsibler obligated.

3.The bidder is responsible for managing the activities of its personnel will hold itself responsible for any
misdemeanour

4. The bidder will treat as confidential all data and information about MSRTC, obtained in the execution
of his responsibilitiesn strict confidenceand will not reveal suchinformationto any other party.
MSRTCwill treatas confidential all data and information about bidder, obtained in the execution of
his responsibilities in strict confidenaadwill notrevealsuchinformationto anyotherparty.
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5.13 Corrupt or Fraudulent Practices

The MSRTC requires that the bidder under this bid document, observe the highest standards of ethics
during the execution of this contract.

5.14 Interpretation of The Clausesin The Bid Document/ Contract Document

In case of any ambiguity, in the interpretation of any of the clauses in bid document or contract document,
the MSRTC6s interpretation of the c¢clauses shal
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6. Guidelinesfor Pre-qualification Bid

6.1 Pre-qualification Cover Letter

(To be submitted on the letterhead of the bidder)
Place Date
To,
Dy. General ManagerlT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008

Subject Submissiorof Prequalificationproposalin responséo theRequest for Proposal for Selection of
Agency for Supply, Installation, Commissioning and Maintenance of IP based video surveillance solution
andIntegrated Command Control Center (ICCC) at MSRTC

Tender Reference NoST/IT/CCTV /01/1045

Dear Sir,

Having examined the RFP, the receipt of which is hereby duly acknowledged, we, the undersigned, offer
to providethe professionakervicesasrequiredandoutlinedin the RFPfor fiRequest for Proposal for
Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based video
surveillance solution and Integrated Command Control Center (ICCC) at MSRT® We attach
heretoour responsefo Prequalification proposakequiredby the RFP.We confirm thattheinformation
containedin theseresponse®r any part thereof,including the exhibits, and other documents and
instruments delivered or to be delivered to MSRTC, is true, accuetifiable and complete.This
responséncludesall informationnecessarjo ensurahatthestatementgherein daotin wholeorin part
misleadtheMSRTCin its shortlisting process.

We fully understand and agree to comply thaverification, if any of the information provided here is
found to be misleading the selection process, we are liable to be dismissed from the selection process or
termination of the contract during the project, if selected to do so.

We agree for unconditial acceptance of all the terms and conditions set out in the RFP do@andent

agree to abide by this tender response for a periotBofdays from the date obpening of Pre
gualificationbid and ready to extend the validity of the bid for further peasdnformed by MSRTC.

We hereby declare that in case the contract is awarded to us, we shall submit the security deposit in the
form prescribed the RFP.

We agreethatyou arenot boundto acceptanytendemresponsgou mayreceive We alsoagreethatyou
reserve theight in absolutesenseto rejectall or any of the products/servicesspecifiedin the tender
response.

It is hereby confirmed that I/We are entitled to act on behalf of our company/ corporation/ firm/
organization and empowered $@mn this document as well as such other documents, which may be
required in this connection.
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Signature of Authorized Signatory (with official seal)

Name:
Designation:
Address:
Telephone &ax:
E-mail address:

Mandatory Enclosure:

1. FormatoshareB i d damdBidldingFirm'sParticubrs as per Sectidh3.
2. Checklistfor thedocumentso beincludedin thePre-Qualificationwith apprgriate page numbers.
3. Format of Project Citation
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6.2 Checklistfor the documentsto beincludedin the Pre-qualification Envelope

PQ

Pre-qualification
Criteria

Documents

Submitted
(Y/N)

Documentary
Proof
(Page No.)

PQ.l_ Legal | The bldQer (all 1 Copy of Certificate of

Entity members in case ( : .
consortium)  shoule Incorporation and Certificat
be a company of . Commencement g
registered under th bgs!ness in case of Publ
Companies Act] LImIFe.d company : (.Jr
2013 or thel Certificate of In.corporat.lor.l in
Companies Act case of anvate Limiteq
1956 OR a Limited ~ ComPany, issued by
Liability Partnership Registrar of Cgmpanles.
(LLP) registered 1 Copy. of the list of properly
under the LLP Act, constltgted management
2008 or Indian goverr.nng. body of ~ ths
Partnership Act 193] Organlzat.lor) Memorandur
as on the date of bi of .Assouatlon (MOA). a_mc
submission. Articles  of  Association

(AOCA)

1 Copy d PAN Card

9 Copy of GST Registration ¢
the Bidder.

9 Registration proof (which sha|
include name change/ impact
mergers or acquisitions of th
organization).

PQ2- The average annual
Turnover turnover of the

bidder or combined
average annual
turnover of all
consortium member:
of best 3 years out C
all 5 years should be
more than INR 550
cr. (The financial
years to be
considered are FY
19-20, FY 2021,

FY 21-22, FY 22

23, FY 2324).

1 Certificate from the Statutor
Auditor / Chartered Accounth
clearly stating the Turnover.

Bidder must submit copies ¢
audited Balance Sheets for of bg
3 years out of all 5 years (Th
financial years to be consider¢
are FY 1920, FY 2021, FY 2%t
22, FY 2223, FY 2324).
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Documentary

Submitted Proof

(YIN)

Pre-qualification
d Documents

Criteria

(Page No.)

CCTV Surveillance

System including
supply, installation|
testing,

commissioning,
maintenance, an
operations for

Central/ State
Government
Department /
Ministry /

PSU (Central |

State), ULB, Baks
in Indiaiin last Sever
(07) years as on th
date of bid
submission.

One (1) Project o
similar nature having
value not less than 9

Cr

PQ3- Net | The leadBidder and
Worth consortium member,
should have positivi { Certificate from the Statutor
networth in all 5las|  Auditor / Chartered Accountar
financial years (FY| clearly stating the positive n¢
19-20, FY 2021, FY worth.
21-22, FY 2223, FY
23-24)
PQ4- The Bidder (Leac
Capability 1 | Bidder or all
members in
nsortium) shoul
E;)vsoetxupeZieiczu; A Wor k Order
Completion Certificate fo

completed projects from clier
along with project citation i
format specified in Clause 6.4

AFor substantially completed*
projects, Work Order/Copy d
Agreement, successf
completion of UAT and
performance certificate from th

client mentioning list of
activities completed (fo
ongoing projects) 0

documentary evidee (invoice
and payment receipts, payme
credit proof) of payment of 509
of the contract value of th
respective projects along wil
project citation as per formg
specified in Clause 6.4
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Documentary
Proof
(Page No.)

Submitted
(Y/N)

OR

Two (2) Projects of
similar natuwe having
value not less than 5
Cr . each project
OR

Three (3) Projects o
similar nature having
value not less than 4
Cr each project

PQ5
Capability 2

The bidder (Leac
Bidder or all
members in

Consortium) shoulc
have experience i
project for
Deployment &
Monitoring of at
least 5,000 camere
in Single project for

Central/ State
Government
Department I
Ministry /

PSU (Central |

State), ULB, Baks
in India during last
07 years ason the
date of bid
submission.

A Wo r k Order

Completion Certificate  fo

completed projects from clier

along with project citation i

format specified in Clause 6.4

1 For substantially completed*
projects, Work Order/Copy (¢
Agreement, succesdf
completion of UAT ang
performance certificate fror|
the client mentioning list o
activities  completed  (fo
ongoing projects) o]
documentary evidence (invoig
and payment receipts, payme
credit proof) of payment o
50% of the contract value of th
respetive projects along witl
project citation as per formg
specified inClause 6.4
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Documentary
Proof
(Page No.)

Submitted
(Y/N)

PQ 6 The Bidder (Leac

Capability | Bidder or all

3 members in
Consortium) shoulc
have experience i
implementation  of
Command Contro
Center including
settingup
installation, testing| 1 Work Order and Projed
commissioning, Completion Certificate fo
maintenance, an| completed projects from clief
operations fo  along with project citation ir
Central/ Statg  format specified in Clause 6.4
Government 1 For sulstantially completed**
Department | projects, Work Order/Copy d@
Ministry / Agreement, successf
PSU (Central | completion of UAT and
State), ULB, Baks performance certificate fror|
in Indiain last Sever]  the client mentioning list o
(07) years as on th  activities  completed (fo
date of bid|  ongoing projects) o]
submission documentary evidence (invoig

and payment receipts, ypaent

One (1) Project o] credit proof) of payment o
similar nature having  50% of the contract value of th
value not lessthan respective projects along wil
09 Cr project citation as per formg
OR specified inClause 6.4
Two (2) Projects of
similar nature having
value not less thabb
Cr. each project
OR
Three (3) Projects
similar nature having
value not lessthan
05 Cr each project

PQ7- The Dbidder (leaq q Relevant copy of valig

Certificates | bidder in case o] certificate. The certificatg
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Documentary
Proof
(Page No.)

consortium mus|
mandatorily posses
valid any 03 out of
the following
certifications as or
the date of big
submission.
5. ISO 9001
6. 1SO 20000
7. 1SO 27001
8. CMMI
Level 3 or
higher is
Compulsory.

(All certificates
should be valid or
tender submission
date)

should be valid as on bi

submission date.

PQ & Local
Presence

The Bidder shoulg
have Support Cente
or local office in
Maharashtra  Stat
operating for last ]
year as on the date ¢
bid submission.
Or

Bidder to make
Local Presence wil
be available within
45 days from the dat
of Issuance of Lol

9 List of office (s) and Suppot
Centre in Maharashtra
OR

Undertaking to be submitted ¢

the letterhead of the bidds

regarding Local Presenceill be
available within 45 days from th
from the date of Issuance of Lol

PQ S
Manpower
Strength

The bidder shoul
have at least 10
technically qualified
employees working
in IT/ITES related
projects i.e.
Networking,

Storage, Backuy

Declaration from HR to b
submitted as per Annexure
along with the details of EFPO.
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Documentary
Proof
(Page No.)

Criteria
solutions, Cloud
solutions, Cybel

security etc., whc

have prior
experience in
implementation anc
maintenance o]

CCTV suveillance
project (o
payroll as on the dat
of bid submission.

PQ-10
Product

The Bidder should
have undertaking
from OEMs for
availability of all
products, its spare
accessories an
support  till  the
contract period fol
the products offere(
and OEM will certify
that the product i
not end of life
product

OEM Item Authorization fam
Annexurel. MAF is required for
Cameras, NVR, Networkin
switches, VMS, ICC, EMS, HMS
SLA, NMS, Server, UPS
Displays, Videowalls and othg
required components

PQ-11
Product

The bidder shal
ensure that th
proposed Active
Components fol
networking &
Storage, NVR shoul
be from
IDC/HIS/IMS /
Gartner / Forreste
Report

9 OEM Item copies of the vali
certificates from authorize
agencies.

PQ-12
Blacklisting/
Debarment

The Bidder shoulg
not be blacklisted fo
unsatisfactory pas
performance, corrup
& fraudulent
practices or any othe

unethical conduct by

1 A self-certified letter signetyy
the Authorized Signatory of th
Bidder as peAnnexure B
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R . Documentar
Pre-qualification Submitted y
Documents Proof

(Page No.)

Criteria (Y/N)

any Central/ State
Government
Department /
Ministry /

PSU (Central |
State), ULB, Baks
as on date of bi
submission.
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6.3 FormattoshareBi d d @&ndEidsling Firms Particulars

The Table below provides the format in which generf@rmation about the bidder must be furnished.

Information Details

‘

Name of Bidding firm:

Address and contact details of Bidding firm:

Firm Registration Number and Year of Registration

Web Site Address

Status of CompangPublic Ltd., Pvt. Ltd., etc.)
C o mp a GSTRegistration No.

Service Tax Registration No.

Companyds Permanent Account N

© [© N o |9 |k |w NP

Companyds Rev éyeare(Yearavise)t he | as

Name,Designationand Addressof the contactpersonto whom all
referenceshallbemaderegardinghis RFP:

11. Telephone number of contact person:

[EEN
©

12. Mobile number of contact person:

13. Fax number of contact person:

14. E-mail address of contact person:

Pleasesubmittherelevantproofsfor all thedetailsmentionedcabovealongwith yourBid response

Authorized Signatory
Name Seal
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6.4 Format to ProjectCitation

# | ltem Details Attachment Ref. Number

Nameof TheProject
Dateof Work Order
Client Detailswith Address andContact

1

2

3 Numbers
4 Scopeof Work
5

6

Contract Value
Completion Date

Note: The Bidder is required to use above formats for all the projects referenced by the bidder for the
pre- qualification criteria
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7. Guidelines for Technical Qualification Bid
7.1 Technical Cover Letter

(To be submitted on the letterhead of the bidder)
Place:

Date:
To,
Dy. General ManagerIT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008

Subject Submissiorof technicaproposaln responséo theRequest for Proposal f&election of Agency

for Supply, Installation, Commissioning and Maintenance of IP based video surveillance solution and
Integrated Command Control Center (ICCC) at MSRTC

Tender Reference NoST/IT/CCTV /01/1045

Dear Sir,

Having examined the RFP, the receipt of whicheseby duly acknowledged, we, the undersigned, offer
to providethe professionakervicesasrequiredand outlinedin the RFPfor fiSelection of Agency for
Supply, Installation, Commissioning and Maintenance of IP based video surveillance solution and
Integrated Command Control Center (ICCC) at MSRTCo.

We attachheretoour responsego technical requiredy the RFP. We confirm that the information
containedin theseresponse®r any part thereof,including the exhibits, and other documents and
instruments delivered or to be delivered to MSRTC, is true, accurate, verdiadhlomplete.This
responséncludesall informationnecessarjo ensurahatthestatementgherein daotin wholeorin part
misleadtheMSRTCin its shortlisting process.

We fully understand and agree to comply that on verification, if any of the information provided here is
found to be misleading the selection process, we are liable to be dismissed from the selection process or
termination of the camact during the project, if selected to do so.

We agree for unconditional acceptance of all the terms and conditions set out in the RFP document and
agree to abide by this tender response for a perid@@tlays from thdast date ofopening of Pre
qualification bidand ready to extend the validity of the bid for further periogdeasmutual agreement

with MSRTC. We hereby declare that in case the contract is awarded to us, we shall submit the security
deposit in the form prescribed the RFP.

We agreethatyou arenot boundto acceptanytendemresponsgou may receive We alsoagreethatyou
reserve theight in absolutesenseto rejectall or any of the products/servicesspecifiedin the tender
response.

It is hereby confirmed that I/We amntitled to act on behalf of our company/ corporation/ firm/
organization and empowered to sign this document as well as such other documents, which may be
required in this connection.
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Signature ofAuthorizedSignatory (with seal)

Name:
Designation:
Address:
Telephone & Fax:
E-mail address:

Mandatory Enclosure:
1. Checklistfor thedocuments$o beincludedin the TechnicaEnvelope with appropriate page numbers.
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7.2 Checklistfor the documentsto beincluded in the Technical Envelope

. Documentar
# Parameters Max Criteria WES Submitted Proof ’
Marks (Y/N)
(Page No.)

TQ 1 | The average annual turnov, 1) >1000 10

of the bidder or combine] 2) >750cr - | 07

average annual turnover | 1000cr

all consortium members ¢ 3) 550cr - |05

best 3 years out of all 5 yea 750cr

should be more than INI 10

550 cr. (The financial yeatr

to be considered are FY -1

20, FY 2021, FY 2122, FY

22-23, FY 2324).
TQ 2 | The Bidder (Lead Bidder @ a) 1 project off 20

all members in Consortiur| value not lesg

should have experience than 90Cr

CCTV Surveillance Syster b) 2 projectd 15

including supply, each of value

installation, testing not less thar

commissioning, 56 Cr

maintenance, and operatio

for Central/ State 20 :

c) 3 projects| 10

Government Department each of value

Ministry / not less thar

PSU (Central / State), ULE 45 Cr

Banksin Indiain last Sever

(07) years as on the date

bid submission.
TQ 3 | The bidder (Lead Bidder ¢ Single project] 20

all members in Consortiun] with 10,000

should have experience and above

project for Deployment & Cameras

Monitoring of at least 5,00

cameras in Single project f( 20 Single project 15

Central/ State Governmel with 7000 to

Department / Ministry / 9999

PSU (Central / State), ULE Cameras

Banksin Indiaduring last 07, 10

years as on the date of b
submission.

Singleproject
with 5000 to
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6999
Cameras
TQ 4 | The Bidder (Lead Bidder @ a) 1 project off 10
all membersn Consortium) value not lesg
should have experience than 09 Cr
implementation of
Command Control Centg
!ncludlng settlngjp b) 2 projects 7
installation, testing
commissioning, each of value
: . not less thar
maintenance, and operatio] 10
06 Cr
for Central/ State
Government Department
Ministry / c) 3 projecty 5
PSU (Central / State), ULE each of valug
Banksin Indiain last Sever not less thar
(07) years as on the date 05 Cr
bid submission
Q5 The bidder should have ¢ No.. of| 10
least 100 technical qualifies fulltime
employees working in technical
IT/ITES related projects i.¢ resources
Networking, Storage|
Backup solutions, Cloug a) >200
solutions, Cyber security
etc, who have priol 10 b)_ >150 to| 07
experience in <=200
implementation ang c) 100 to] 05
maintenance of CCTV <=150
surveillance  project or
bi dder 6s pay
date of bid submission.
Declaration from HR as pe
Annexure E
TQ 6 | The Bidder (Lead Bidder it All the | 10
Consortium)must possess Certificates
valid certification as on thi Any  Three| 07
date of bid submission. 10 Ceriificates
1.1SO 9001 including
2.1S0O 20000 CMMI
3.1S0O 27001
4. CMMI Level 3 or higher
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(CMMI  Level 3 s
mandatory)

TQ7

Presentation covering
Approach & Methodology
for  Implementation i
Solution Architecture
scalability, Interoperability
Risk  Management and
modularity featureg
considering the  futur
expansion of the project

05

05

TQO

Proof Of Concept: Testin
and verification of CCTV,
NVR, VMS and associate
H/W , H/W infrastructure
and capability of Analytical
software, Live feed with
monitoring, SMS / emai
notification, Popup, Alerts
Motion Detection, ANPR
detection, lIllegal Parkmp
etc., and other analytig
mentioned in scope of work

15

15

Total

100

100
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7.3 Format for Bank Guarantee for Earnest Money Deposit (EMD)

Format for Bank Guarantee for Earnest Money Deposit (EMD)
(To be stamped in accordance with the Stammpfttte Country of Issuing Bank)

To,
Dy. General ManagerIT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008

Whereas <<Name of the bidder>> (hereinafter called 'the System Integratosybraited the bid for
Submission of RFP <<RFP Number>> dated <<Date>> for <<Name of the assignment>> (hereinafter called
"the Bid") to <<Purchaser>>.

Know all Men by these presents that we <<ééé>> ha
"the Bank") are bound unto the << Purchaser >> (hereinafter called "the Purchaser") in the sum of Rs.
<<Amount in figures>> (Rupees <<Amount in words>> only) for which payment well and truly to be made

to the said Purchaser, the Bank binds itself, its suceessat assigns by these presents. Sealed with the
Common Seal of the said Bank this <<Date>>.

The conditions of this obligation are:

1. If the Bidder having its bid withdrawn during the period of bid validity specified by the Bidder on the Bid
Form; or
2.If the Bidder, having been notified of the acceptance of its bid by the Purchaser during the period of validity
of bid

a) Withdraws his participation from the bid during the period of validity of bid document; or

b) Fails or refuses to participate in thebsequent Tender process after having been short listed;

c) Fails to submit the Performance Bank Guarantee as specified in the terms and conditions of the RFP;

We undertake to pay to the Purchaser up to the above amount upon receipt of its first wrtesh getinout

the Purchaser having to substantiate its demand, provided that in its demand the Purchaser will note that the
amount claimed by it is due to it owing to the occurrence of one or both of the two conditions, specifying the
occurred condition oconditions.

This guarantee will remain in force up 180 days andany extendable period in mutuadjreement with
MSRTCand above mandated in the RFP from the last date of submission and any demand in respect thereof
should reach the Bank not later than het above date.
NOTHWITHSTANDING ANYTHING CONTAINED HEREIN:

I.  Our liability under this Bank Guarantee shall not exceed Rs. <<Amount in figures>> (Rupees

<<Amount in words>> only)
II.  This Bank Guarantee shall be valid up to <<insert date>>)
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II. It is condition of air liability for payment of the guaranteed amount or any part thereof arising under
this Bank Guarantee that we receive a valid written claim or demand for payment under this Bank
Guarantee on or before <<insert date>>) failing which our liability under gtrarantee will

automatically cease.
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8. Guidelinesfor Financial Proposal

8.1 Financial ProposalCover Letter
(To be submitted on the Letterhead of the bidder)
Date:DD/MM/YYYY

To

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008

Subject Submission of financial proposal in respots®&equest for Proposal for Selection of Agency
for Supply, InstallationCommissioning and Maintenance of IP based video surveillance solution and
Integrated Command Control Center (ICCC) at MSRTC

Tender Reference NoST/IT/CCTV /01/1045

Dear Sir,

We, the undersigned, o fSelection df Ageney faSupply,dnstalldtien, ser vi c
Commissioning and Maintenance of IP based video surveillance solution and Integrated Command

Control Center (ICCC)atMSRTCO i n accordance with your Request
and ourPrequalificationProposatlated [Irsert Date] Our attached Financial Proposal for is for the sum

of [Insert amount(s) in words and figures]. We are aware that any conditional financial offer will be
outright rejected by MSRTC.

We hereby declare that our Tender is made in good faith, without collusion or fraud and the information
contained in the Tender is true and correct to the best of our knowledge and belief.

We understand that our Tender is binding on us and that yootdreund to accept a Tender you receive.
We confirm that no Pr@ualificationor Technical qualificatiomeviations are attached here with this
commercial offer.

Yours sincerely,
Authorized Signaturdip full and initiald:

Name and Title of Signatory:
Date and Stamp of the signatory Namé&-ioi:
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8.2 Financial Proposallnstructions

1. MSRTCmayawardentirescopeor partof scopementionedn sectiord, asMSRTCdeemdit.

2. MSRTC does not guarantee the volume folliteitems. The actual volume for the given items may
bemoreor less.The paymentshallbe madebasedn unit costquotedfor theitem on actual workis
undertaken

3. All thepricesareto beenteredn IndianRupeeonly.

4. The Bidder needs to account for@lit-of-Pocketexpenses due to Boarding, Traveling, Lodging and
other relatedems.

8.3 Format for Financial Bid

(COMMERCIAL BID OR PRICE BID)

To,
Dy. General ManagerIT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008

Tender Reference na.ST/IT/CCTV /01/1045

Sir,

As per Terms & Conditions of tender documents,

I/We Address

Furnish the following rates for th8election of Agency for Supplynstallation, Commissioning and
Maintenance of CCTV Surveillance System and Command Control Center at ME&RI&S provided
below, for all items and suitems, shall be valid for entire contract duration.

Bidder should quote as per following format inclsive of taxes. Taxes shall be as per prevailing Govt.
laws.
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Aggregation of Bid Value for purposes of Evaluation (Inclusive of all applicable taxes)

Particulars | Amount (in INR) |
A Total CAPEX Costfor CCTV surveillance syster i A0
(A=A1+A2)
B Total Annual Maintenance Cosif CCTV surveillance fi B 0
systemfor 5 years (B)
C Buy Back of ExistingCCTV Infrastructure (C) iCo
Total bid value (A+B-C) This value to be used for evaluation

PART-A: Price format for CAPEX (Inclusive of all applicable taxes)
CCTV Surveillance ComponentgAl)

GST Total

Total
amount | amount

amount for
total gty. (in
INR)

UOM | Quantity RI for one | for one
unit (in | unit (in
INR) INR)

SITC of 5MP Outdoor
1| Network Bullet Camera Nos 3780

5 SITC of AMP IP PTZ NoS 50
Camera

3 SITC of 5SMP Network NOS 2470
Dome Camera

Network Video recording
4 | Server- Channel: 16 Nos 400
Channels including HDD

Network Video recording
5 | Server- Channel: 32 Nos 200
Channels including HDD
Network Video recording
6 | Server- Channel: 8 Nos 50
Channels including HDD
4 Port ,Industrial Switch
7 | including industrial power Nos 50
supply

8 Port ,Industrial Switch
8 | including industrial power Nos 950
supply

16 Port ,Industrial Switch
9 | including industrial power Nos 210

supply
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GST Total
Total
amount | amount
3 amount for
Quantity : for one  for one :
e e total gty. (in
unit (in | unit (in INR)
INR) INR)
10 |Di spl ay 436 Nos 650
11 Weqtherprgof Junction Box NOS 1140
for field switches
6 KVA UPS with battery
12 bank (6 hour Backup) Nos 650
13 | Equipment Rack 9U Nos 650
14 | Metal Conduit with laying Meters | 100000
15 | Passive Cabling Cat 6 Box 800
16 | 3 Core power cable Meters | 12000
17 Pole 6.Mtr with Foundation NOS 550
andlaying
Installation, Testing &
18 | Commissioning including Nos 650

necessary electrical wiring,
Trenching charges (to take
19 | Cable up to pole ) include Meters 6000
digging / laying finer
Any Other Project
Implementation Costs
including Training,
Handholding,

TOTAL Capex for CCTV Surveillance components (Al)

20 Nos 650
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GST

. Total Total
Unit amount

amount for amount for
one unit (in total gty.
INR) (in INR)

INR) unit (in

Servers as per requirement
(Database, CC, FTP, Health
Monitoring & SLA)

Lot

100 TB Storage NAS
(Footage central storage of
incident base footages storir
as per requirement.

Nos

Videowall - 55 inch LED- 9
(3x3) video wall

Nos

55 Inch LED Monitoring
display for operators

Nos

Viewing stations
(workstation) with high
quality graphic cards with
Xeon 3rd Gen Processor

Nos

24 port layer 3 switch (For
Command center)

Nos

42 U Rack

Nos

15 KVA UPS System in high
availability

Nos

©| 00 |N| O

Battery Bank (6 Hrs)

Lot

LN

High Back Chair for Staff &
visitors

Nos

20

11

Desk / Table for staff with
desktop

Nos

10

12

MeetingRoom Table (6
Person)

Nos

13

3+2 (5 Person) Sitting
Capacity Sofa set

Nos

14

Air conditioner 2 Ton

Nos

15

Firewalls for servers &
desktops

lot

16

Command control software
including VMS licenses for

6300 Cameras

Nos

6300
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GST
Unit amount
UoOM Quantity  Rate (in for one

Total Total
amount for amount for
one unit (in total qty.

INR) (in INR)

INR) unit (in
INR)

Health monitoring system
including Enterprise
Management System, NMS,
17 | SLA, HMS. Complete Fault Nos 6300
& Performance Monitoring
software for up to 6300

cameras

18 Patch cord /6 Port loaded NoS 650
LIU

19 | NTP Server Lot 1
8 Port- L2 Network Switch

20 | \jith 2 SFP Module Nos 650

21 | 4U Rack for Switch Nos 650
Installation & Configuration

22 | for Broadband & Switch at Nos 650
sites

23 | Bandwidthcost for 5 years | locations 650

Total for Capex for

ICCC components (A2)
Note: Please consider the rates for All the components required i.e., Hardware, Software, onsite
DC-DR components, Manpower, Network Connectivity, and any other cost applicable).
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PART-B: Price format for Annual Maintenance Cost for 5 years (Inclusive of all applicable taxes)
Annual Cost of AMC which the
Bidder expects to receive from
MSRTC during the Contract
Qty Period of the Project (Amount in
INR)
Year Year Year Year Year
1 2 3 4 5

Total Total amount
amount with GST

without
GST

AMC of Cameras,
Supporting
Equipment,

1 | Accessories &
Command and
Control Centre
Components

2 | Manpower

2.1| Project Manager 01
Project Technical
Lead

2.3| ICCC Support Staff | 06
2.4| Technical Experts 06
2.5| Field Engineer 31
TOTAL

Applicable taxes
TOTAL AMC cost
after Go-Live
OPEX (ABO
Note: The bidder shall quote for all the quantitgntioned for Manpower (Fanstance, 2.3 ICCGupport staffi
total 06 quantities shall be considered.

Lump
Sum

2.2 01

PART-C: Price format for Buy back Cost for existingcomponents(Inclusive of all applicable taxes)

Make/
Description Model

Applicable

Total Amount
Taxes

No/ OEM
C D G H=E*(F+G)
Buy Back Components

S R A
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Make/

Description Model | Qty. Unit Applicable

Total Amount
Rate Taxes ota ou

No/ OEM

.8 ... c /D E _F G HEFG

Total
Back
(@)

of Buy
Cost

Notes

T
T

The bidder can quote maximum of 70% Capital expenditure (Capex)w.r.t. the Total bid value.

Cost for al the components required i.e., Hardware, Software, onsite H/WDRGomponents,
Manpower, Network Connectivity, and aathercost applicable

No Alternate Proposal: The bidder shall mention only one quantity, Unit Of Measurement (UOM) and
unit price foreach line item, only from single OEM/ Type for hardware, software etc., to reach at
consolidated cost as part of Commercial Bid. Any bids, which propose multiple options in terms of
guantity, UOM, OEM/ Type and unit price for each line item shall be suitymajected. For example,

in case of firewall, the bidder submitting two options of firewalls with different options for quantity, UOM,
OEM/ Type and unit price shall be summarily rejected

Supply, installation testing and commissioning of all above ité&thsates should be inclusive of all taxes,
duties, frights, levies, and statutory charges etc. Unit price must be quoted in figure & words.

It also includes 5 years warranty of entire system from date divgowith periodic preventive
maintenance anservice supports as & when required.

Al'l equipment6s and devices shall be installed,
commi ssioning and maintenance guidelines. Shall
part of G-Live signoff. In case of any discrepancies unit price quoted in words will be considered for
computation of total cost ownership.

Cost comparison will be based on total cost of ownership calculated as explained above.
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9. ANNEXURES

9.1 Annexure A:For mat for fARequest for Clarification

All queriesfor the pre-bid meetingneedso be submittedin thefollowing format (both soft copy andhard
copy)asmentionedn i K eEyentsandD a t elause.

Maharashtra State Road Transport Corporation

RFP forfiSelection of Agency for Supply,
Installation, Commissioning and
Maintenance of [P based video
surveillance solution and Integrated
Command Control Center (ICCC) at
MSRTCO

Bidders request for clarification

Name of Organization submitting th
request.

Name and Designation of person submitti
the request.

Full address of the Organization includir]
Phone/Fax & amail point of contact.

Bidding document reference (s) (page no| Content of tendel Points of clarification
section no.) document requiring required
clarification
Place: Signature:
Date: Companyseal:
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9.2 Annexure B: Format for Declaration by the bidder for not being Blacklisted
/Debarred

(To be submitted on the Letterhead ofthe d dcempany)
Date:DD/MM/YYYY

To

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008

Subject: Declaration for not being debarred / bldisted by Central / any State Government department /
any Public Sectoundertaking in India as on the date of submission of the bid

Tender Reference NoST/IT/CCTV /01/1045

Dear Sir,

I, authorized representative of , hereby solemnly confim that the
Company

is not debarred/blacklisted by the Governmentof Maharashtra/Any other state
governmentGovernment of India which includes any Government Department, Public Sector Undertakings
of the Government, Statutory Boards formed by the Government, Local Bodies in the Staper&live
Institutions in the State, Universities and Societies formed by the Government for any reason as on last date
of submission of the Bid. In the event of any deviation from the factual information/ declaration, MSRTC,
Government of Maharashtra reserves the righteject the Bid or terminatethe Contractwithout any
compensatioto the Companyandforfeitureof Earnest Moneepositand/orSecurityDeposit

Thanking you,
Yours faithfully,

Signature of Authorized Signatory (with official seal)
Name:

Designation:

Address:

Telephone &Fax: Hnail address:

Seal of the Organization
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9.3 Annexure C: Format for Security Deposit

(On Rs. 100f Stamp Paper or appropriate amount of value)
To,
Dy. General ManagerIT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbai Central, Mumbai 400 008

WHEREAS......... (Name of Bidder) hereinafter called "The Bidder" has
decided to partici@pt e i n t he tée.nhlkminaften called 'dended published by MSRTC,
hereinafter called "MSRTC".

AND WHEREAS it has been stipulated by you in the said Tender that the Bidder shall furnish you a Bank
Guarantegof NationalizedBank/scheduledank for the sum specified thereinas Security Depositfor
compliancewith theBidder'sobligationsn accordanceith theTender.

AND WHEREAS we have agreed to give the Bidder a guararnt#teREFORE WE hereby affirm that we

are Guarantors arrdsponsible to you, on behalf of the Biddertap0%of contractvalueandwe undertake

to payyou, uponyour first written demandieclaringthe Bidderto bein defaultof thetenderconditionsand
without cavil or argumentany sumswithin the limit of 10% of contractvalue as aforesaid without your
needingo proveor to showthis groundsor reasons foyourdemandr thesumspecifiedtherein. The Claim

period date is One Year after the expiry date of the submitted Bank Guarantee

Thisguaranteés valid until the............. dapf...2 0 é é .

(Signature and Seal of Bank) Date: Address: Witness:
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Proforma for Bank Guarantee for Security Deposit

TenderRef. ST/IT/CCTV /01/1045 Date

Bank Guarantee No:

To,

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai CentraglMumbai- 400 008

1. Against contract vide Advance Acceptance of the Tender No. dated
covering (hereinafter called the said

AContract o) entered i nto b dranspore Corporation MMSREC) a s ht r

(hereinafter called "the Purchaser") and _

certify that at the request of the Bidder we Bank Ltd., are holding in trust in favor of

the Purchaser, ¢hamount of (write the sum here in words) to

indemnify and keep indemnified the Purchaser against any loss or damage that may be caused to or
suffered by the Purchaser by reason of any breach by the Bidder of any of thentboosditions of

the said contract and/or in the performance thereof. We agree that the decision of the Purchaser, whether
any breach of any of the terms and conditions of the said contract and/or in the performance thereof has
been committed by the Biddand the amount of loss or damage that has been caused or suffered by the
Purchaser shall be final and binding on us and the amount of the said loss or damage shall be paid by us
forthwith on demand and without demur to the Purchaser.

2. We Bank Ltd, further agree that the guarantee herein
contained shall remain in full force and effect during the period that would be taken for satisfactory
performance and fulfillment in all respects of the said contract by the Bidddt i.e
hereinafter called the said date and that if any claim accrues or arises against us
Bank Ltd, by virtue of this guarantee before the said date, the same shall be enforceable against us
Bank Ltd, notwithstanding the fact that

the same is enforced within six months after the said date, provided that notice of any such claim has

been given to us Bank Ltd, by the Purchaser before the said da¢et (rajen
this letter of guarantee shall be made promptly upon our receipt of notice to that effect from the
Purchaser.

3. It is fully understood that this guarantee is effective from the date of the said contract and that we
Bank Ltdndertake not to revoke this guarantee during its currency without the
consent in writing of the Purchaser.

4. We undertake to pay to the Purchaser any money so demanded notwithstanding any dispute or disputes
raised by the Bidder in any suit or proceediegding before any court or Tribunal relating thereto our
liability under this present bond being absolute and unequivocal.

5. The payment so made by us under this bond shall be a valid discharge of our liability for payment
there under and the Bidder difave no claim against us for making such payment.
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6. We Bank Ltd, further agree that the Purchaser shall have
the fullest liberty, without affecting in any manner our obligations hereunder to vary any of the terms
and onditions of the said contract or to extend time of performance by the Tendered from time to time
or to postpone for any time off from time to time any of the powers exercisable by the Purchaser against
the said Bidder and to forebear or enforce any oféhmas and conditions relating to the said contract

and we, Bank Ltd., shall not be released from our liability under this guarantee by
reason of any such variation or extension being granted to the said Bidder or for any forbearance by
the Purchaser to the said Bidder or for any forbearance and or omission on the part of the Purchaser or
any other matter or thing whatsoever, which under the law relating to sureties, would, but for this
provision have the effect of so releasing us framl@bility under this guarantee.

7. This guarantee will not be discharged due to the change in the constitution of the Bank or the Bidder.

Date

Place Signature

Witnhess

(Bank's common seal)
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9.4 Annexure D: Financial Capability of Bidder

Annual Turnover Details of the Bidder
(To be submitted on Letterhead of Statutdnditor/CA of respective Bidders)

We , éeééeéceceeéee, certify that we have verified t
records of é é é(Namé éa@ . Company), having its Indian registered office
atéeéeééecééecéeééeeéeeé. The f i n afiveyeashave bbeemsumidrized p a st
below:

1. Annual Turnover Details of the Lead Bidder and/or Consortium member

Financial Years Turnover Details (IT Services) in INR

Lead Consortium Consortium
Bidder Member 1 Member 2

(@) (b) ©)

FY (20191 20)
FY (202071 21)
FY (20217 22)
FY (20227 23)
FY (20237 24)
Average Turn over

moloOlw >

2. Net worth Details of Lead Bidder and/or Consortium member

S. No Financial Years Net Worth Details (IT Services) in INR
Lead Consortium Consortium

Bidder Member 1 Member 2

FY (20187 19

FY (20197 20)

FY (2027 21)

FY (202171 22)

FY (20227 23)
Average Networth

QB WIN|PF

The Average Annual Tur no (Name of teerCongpang) R &laseré \alue>
Worth during thdast 5 financial years of Lead Bidder and/or Consortium menibhéi9-20,20-21,21-22,22
23,2324
It is further certified that based on our review of financial statements together with the book of accounts,
records and documents for the aforesaid financial years, the-atent@®ned figures are true and correct to
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,,,,,,,

€ é e éeéeéeé Nameofthe Company).

Signature of Authorized Signatory (with official seal)
Name:

Designation:

Address:

Telephone & Fax:

Email address:

Notes:

1 The FinancialDeclaration submitted with the Bid must be certified and signed by a competent and
gualified Chartered Accountant/ Statutory Audit
the Firmdéds seal

1 Audited Balance sheet and Profit & Loss account state of the Bidder for each of the |&saudited
financial years (F.Y 120,2021,2122,22-23,23-24) shall submitted as supporting evidence.
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9.5 Annexure E: Manpower / Resources Details
<<On the letterhead of the Bidding Organization>>

Date:dd/mm/yyyy

To,

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008

Subject Response to the Request for Proposal (RFF)r Selection of Agency for Supply, Installatia,
Commissioning and Maintenance of IP based video surveillance solution and Integrated Command
Control Center (ICCC) at MSRTC

Tender Reference Number ST/IT/CCTV /01/1045

Sir/ Madam,

This is to certify that the number of full time employees having gapee in implementing all the major
module/solution components of the proposed solution in <<Organization Name>> is greater than
<<Number>> as on date of submission of the bid.

For <Organization Name>

HR Signature (with Organization Stamp) HR Nam

Signature of Authorized Signatory (with official seal)
Date:

Name:

Designation:

Address:

Telephone &Fax:

E-mail address:
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9.6 Annexure F: Non-Disclosure Agreement

(To be submitted on the Letterhead ofthe d der 6 s company)

This AGREEMENT (herenaf t er call ed the AAgreement o) i S ma
[month], [year],betweenMSRTContheonehand,(herein aftercalledthei M S R T @&d,gntheother
hand [Nameof theBidder] (hereinaftecalledtheii B i d thavingiisyegisteredffice at[Address]

WHEREAS

1.The AMSRTCO has issued a publ i cSelactoh of &dgencyfarvi t i n
Supply, Installation, Commissioning and Maintenance of IP based video surveillance solution and
Integrated Command Control Center (ICCC) at MSRI®MSRTC

2. TheBidder,havingrepresentetbthefi M S R Til@tit is interestedo bid for theproposedProject,

3. TheMSRTCandtheBidderagreeasfollows:

ayln connection with the AProjecto, the MSRTC ag
the Project vide the Request for Proposal document. The Requ&sbfmrsal contains details and
information of the MSRTC operations that are considered confidential.

b) The Bidder to whom this information (Request for Proposal) is disclosed shall

i.  hold such information in confidence with the same degree of care with widcBidder
protects its own confidential and proprietary information;

ii.  restrict disclosure of the information solely to its employees, other member with a need to
know such information and advice those persons of their obligations hereunder with respect
to such information;

iii. use the information only as needed for the purpose of bidalirtge Project;

iv.  except forthe purpose obidding for theProject, not copy or otherwise duplicatesuch
information or knowingly allow anyone else to copyotirerwise duplicate such information;
and

v. undertake to document the number of copies it makes

vi.  on completion of the bidding process and in case unsuccessful, promptly return to the
MSRTC, all information in a tangible form or destroy sudiermation

4. TheBiddershallhavenoobligationto preserveheconfidentialor proprietarynatureof anyinformation
which:

a) waspreviouslyknownto the Bidder free of any obligationto keep it confidentialat thetime of its
disclosureasevidencedythe B i d dweitteGrecordgreparegriortosuchdisclosurepr

b) isorbecomegpublicly knownthroughnowrongfulactof theBidder;or

c) isindependently developed by an employee, agent or contractor of the Bidder not associttted with
Projectandwhodid nothaveanydirector indirectaccesso theinformation.

5. The Agreementshall apply to all informationrelatingto the Projectdisclosedoy the MSRTC o the
Bidder.
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6. MSRTC will have the right to obtain an immediate injunc&ojoining any breach of this Agreement,
as well as the right to pursue any and all other rights and remedies available at law or in equity for such
a breach.

7.MSRTCreservesherightto shargheinformationreceivedrom thebidderundertheambitof RTI Act.

8. Nothing contained in this Agreement shall be construed as granting or conferring rights of license or
otherwise, to th@idder, onany of the information Notwithstanding the disclosure of amformation

by the MSRTC to the Bidder, the MSRTC shall retaintitle andall intellectualpropertyandproprietary
rightsin the information. No license under any trademark, patent or copyright, or application for same
that are now or thereafter may be obtained by the MSRTC is either grantediedibypthe conveying

of information. The Bidder shall not alter or obliterate any trademark, trademark notice, copyright notice,
confidentiality notice or any notice of any other proprietary right of the MSRTC on any copy of the
information andshall repraluce any such mark or notice on all copies of such information.

9. This Agreement shall be effective from the date of signing of this agreement and shall continue
perpetually.

10. Upon written demand of the MSRTC, the Bidder shall (i) cease using the inforn{@ficeturn the
information and all copies, notes or extracts thereof to the MSRTC forthwith after receipt of notice, and
(i) upon request of the MSRTC, certify in writing that the Bidder has complied with the obligations set
forth in this paragraph.

11. This Agreement constitutes the entire Agreement between the MSRTC and the Bidder relating to the
mattersdiscussedhereinandsupersedeanyandall prior oral discussionsnd/orwritten correspondence
oragreementbetweerthetwo parties ThisAgreementnaybeamendear modifiedonly with themutual

written consent of the parties. Neither this Agreement nor any right granted hereunder shall be assignable
orotherwisdransferable.

12Confi denti al i nf olr an@ .o eventshail the MSRTC \be liebée dor tiieAaccuracy
or completeness theconfidentiainformation.

13. This agreement shall benefit and be binding upon the MSRTC and the Bidder and their respective
subsidiariesaffiliate, successorandassigns.

14.Thisagreemenshallbegovernedy andconstruedn accordancevith thelndianlaws.

For and on behalf of the Bidder (Signature)

(Name of the authorized Signatory) Designation:
Date :

Time
Seal
Business Address
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9.7 Annexure G: Consortium Agreement

(To be executed by the Members)
(On Noni judicial stamp paper of Rs.20@r such equivalent amount and document duly attested by notary

public)
THIS CONSORTIUM AGREEMENT ("Agreement") is entered into on this @ay 24
AMONGST
1. with its registered office at (referred to as the

First Part which expression will, unless repugnant to the context include its successors and permitted assigns);

AND

2. with its registered office at (referred to as the
Second Partwhich expression will, unless repugnant to the context include its successors and permitted
assigns);

AND

3. with its registered office at (referred to as the
Third Part which expression will, unless repugnant to the context include its successors and permitted
assigns);

The above mentioned parties of the FIRST, SEC(hIY] THIRD, are collectively refeed to as th@arties
and each is individually referred to aParty.

WHEREAS

(A) Maharashtra State Road Transport Corporation (referred to as the MSRTC which expression will, unless
repugnant to the context or meaning thereof, include its administrators, successors and assigns) has invited
proposals (the Proposals) by its RequasPioposal No. | | dated | | (the RFP) fi@election of Agency

for Supply, Installation, Commissioning and Maintenance of IP based video surveillance solution and

Integrated Command Control Center (ICCC) at MSR,TC

(B) The Parties are interestedamtly bidding for the Project as Members of a Consortium and in accordance
with the terms and conditions of the RFP& subsequent Corrigendum.

(C) It is a necessary condition under the RFP that the Members will enter into a Consortium Agreement and
furnish a copy of it with the Proposal.

NOW IT IS HEREBY AGREED as follows:
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1. Definitions and interpretations
In this Agreement, the capitalized terms will, unless the context otherwise requires, have the meaning ascribed
thereto under the RFP.

2. Consortium
2.1 The Parties do hereby irrevocably constitute a ConsortiunC{thsortium) for the purposes of jointly
participating in the Bid Process for the Project.

2.2 The Parties hereby undertake to participate in the Bid Process only through this Coresutinat
individually and or through any other Consortium constituted for the Project, either directly or indirectly or
through any of their Associates.

3. Covenants
3.1 The Parties agree that they have examined in detail and understood the termsfimoldtisatiselves
regarding the contents of the RFP.

4. Role of the Parties

4.1 The Parties hereby agree that Party of the First Part will be the Lead Member of the Consortium and will
have the power of attorney from all Parties and bind all Parties fanarmhducting all business for and on
behalf of the Consortium during the Bid Process and, if the Consortium is declared as the Selected Bidder,
during the execution of the Project.

5. Shareholding in the SPV
5.1 The Parties agree that fm@portion of shareholding among the Parties in the SPV shall be as follows:

First Party:
Second Party:
Third Party:

(In case of 2 (two) Consortium member Majority Stake of Lead Bidder should be greater than 51%; In case
of 3 (three) Consortium member Maty Stake of Lead Bidder should be greater than or equal to 34 %).The
nomination(s) shall be supported by a registered Power of Attorney in favour of the lead bidder from the
consortium members which shall indra, authorize the lead bidder to aat émd on behalf of such

members of the consortium and do all acts as may be necessary for the performance under the contract.

6. Representations of the Parties

Each Party represents to the other Parties as of the date of this Agreement that:

(a) SuchParty is duly organized, validly existing and in good standing under the laws of its incorporation and
has all requisite power and authority to enter into this Agreement;

(b) the execution, delivery and performance by such Party of this Agreement hagubiemived by all

necessary and appropriate corporate or governmental action and a copy of the extract of the charter documents
and board resolution/power of attorney in favor of the person executing this Agreement for the delegation of
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power and authogitto execute this Agreement on behalf of the Consortium Member is annexed to this
Agreement, and will not, to the Authority of its knowledge:

(i) require any consent or approval not already obtained;

(i) violate any applicable law presently in effect amplicable to it;

(iii) violate the memorandum and articles of associatioAats or other applicable organizational
documents;

(iv) violate any clearance, permit, concession, grant, license or other governmental authorization,
approval, judgment, order decree or any mortgage agreement, indenture or any other instrument to
which such Party is a party or by which such Party or any of its properties or assets are bound or that
is otherwise applicable to such Party; or

(v) create or impose any liens, rtgages, pledges, claims, security interests, charges or encumbrances
or obligations to create a lien, charge, pledge, security interest, encumbrances or mortgage in or on
the property of such Party, except for encumbrances that would not, individuallyheraggregate,

have a material adverse effect on the financial condition or prospects or business of such Party so as
to prevent such Party from fulfilling its obligations under this Agreement;

(c) This Agreement is the legal and binding obligationuchsParty, enforceable in accordance with its terms
against it; and

(d) there is no litigation pending or, to the Authority of such Party's knowledge, threatened to which it or any
of its Associates is a party that presently affects or which would haagegial adverse effect on the financial
condition or prospects or business of such Party in the fulfillment of its obligations under this Agreement.

7. Termination

This Agreement will be effective from the date hereof and will continue in full foraie entire duration of

the Project in accordance with the Consortium Agreement, in case the Project is awarded to the Consortium.
However, in case the Consortium is not selected for award of the Project, the Agreement will stand terminated
in case th&onsortium is not selected as the Selected Bidder or upon return of the Bid Security by Authority
to the Bidder, as the case may be.

8. Miscellaneous

8.1 This Agreement will be governed by the laws of India.

8.2 The Parties acknowledge and accept thatAreement will not be amended by the Parties without the
prior written consent of Authority.

8.3 The competent courts at Maharashtra shall have exclusive jurisdiction over all disputes arising under,
pursuant to and/or in connection with this ConsortAgneement.

IN WITNESS WHEREOF THE PARTIES ABOVE NAMED HAVE EXECUTED AND DELIVERED THIS
AGREEMENT AS OF THE DATE FIRST ABOVE WRITTEN.

SIGNED, SEALED AND SIGNED, SEALED AND SIGNED, SEALED AND

DELIVERED For and on behalf of DELIVERED For and on behalf oif DELIVERED For and on
the PARTY OF THE FIRST PAR1 the PARTY OF THE SECOND behalf of the PARTY OF

139 Signature of theévidder



Selection of Agency for Supply, Installation, Commissioning and Maintenance of CCTV Surveilli
System and Command Control CeraeMSRTC

by: PART by: THE THIRD PART by:
(Signature) (Signature) (Signature)

(Name) (Name) (Name)

(Designation) (Designation) (Designation)
(Address) (Address) (Address)

In the presence of:
1 2. 3.

Instruction:

1. The mode of the execution of the Consortium Agreement should be in accordance with the procedure,
if any, laiddown by applicable law and the charter documents of the executants(s) and when it is so
required, the same should be under common seal affixed in accordance with the required procedure.

2. The JV / Consortium Agreement should also include detailed scoperkfoilf@ach consortium
member and should be in compliance with the terms and conditions of the RFP.

3. For a power of attorney executed and issued overseas, the document will also have to be legalized by
the Indian Embassy and notarized in the jurisdictioenetthe power of attorney is being issued.
However, the power of attorney provided by Bidders from countries that have signed The Hague
Legislation Convention, 1961 are not required to be legalized by the Indian Embassy if it carries a
conforming apostille certificate.
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9.8 Annexure H: Declaration of Data Security

To,

Dy. General ManagerIT,

Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,

Mumbai Central, Mumbai 400 008

Dear Sir,
We.. o, Who are established and reputable bidder having office
at..ooe Do hereby certify that MSRTC shall have absolute right on the digital data and output

products processed /quuced by us. We shall be responsible for security / safe custody of data during
processing.

We alsocertify thatthedatawill notbetakenoutoftheM S R T (ermiseonanymedia.Theoriginalinput

data supplied to us by MSRTC and outpraducts processed / produced from input data will not be passed
on to any other System Integrator or individual other than the authorized person of MSRTC. We shall abide
by all securityandgeneralinstructiondssuecby MSRTCfromtimetotime.

We also agree that any data from our computer system will be deleted in the presence of MSRTC official
after completion of the project task.

Thanking you,

Yours Faithfully

Signature of Authorized Signatory (with official seal)
Name:

Designation:

Address:

TelephoneFax& E-mail address:

Seal of the Organization
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99 Annexurel-For mat for Manufacturer6s Authorizat.
(To be obtained from all OEMs on OEM letterhead)

RFP No.:ST/IT/CCTV /01/1045 Date:

To
Dy. General ManagerIT,
Maharashtra State Road Transport Corporation,
New Annex Building, 4th Floor,
Mumbad Central, Mumbai 400 008

WHEREAS who are official manufacturers of

having factories at

do hereby authorize
to submit a Bid in relation to the Invitation

for Bids indicated above, the purpose of which is to provide the following Goods, manufactured by us

and to subsequently negotéasign the Contract.

We hereby extend our full guarantee and warranty for the complete project duration, with respect to the Goods

offered by the above firm in reply to this Invitation for Bids. We also confirm that the Goods/Services supplied

as a pet of the RFP shall not be End of Sale / Life / Support for the entire contract padahy extendable

period (If any) Also, the Goods / Services supplied as a part of RFP shall be supported for the entire contract

period. The products offered by aie of equivalent or higher specifications as mentioned in the RFP.

Signature of Authorized Signatory (with official seal)
Name:

Designation:

Address:

Telephone &Fax:

E-mail address:
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9.10 Annexure J - Existing Infrastructure Details for Buy Back

The bidder is expected to buy back existing hardware components and compensate the cost in financial bid.
Attached table describes the existing infrastructure for the CCTV surveillance system of MSRTC. The

technical specifications for the existing harde&vaomponents are mentionieelow.

Make/ Model No/

Description OEM UoOM Quantity
Hikvision - DS
. 2 MP, IP IR 2CD4024F+TV0
1 [FxedBoxCamera |- era P 66 550D- MPIR + Nos \o77
protection DS-1331HZIS
2 PTZ Camera ézﬂtgoof?s IR Camera Hikvision i NoS
DS-2DE7184AE 835
Hikvision 1
3 |Pome Camera 2 MP, IP IR DS2CD2722FIS | Nos 135
Camera.
NVR 8 CH with 8 CH, Inbuilt Video
Inbuilt Video Monitoring and
4 Monitoring and Management
Management Software, |Software, Key board, |Hikvisioni DS NOS 363
Key board , Mouse Mouse with 30 days 9608NH8
with 30 days storage  |storage
NVR 16 CH with 16 CH, InbuiltVideo
Inbuilt Video Monitoring and
5 Monitoring and Management
Management Software, |Software, Key board , o
Key board , Mouse Mouse with 30 days Hikvision DS Nos
) 9616NH8 39
with 30 days storage  |storage
NVR 32 CH with 32 CH, Inbuilt Video
Inbuilt Video Monitoring and
5 Monitoring an+B21d Management
Management Software, |Software, Key board , Hikvisioni DS NOS
Keyboard , Mouse Mouse 9632NHS 13
with 30 days with 30 days storage
7 Hard disk drives For NOS
Secondantorage 180 Days Seagate 415
8 D-Link - DES NOS
Network Switch 1 L2, 8 port POE Switch [121008P 363
D-Link - DES
9 INetwork Switch 2 L2, 16 port POE 121028P Nos 39
Switch
10 Network Switch 3 L2, 24 port POE D-Link-DES-121028H Nos 13
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Description

Make/ Model No/

UoOM Quantity

OEM

switch

mum LED 40",
11 Display HD,24X7 LG - 43SE3KB Nos

Operation 415

Upto 6 hours backu Su-Kami Falcon
12 ControlRoom Inverter wiF:h in-built batteries HBU- 1100

Nos 415
13 Equipment Rack U \Valracki 9U Nos 415
14 foleeMrwith - p e et OEM Nos 500
Foundation and laying

9.11 Annexure K: List of Locations of Existing Infrastructure

Divisions

Stand Name

1 MSRTCJalgaon Raver

2 MSRTGCNashik Sinnar

3 MSRTGCNashik Ozar

4 MSRTC-Aurangabad Aurangabad CBS
5 MSRTCAurangabad Aurangabad CIDCO
6 MSRTC-Aurangabad Vaijapur

7 MSRTCGAmravati Amravati 1

8 MSRTCGAmravati Varud

9 MSRTCGAmravati Chandur railway
10 MSRTCGAmravati Morshi

11 MSRTCGAmravati Daryapur

12 MSRTCGAmravati Tivasa

13 MSRTCAmravati Anjangavsurji
14 MSRTCAmravati Dhamangaon
15 MSRTCAmravati Valgaon

16 MSRTCJalgaon Jalgaon

17 MSRTCJalgaon Paarola

18 MSRTGCJalgaon Savda

19 MSRTGCJalgaon Muktai Nagar
20 MSRTCJalgaon Bodwad

21 MSRTGCJalgaon Dharangaon

22 MSRTGCJalgaon Erandol
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Sr. No. Divisions Stand Name

23 MSRTCJalgaon Chopda

24 MSRTGAhmednagar Maliwadi
25 MSRTGAhmednagar Tarakpur
26 MSRTCAhmednagar Shirdi

27 MSRTGAhmednagar Kopargaon
28 MSRTGAhmednagar Nevasa

29 MSRTCAhmednagar Akole

30 MSRTCAhmednagar Shrirampur
31 MSRTGC Solapur Vairag

32 MSRTC-Solapur Kurduwadi
33 MSRTC-Solapur Tembhurni
34 MSRTG-Solapur Modnimb
35 MSRTGC Solapur Mada

36 MSRTCSolapur Akluj Navin
37 MSRTGC Solapur Malshiras
38 MSRTGC Solapur Natepute
39 MSRTGSolapur MOHOL
40 MSRTG Solapur Wagdaari
41 MSRTG Solapur Karmala
42 MSRTC-Solapur Jeur

43 MSRTC-Solapur Mangalveda
44 MSRTG Solapur Akluj June
45 MSRTC-Solapur Akkalkot
46 MSRTC-Solapur Solapur

47 MSRTGCRatnagiri Khed

48 MSRTGCRatnagiri Sangmeshwar
49 MSRTC-Ratnagiri Mandangad
50 MSRTCRatnagiri Devrukh
51 MSRTGCRatnagiri Rahatghar
52 MSRTCRatnagiri Guhagar
53 MSRTCRatnagiri Lanja

54 MSRTG Sangli Sangli

55 MSRTGC Sangli Aashta

56 MSRTGC Sangli Kasegaon
57 MSRTG Sangli Vita

58 MSRTGC Sangli Kadegaon
59 MSRTGC Sangli Kadepur
60 MSRTG Sangli Khanapur
61 MSRTG Sangli Tasgaon
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Stand Name

62 MSRTCSangli Jat

63 MSRTG-Sangli Aatpadi

64 MSRTGC Sangli Kharsundi

65 MSRTCSangli Kavte Mahakal
66 MSRTG-Sangli Shirala

67 MSRTG Sangli Koksad

68 MSRTCSangli Palus

69 MSRTGCSangli Kundal

70 MSRTG Sangli Islampur

71 MSRTCPune Shivaji Nagar
72 MSRTGPune Swargate

73 MSRTGPune Pimpri Chinchwad
74 MSRTGPune Pune Stn

75 MSRTCPune Indapur

76 MSRTGPune Jejuri

77 MSRTGPune Paud

78 MSRTGPune Bhor

79 MSRTCPune Talegaon

80 MSRTGPune Narayan Gav
81 MSRTGPune Junnar

82 MSRTGPune Aalephata

83 MSRTGPune Rajguru Nagar
84 MSRTGPune Manchar

85 MSRTGPune Chakan

86 MSRTGPune Bhima Shankar
87 MSRTGPune Otur

88 MSRTGPune Bhigavan

89 MSRTGPune Sasvad

90 MSRTGPune Shirur

91 MSRTC-Palghar Navghar (W)
92 MSRTCPalghar Palghar

93 MSRTGCNashik Lasalgaon

94 MSRTCNashik Devla

95 MSRTCNashik Vani

96 MSRTCNashik Peth

97 MSRTCGNagpur Morbhavan

98 MSRTCGNagpur Kamathi

99 MSRTGNagpur Ramtek

100 | MSRTGNagpur Kodhali
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Stand Name

101 | MSRTGNagpur Umred

102 | MSRTGMumbai Mumbai Central
103 | MSRTCGMumbai Kurla

104 | MSRTCGMumbai Parel

105 MSRTGCThane

Nancy Colony Borivali

106 MSRTGCThane

Sukurwadi

107 | MSRTGCJalgaon Yawal

108 | MSRTCJalgaon Faizapur

109 | MSRTC.Latur Latur-CBS
110 | MSRTGCLatur Latur-2

111 | MSRTGCLatur Nalegaon

112 | MSRTGLatur Murud

113 | MSRTGLatur Deoni

114 | MSRTGCLatur Shirur Tajband
115 | MSRTCLatur Chakur

116 | MSRTGLatur Nilanga

117 | MSRTGCLatur Ausa

118 | MSRTCLatur Udgir

119 | MSRTGLatur Ahemadpur
120 | MSRTGKolhapur Railway station
121 | MSRTGKolhapur Jyotiba

122 | MSRTGKolhapur Vathar

123 | MSRTGKolhapur Hatkanagale
124 | MSRTGKolhapur Vadgaon

125 | MSRTGKolhapur Kurandvad
126 | MSRTGKolhapur Shirol

127 | MSRTGKolhapur Narsinhvadi
128 | MSRTGKolhapur Koopari

129 | MSRTGKolhapur Gadhinglaj
130 | MSRTGKolhapur Chandgad
131 | MSRTGKaolhapur Gargoti

132 | MSRTGKolhapur Murgud

133 | MSRTGKaolhapur Radhanagari
134 | MSRTGKaolhapur Gaganbavada
135 | MSRTGKolhapur Malakapur
136 | MSRTGKolhapur Ichalkaraniji
137 | MSRTGKaolhapur Jaysingpur
138 | MSRTGKolhapur KolhapurCBS

139 | MSRTGKolhapur

Sambhaji Nagar
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Stand Name

140 | MSRTGNashik Yevala

141 | MSRTGJalgaon Amalner

142 | MSRTGNashik Ghoti

143 | MSRTCGNashik New Malegaon
144 | MSRTGNashik Old Malegaon
145 | MSRTGAkola Washim

146 | MSRTGCJalgaon Bhusawal
147 | MSRTGNashik Dindori

148 | MSRTGPune Lonavala

149 | MSRTGSindhudurg Kankavali
150 | MSRTGSindhudurg Devgad

151 | MSRTGRaigad Ramwadi

152 | MSRTGRaigad Pen

153 | MSRTCGRatnagiri Chiplun Shivajinagar
154 | MSRTGRatnagiri Chiplun CBS
155 | MSRTGAhmednagar Rahuri

156 | MSRTGNashik Manmad

157 | MSRTGKolhapur Kagal

158 | MSRTGSolapur Baarshi

159 | MSRTGWardha Hingadghat
160 | MSRTGUsmanabad Tuljapur New
161 | MSRTGUsmanabad Tuljapur OId
162 | MSRTGUsmanabad Usmanabad
163 | MSRTGUsmanabad Umraga

164 | MSRTGUsmanabad Kalamb

165 | MSRTGUsmanabad Bhum

166 | MSRTGUsmanabad Paranda

167 | MSRTGSolapur

Chandrabhaga Nagar (Own)

168 | MSRTGSolapur

Bhima Stand (Rent)

169 | MSRTGSolapur

Vithal karkhana St stand (rent)

170 | MSRTGSolapur

Bidari Bunglow

171 | MSRTGSolapur

Pandarpur New

172 | MSRTGSolapur Pandarpur Old
173 | MSRTGJalgaon Chalisgav

174 | MSRTG Satara Phaltan

175 | MSRTGThane Bhiwandi

176 | MSRTGThane

Thane Railway Stn
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Divisions

Stand Name

177 | MSRTGThane Vandana
178 | MSRTGThane ThaneCBS
179 | MSRTGThane Kalyan

180 | MSRTGThane Sahapur
181 | MSRTCGNanded Bhokar
182 | MSRTCGNanded Mukhed
183 | MSRTCGNanded Deglur

184 | MSRTCGNanded Hadgaon
185 | MSRTCGNanded Biloli

186 | MSRTCGNanded Mahur

187 | MSRTCGNanded Loha

188 | MSRTCGThane Wada

189 | MSRTCGThane Murbad
190 | MSRTGThane Vitthalwadi
191 | MSRTGPalghar VasaiGaon
192 | MSRTGPalghar Nalasopara
193 | MSRTCPalghar Virar

194 | MSRTGPalghar Boisar

195 | MSRTGPalghar Dahanu
196 | MSRTCGPalghar Jawhar
197 | MSRTGNanded Nanded
198 | MSRTGBeed Manjarsukha
199 | MSRTCGBeed Nelnur

200 | MSRTGCBeed Chausala
201 | MSRTGCBeed Parli

202 | MSRTGBeed Gharur
203 | MSRTGCBeed Kej

204 | MSRTCBeed Majalgaon
205 | MSRTCBeed Telgaon
206 | MSRTCBeed Gevrai

207 | MSRTCGBeed Patoda
208 | MSRTGCBeed Aasti

209 | MSRTCBeed Ambajogai
210 | MSRTCGBeed Kada

211 | MSRTGPune Baramati
212 | MSRTGSatara Wai

213 | MSRTGSatara Koregaon
214 | MSRTCGSatara Patan

215 | MSRTGSatara Mahabaleshwar
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Stand Name

216 | MSRTGSatara Medha

217 | MSRTCGSatara Dahivadi
218 | MSRTGSatara Vaduj

219 | MSRTGSatara Pa. Khandala
220 | MSRTGSatara Umbraj

221 | MSRTCGSatara Kashil

222 | MSRTGSatara Panchagani
223 | MSRTGCSatara Rajvada
224 | MSRTGSatara Panchvad
225 | MSRTGSatara Lonand

226 | MSRTGSatara Shirval

227 | MSRTCSatara Satara

228 | MSRTGBhandara Sakoli

229 | MSRTGBhandara Pavani

230 | MSRTGBhandara Tumsar

231 | MSRTGBhandara Bhandara
232 | MSRTGBuldhana Buldana
233 | MSRTGBuldhana Jalgaon

234 | MSRTGCBuldhana Mehkar

235 | MSRTGBuldhana Chikhali

236 | MSRTCBuldhana Malkapur
237 | MSRTG-Satara Karad

238 | MSRTCRaigad Alibaug

239 | MSRTGJalna Matha

240 | MSRTGCJalna Jafrabad
241 | MSRTGJalna Bhokradan
242 | MSRTCJalna Rajur

243 | MSRTGCJalna Ambad

244 | MSRTGJalna Shahgan
245 | MSRTCGJalna Ghansavangi
246 | MSRTCJalna Kubhar

247 | MSRTCGJalna Partur

248 | MSRTCJalna Jalna

249 | MSRTGAkola Akola-2

250 | MSRTGSangli Miraj Shahari
251 | MSRTGSangli Miraj Gramin
252 | MSRTCGMumbai Panvel

253 | MSRTGMumbai Uran

254 | MSRTGRaigad Karjat
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Stand Name

255 | MSRTCGRaigad Mahad

256 | MSRTGRaigad Mangaon
257 | MSRTGRaigad Shrivardhan
258 | MSRTCRaigad Roha

259 | MSRTGRaigad Murud

260 | MSRTCGDhule Dhule

261 | MSRTGDhule Dondaicha
262 | MSRTCDhule Pimpalner
263 | MSRTGBeed Beed

264 | MSRTGCParbhani Parbhani
265 | MSRTGC-Parbhani Jintur

266 | MSRTGParbhani Gangakhod
267 | MSRTGC-Parbhani Pathari

268 | MSRTGC-Parbhani Basmat
269 | MSRTGWardha Pulgaon
270 | MSRTGWardha Aarvi

271 | MSRTGWardha Jam

272 | MSRTGWardha Talegaon
273 | MSRTGWardha Karanja
274 | MSRTCGadchiroli Bramhapuri
275 | MSRTG-Gadchiroli Sindhewahi
276 | MSRTGBhandara Tiroda

277 | MSRTGBhandara Gondia

278 | MSRTGDhule Nandurbar
279 | MSRTGC-Gadchiroli Gadchiroli
280 | MSRTGChandrapur Varora

281 | MSRTCGChandrapur Bhadravati
282 | MSRTGChandrapur Ballarpur
283 | MSRTGYavatmal Umarkhed
284 | MSRTGYavatmal Darvha

285 | MSRTGYavatmal Pusad

286 | MSRTGCYavatmal Pandharkawada
287 | MSRTGYavatmal Ghantagi
288 | MSRTCGYavatmal Vani

289 | MSRTGYavatmal Yavatmal
290 | MSRTCGNashik Chandvad
291 | MSRTGNashik Pimplgaon
292 | MSRTGNashik Niphad
293 | MSRTGNashik Taharabad
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Stand Name

294 | MSRTCNashik Nampur

295 | MSRTGJalgaon Pachora

296 | MSRTGJalgaon Bhodgaon
297 | MSRTGNashik Sathana

298 | MSRTCAurangabad Gangapur

299 | MSRTGAurangabad Kannad

300 | MSRTCGAurangabad Paithan

301 | MSRTCGAurangabad Sillod

302 | MSRTGAkola TELHARA
303 | MSRTCGAkola Akot

304 | MSRTCAKola Varnja (Karanja)
305 | MSRTGDhule Sindkheda
306 | MSRTGDhule Shirpur

307 | MSRTCBuldhana Shegav

308 | MSRTCAkola Risod

309 | MSRTGAhmednagar Parner

310 | MSRTCGAhmednagar Old Patherdi (New)
311 | MSRTGSolapur Sangola

312 | MSRTGAkola MURTIJAPUR
313 | MSRTGYavatmal Digras

314 | MSRTGAhmednagar Jamkhed

315 | MSRTGAhmednagar Shevgaon
316 | MSRTGAhmednagar Shrigonda
317 | MSRTCNashik Nandgaon
318 | MSRTGRatnagiri Dapoli

319 | MSRTGRatnagiri Rajapur

320 | MSRTGCDhule Navapur

321 | MSRTGSindhudurg VENGURLE
322 | MSRTGNashik Egatpuri

323 | MSRTGDhule Sakri

324 | MSRTGMumbai Vidyavihar
325 | MSRTGMumbai Hirkani & Shivneri- Dadar
326 | MSRTGKolhapur Kolhapur

327 | MSRTGLatur Latur

328 | MSRTGPalghar Palghar

329 | MSRTGNashik Nashik

330 | MSRTGNagpur Nagpur

331 | MSRTCHinganaCentral Workshop Hingana CS
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Stand Name

332 | MSRTG-Solapur Solapur
333 | MSRTGRatnagiri Ratnagiri
334 | MSRTGSangali Miraj

335 | MSRTGPune Dapodi CS
336 | MSRTGPune Dapodi

337 | MSRTCGAurangabad Aurangabad Division
338 | MSRTCGAurngabadCentral Workshop AurngabadCentral Workshop
339 | MSRTGAmravati Amravati
340 | MSRTCGAhmednagar Sarjepur
341 | MSRTGAhmednagar Shrirampur
342 | MSRTGJalgaon Jalgaon
343 | MSRTGNanded Nanded
344 | MSRTGThane Kalwa Naka
345 | MSRTGParbhani Parbhani
346 | MSRTGBeed Beed

347 | MSRTGBaramati Baramati
348 | MSRTG Satara Satara

349 | MSRTGBhandara Bhandara
350 | MSRTGBuldhana Buldhana
351 | MSRTGAhmednagar Sangamner
352 | MSRTGSindhudurg Kankavali
353 | MSRTCRaigad Ramwadi
354 | MSRTGJalna Jalna

355 | MSRTCGAkola Akola

356 | MSRTGDhule Dhule

357 | MSRTCG-Chandrapur Chandrapur
358 | MSRTGYavatmal Yavatmal
359 | MSRTGYavatmal Ralegaon
360 | MSRTGWardha Wardha
361 | MSRTCGWardha Wardha
362 | MSRTCGOsmanabad Usmanabad
363 | MSRTGAhmednagar Swastik
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9.12 Annexure L: Technical & Functional Compliance Requirements

1. Outdoor Bullet Camera

S.
(\[o}

Features

Description

Deviations Remark
(If any) S

Complied
(Yes/No)

5 MP Varifocal Bullet Camera with ONVIF
1 Camera Type (G, S, T) and should be listed on the ONVI
websitewith full time membership
Image Sensor 1/2.7 inch CMOS or better
Resolution Min. 2592 x 1944 at 25 fps
Compression H.265+, H.265 H.264+, H.264
5 Streaming Min. _four compressed stream (Individually
Configurable)
6 ID/Password Multi-level user ID/Password
Region of Interest Min. four region of interest for any two
streams
7 Physical Layer ;OF:£J451OM/100M selfadaptive Ethernet
Minimum TCP/IP, ICMP, HTTP, HTTPS,
FTP, DHCP, DNS, DDNS, RTP, RTSP,
8 Protocol NTP, UPnP, SMTP, IGMP, 802.1X, QoS,
IPv4, IPv6, UDP, Bonjour, SSL/TLS,
PPPoE, ARP, SNMP
9 Lens Type 2.7 to 12 mnvarifocal Lens, Auto Iris
10 | Alarm 2 inputs, 2 outputs
11 | Audio 1 inputs, 1 outputs
12 Dynam!c Noise 3D DNR
Reduction
13 | Slow Shutter Support
14 | Antiflicker Support
L Color: 0.003 Lux or better éF1.4, AGC
15 lllumination ON), 0 Lux with IR
16 | IR Range up to 60 m
17 Privacy Mask Yes
18 | Auto Gain Control | Yes
19 Back Light _ Yes
Compensation
20 High Light _ Yes
Compensation
21 Electronic Shutter | 1/3 s to 1/100,000 s
22 | White Balance Yes
23 Wide Dynamic 120dB
Range
PROFILE S, PROFILE G, PROFILE T
24 | ONVIF Should be available on the ONVIF website
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Deviations Remark
(If any) S

Complied
NCEN))

MicroSD/microSDHC/microSDXC slot
supporting memory card for min. 256 GB.
In theevent of failure of connectivity to the
network storage the camera shall record
video locally on the SD card automatically
25 | Edge Storage After the connectivity is restored these
recordings shall be automatically merged
with the network storage recording such th
no maiual intervention is required to transf
the SD card based recordings to network
storage.
Day and Night .
26 switch Day, Night, Auto, Schedule
o7 | Operating -30 °C to +60 °C
Temperature
28 | Humidity 95% or less (nowwondensing)
29 False alarm filter | Yes
30 |Humané& Vehicle Yes
Classification
31 | Housing IP67, IK10 with Bird Spike
32 | Target Cropping Yes
Line crossingdetection, Intrusion detection,
Motion Detection, Video tampering, Scene|
Edge based video | change detection, Audio exception detecti
33 . : :
content Analytics | Face Capture, region entrance detection,
region exiting detection, Unattended
baggage detection, object removal detecti
Anti-flicker, heartbeat, mirror, privacy mas
34 | General Function | flash log, password reset via email, pixel
counter
35 | Power Source 12 VDC, PoE: 802.3at/af
36 | Certification CE,FCC,BIS

2. Pan, Tilt and Zoom Cameras

S. No.

Features

Description

Complied Deviations

(Yes/No) (If any) ML

4AMP PTZ Camera with ONVIF ( G, S, T) an
1 Camera Type should be listed on the ONVIF websitéth
full time membership
2 Image Sensor 1/1.8 inch CMOS or better
. 4 MP (2560 x 1440) at 26PS or better in
3 Resolution .
main stream
4 Video H.265+H.265 , H.264+, H.264
Compression
5 Audio G.711alaw, G.711lulaw, G.722.1, G.726,
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Complied Deviations

S. No. Features REMELS

Description

(Yes/No) (If any)

Compression MP2L2, PCM , AAC
Min. Three compressed stream (Individuall
6 Streaming Configurable) & eaclstream support Min.
25fps
7 Securi User/802.1x Authentication, IP Address
k4 filtering, Watermark, HTTPS encryption
IPv4/IPv6, HTTP, HTTPS, 802.1x%, Qos, FTH
8 Protocol SMTP, UPnP, SNMP, DNS, DDNS, NTP,
RTSP, RTCP, RTP, TCP/IP, UDREMP,
ICMP, DHCP, PPPoE, Bonjour
9 S!multaneous Live Up to 20 channels
View
10 User Up to 32 users
11 Optical Zoom 32x Optical Zoom
12 Focus Auto , Manual , SemAuto
13 Digital Zoom 16x
14 Pan & Tilt Range | 360° endless;15° ~ 90°(autdflip)
15 Pan & Tilt Speed | Pan Manual Speed: 0.1150°/s,
Pan Preset Speed: 220°/s
Tilt Manual Speed: 0.1° ~ 100°/s
16 Scan 8 patrols[ Min. 32 Presets in each patrol ] &
pattern
17 Number of Preset | Min. 300
18 Dynam!c Noise 3D DNR
Reduction
19 Defog Support
20 ilumination Colour: 0.005 Lux @ (F1.5, AGC ON), B/Wi
0.001 Lux@(F1.5, AGC ON), 0 Lux with IR
21 IR Range Smart IR 200m obetter
29 Edae Storage MicroSD/microSDHC/microSDXC slot
9 9 supporting memory card for min. 256 GB
23 Auto Gain Control| Support
Back Light
24 Compensation Support
High Light
25 Compensation Support
26 Region Ofinterest | Support
27 Electronic Shutter| 1/1 sec ~1/30,000 sec slow shutter
28 White Balance Support
29 \é\llde Dynamic 120 dB Support
ange
Profile S, G, T supported, should be availab
30 ONVIF on the website and should fadl member
31 S/N Ratio 52dB
32 Privacy Mask 24 privacy masks programmable
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S. No. Features Description (YesiNo)  (If any) Remarks
Trip wire detection, Intrusion/Perimeter
detection, Motion detection, video tampering

Edge based video alarm, region entrance detection, region

33 9 . exiting detection, unattended baggage

content Analytics f . ; .
detection, object removal detection, audio
exception detection, Human and vehicle
classifiation, Face capture or detection

34 Tracking Auto-tracking

35 Day and Night Support ICR

36 Audio Interface 1 input, 1 output

37 Alarm Interface 2 input, 1 output

38 Ethernet Interface| 1 RJ45 10M/100Mself-adaptive Ethernet por

. IP67, TVS 6000V Lightning Protection, Surg
39 Protection Level Protection and Voltage Transient Protection
40 An'tl—Vandallsm IK10
rating

41 Mounting Bracket | Wall/Pole Mount
Operating

42 Temperature & -30°C to 65°C Humidity 90% or less
Humidity

43 Power Supply Hi-PoE & 24 V AC

44 Certification CE,FCC,BIS

3. Dome Camera

Features

Description

5MP Varifocal Dome Camera with ONVIF ( C

Complied

(Yes/No)

Deviations
(If any)

Remarks

1 Camera Type S, T) and should be listed on the ONVIF
websitewith full time membership

2 Image Sensor | 1/2.7 inch CMOS or better

3 Resolution Min. 2592 x 1944 at 25fps

4 Compression H.265+,H.265 , H.264+, H.264

5 Streaming I\C/Icl)r:{ﬁf;)lljrra%?g)wpressed stream (Individually

6 ID/Password Multi-level user ID/Password

7 Physical Layer | 1 RJ45 10M/100M selddaptive Ethernet port

Minimum TCP/IP, ICMP, HTTP, HTTPS,
FTP, DHCP, DNSDDNS, RTP, RTSP, NTP,
UPnP, SMTP, IGMP, 802.1X, QoS, IPv4,
IPv6, UDP, Bonjour, SSL/TLS, PPPoE,ARP,
SNMP

2.7 to 12 mm varifocal Lens, Auto Iris

8 Protocol

9 Lens Type
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Complied Deviations

(Yes/No)  (ffany) | Remarks

Features Description

10 | Alarm 2 inputs, 2 outputs

11 | Audio 1 input, 1 output

12 Dynam?cNoise 3D DNR
Reduction

13 | Slow Shutter Support

14 | Antiflicker Support

Color: 0.003 Lux or better at (F1.4, AGC ON

15 | lllumination 0 Lux with IR , Inbuilt IR

16 | IR Range up to 60 m
17 | Privacy Mask Yes
Auto Gain
18 Control Yes
19 Back Light _ Yes
Compensation
20 High Light _ Yes
Compensation
Electronic
21 Shutter 1/3 s to 1/100,000 s
22 | White Balance | Yes
23 Wide Dynamic 120dB
Range
24 | ONVIE PROFILE S, PROFILE GPROFILE T

Should be available on the ONVIF website

MicroSD/microSDHC/microSDXC slot
supporting memory card for min. 256 GB.

In the event of failure of connectivity to the
network storage the camera shall record vidg
locally on the SD card automatically. After th
connectivity is restored these recordings sha
be automatically merged with the network
storage recording such that no manual
intervention is required to transfer the SD cal
based recordings to network sige.

Day, Night, Auto, Schedule

25 | Edge Storage

26 Day and Night

switch
27 Operating -30 °C to +60 °C ,Humidity 95% or less (non
Temperature condensing)
o8 Ealse alarm Yes
filter
Human &
29 | Vehicle Yes
Classification
30 | Housing IP67, IK10

31 | Target Cropping| Yes
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Deviations
(If any)

Complied

(Yes/No) Remarks

Features

Description

Line crossing detection, Intrusion detection,
Edge based Motion Detectl_on, Vlde.o tampering, Scen_e
. change detection, Audio exception detection
32 | video content ; X .
Analytics Fa.c.e Capture_, region entrardetection, region
exiting detection, Unattended baggage
detection, object removal detection.
Anti-flicker, heartbeat, mirror, privacy mask,
General ) Nt
33 . flash log, password reset via email, pixel
Function
counter
34 | Power Source | 12 VDC, PoE: 802.3at/af
35 | Certification CE,FCC,BIS

4. Network Video Recorder (up to 16 cameras)

IP Based NVR with recording capacity required recording and viewing software of CCTV camera, min. 16
camera handling capacity, proper fixing arrangement.

Complied Deviations Remar

(Yes/No) (If any) S

S. "
No. Features Description

1. IP video input 16 ch
Incoming .
2. bandwidth Min. 150 Mbps
Outgoing .
3. bandwidth Min. 160 Mbps S
4. | Recording Upto 12MP
resolution
Video o/ HDMI and VGA independent outputs provided
5. interfaceps HDMI port; Supporting 4K (3840 2160/60Hz)
VGA port; Supporting (1920 x 1080/60Hz)
6. CVBS output 1-ch
7. Audio i/p 1-ch, RCA
8. Two Way Audio 1-ch, RCA
Input
9. | Compression H.265/H.264
technique
10. | TLS encryption Yes
11. | N+M support Yes
12. | Hot spare Yes
13. Synchronous Up to 16 channel
playback
Smart Plavback Should support Smart search for the selected a
14. f : y in the video and smart playback to improve the
unction e
playback efficiency
Should supponnultiple Video Content Analytics
15. | VCA .
events based on camera analytics
16. | RAID arrays RAID 0, RAID 1, RAID 5, RAID 6, RAID 10
17. | eSATA 1 eSATA Interface
18. | SATAinterfaces | 4 SATA interfaces with eachupporting 10 TB
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Complied Deviations Remar

Features Description (Yes/No) (Ifany) ks
19. | Network interfaces 2 RJ45 10/100/1000 Mbps se#fdaptive Ethernet
interface

RS-232; RS485

2xUSB2.0,2xUSB 3.0

16 i/p and 9 o/p

100 to 240 VAC, 5@0 60 Hz (Dual Power,
Redundant )

Working

24, -10to +55°C
temperature

25. | Working humidity | 10 to 90 %
26. | Certfication CE,FCC,BIS

20. | Serial inetrfaces
21. | USB interface
22. | Alarm i/o

23. | Power supply

5. Network Video Recorder (up to 32 cameras)
IP Based NVR with recording capacigquired recording and viewing software of CCTV camera, min. 32 camera
handling capacity, proper fixing arrangement.

Deviations

Complied

Features Description (Yes/No) (f any) Remarks
1. | IP video input 32 ch upto 32 MP resolutisupported.
2. | Incoming bandwidth | Min. 300 Mbps
3. | Outgoing bandwidth | Min. 400 Mbps
4. | Recording resolution| Upto 32MP
2 HDMI Port , both ports supporting 4K
5. | Video o/p interfaces | resolution
2 VGA port, both supportin080P resolution
6. | CVBS output 1-ch
7. | Audioi/p 1-ch, RCA
8. | Audio o/p 2-ch, RCA
9 | Two Way Audio 1-ch, RCA
Input
10, | Compression H.265/H.264
technique
11. | TLS encryption Yes
12. | N+M support Yes
13. | Hot spare Yes
14. Synchronous Up to 16 channel
playback
Smart Plavback Should support Smart search for the selected
15. f . Y area in the video and smart playback to impro
unction -
the playback efficiency
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Complied Deviations

(Yes/No) (If any) SEELS

Features Description

Should supponnultiple Video Content

16. | VCA Analytics events based on camera analytics
17. | RAID arrays RAID 0, RAID 1, RAID 5, RAID 6, RAID 10
18. | eSATA 1 eSATA Interface

19. | SATA interfaces 8 SATA interfaces with each supporting 16 TE

2, R345 10/100/1000 Mbps setfdaptive
Ethernet interface

20. | Network interfaces

21. | Serial inetrfaces RS232; RS485

22. | USB interface 2xUSB2.0,2xUSB3.0

23. | Alarmi/o 16 i/p and 9 o/p

24. | Power supol 100 to 240 VAC, 5Q@0 60 Hz (Dual Power,
' bply Redundant )

25. | Working temperature| -10 to +55° C

26. | Working humidity 10 to 90 %

27. | Certfication CE,FCC,BIS

6. LED Display

Compiled Deviations Remarks
Yes/No if Any

Features & Description

screen size 55 (139.7 cm) 43 (109.22 cm)
panel
Technology/ Ips/Direct Ips/Direct
Backlight Type
Native 3840 x 2160 3840 x 2160
Resolution (UHD) (UHD)
Brightness 500 Nits 500 Nits
Panel (Typ.)
Contrast 1,000,000:1 1,000,000:1
(Dynamic)
Color gamut BT709 95% BT709 95%
Viewing Angle
(H x V) 178 X 178 178 X 178
10bit(D), 8bits + FRC,
Color Depth 1.07Billion colors | 1.07Billion colors
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Features & Description \C(gg;ﬁged ?i\g;ﬂons REMES
surface
Treatment 28% 25%
(Haze)
operation
Hours 24/7 24/7
(Hours/Day)
portrait /
Landscape yeslyes yeslyes
HDMI (3, HDCp HDMI (3, HDCp
2.2/1.4), Dp (1, 2.2/1.4), Dp (1,
Input HDCp 2.2/1.3), HDCp 2.2/1.3),
UsB 2.0 Type A UsB 2.0 Type A
1) (1)
output HDMI, Audio HDMI, Audio
o Rs232C (4 pin Rs232C (4 pin
connectivity External phone Jack) In/out| phone Jack) In/out
Control RJ45 (LAN) In, IR | RJ45 (LAN) In, IR
In In
Bezel Color Black Black
Bezel Width T/B: ﬁjmm R/L:| T/B: ﬁimrr: R/L:
Weight (Head) 14.2kg 9.0kg
Mechanical Mot
specification | _ MOnitor 1237 x 710 x 968 X 559 x
Dimension (W 57 7mm 57.7mm
X Hx D) ' '
VEsAstandard) 554, 399 200 x 200
Mount Interface
operation
Environment Temperature 0 Cto40 C 0 Ctod0 C
conditions operation 10 % to 80 % 10 % to 80 %
Humidity
ower supol AC 100:240V~, AC 100240V~
P PPy 50/60Hz 50/60Hz
ower power Type Built-In power Built-In power
P Typ./Max. 130W/180W 100W/140W
smart Enegy
saving (70%) oW ow
444 BTU/Hr 341 BTU/Hr
. BTU (British (Typ.), (Typ.),
CONSUMPHON | tpormal Unity [ 614 BTU/Hr 478 BTU/Hr
(Max) (Max)
sound Speaklﬁ)r (Buik 10W + 10W 10W + 10W
safety CB/NRTL CB/NRTL
o EMC FCC Cl as| FCCCIl ass
certiy CE / kC CE/kC
Erp / Energy yeslyes yeslyes

star
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Compiled Deviations Remarks

Yes/No if Any

supersign CMs,
supersign Cloud,
supersign Control

supersign Control

supersign CMs,
supersign Cloud,

software compatibility Control+, Control+,
supersign WB, supersign WB,
Mobile CMs, Mobile CMs,
Connected Care | Connected Care
Ip Rating Ip5X Ip5X
Internal Memory | Internal Memory
16GB, Builtin Wi- | 16GB, Builtin Wi-

key Feature

Fi, Temperature
sensor, Auto
Brightness

sensor(External
IR),
Acceleration(Gyro)
sensor, Local key
operation,
Embedded CMs

Fi, Temperature
sensor, Auto
Brightness

sensor(External
IR),
Acceleration(Gyro)
sensor, Local key
operation,
Embedded CMs

(UsB plug & play,
Local Contents
scheduling, Group,
Manager), Booting
Logo & No signal
Image
Customization,
Fail over, Content
sync (Rs232C,
Local Network),

(UsB plug & play,
Local Contents
scheduling, Group
Manager), Booting
Logo & No signal
Image
Customization,
Fail over, Content
sync (Rs232C,
Local Network),

screen share, play
via URL, screen
Rotation, External
Input Rotation, plp,
pBp (4), Tile Mode
setting (Max
15x15), setting

Data Cloning, Data Cloning,
sNMp, Control sNMp, Control
Manager, Manager,

screen share, play
via URL, screen
Rotation, External
Input Rotation, plp,
pBp (4), Tile Mode
setting (Max
15x15), seihg

pM Mode, smart
Energy saving,
Wake on LAN,
Crestron Inside,
Beacon, HDM{
CEC, sl server
setting, webRTC

pM Mode, smart
Energy saving,
Wake on LAN,
Crestron Inside,
Beacon, HDM{
CEC, sl server

setting, webRTC
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7. 6 KVA UPS
. o Complianc  Deviation Remark
Characteristic Specification e (Yes/NO) s (If any) s
Capacity Minimum 6KVA , 5400 Watt (1@input/ 1@ output)
True Online Double Conversion UPS Standalone UPS with s
Topology battery bank
Technology IGBT (Rectifier & Inverter both)
INPUT
Input Facility 19, 2wire & Ground, (Phase &leutral+ Ground)

1Ph,-N+PE (170 to 270 Vac on full load & shall support
Input Voltage Rangg 120VAC-290VAC at 50% load).
Input Frequency

Range 45 ~55Hz

Input Power Factor| 00 . 9 9

OUTPUT

Power Factor 00. 9

Nominal Output| 220/230/240Vac shall be available with-1% regulation in
Voltage battery mode

Voltage regulation | £ 1% static, £ 5% for Dynamic Load
Nominal Frequency| 50Hz+2% (Synrchonized to Mains)

Waveform Sine wave
Crest factor 3:1
Total harmonic|

distortion (THDv) | < 3% (linear load); <5%nonlinear load)
Output Short Circuit

Protection Electronic, trip
Mains mode to battery mode: 0 ms; Inverter mode to bypass
Transfer time mode: < 4ms
Maintenance
Bypass Automatic & Manual

Output Connection | Terminal at bottom

DCRipple factor | 01 %

Efficiency Overall (AC to AC) : >/= 92% at full Load
>100% ~ 110%: for 5 mins;

>110% ~ 125%: for 1 min;

Overload Protectio

BATTERY &
BATTERY BANK

CHARGER

DC BUS voltage 192-240

VAH Require Minimum 36000 VAH for 6 Hrs Backup on System Load
Batteries Type SMF Battery

Battery  recharge

time (After

complete discharge
to 90% capacity 8-10 Hours

Charger Capacity | Minimum 10% of Battery AH Mandatory
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Complianc = Deviation Remark
e (Yes/NO) @ s (If any) (S

Battery Housing

Should becompact and space saving MS Steel Open R
complete with interconnectors

Interfaces

Should support DOS/UNIX/WINDOWS OS, RS 232 Conneq
should be available

Cold Start

should be provided

Self Diagnosis

UPS should be capable to carry setf test of Rectifier/Charge
& Inverer Module during start up

Environmental

Operating

Temperature 0-50 deg C @ Rated load

Type of Cooling Forced Air

Noise Level <55 dBA at 1 meter distance

Auto Start, Cold

Start & EPO Shall beavailable

Humidity 0%-95% non condensing

INGRESS IP 20 As per IEC60529 , Certificate must be submit at the tim
PROTECTION

bidding

Factory Licence

OEM Should have their own Factory (Factory Licence to be
enclosed along with the Bid)

MEASUREMENT
S (ON LCD)

Input & Output Voltage, Input & Output Frequency, Bypa
Voltage & Frequency, Battery Level Indicator, Load Le
indicator, Fault codes, , Overload, Short circuit, Low Battery.

CERTIFICATION
S

ISO Certification

1ISO9001:2015, 1SO14001:2015, 1SO45001:2018, ISO 26000(Q
1:2018, 1ISO 27001:2013, ISO50001:2018, 1SO14025:2006, 1
9000

CE Certification
(Safety)

IEC /EN 620401-1 Safety, IEC/EN6009%1-1,IEC/EN
60950,IEC/EN500912,IEC/EN  6204@2,IEC 6204@3,IEC
60146,IEC/EN 61004-1 level4,IEC/EN 6100@1-2
level4,IEC/EN 610081-3 level4,|IEC/EN 6100@-4
level4,IEC/EN 610084-5 level4,IEC/EN 6100@&-6 leveld

Test Certificates

Test Report of UPS should be enclosed conducted from re
Governmwnt NABLaccredated Laboratory for the quoted mog
complying all technical parameters conducted within last 5 ye
from the date of opening of Bid.

SUPPORT

Web/Window baseg

Support

It is mandatory to provide online centralized call tracking syg
Like OVSD (Open view Service Desk) for monitoring of logg
calls viewing through web / windows based access for at le
officials.

8. Outdoor (Field) Switches

8 Port POE L2 Managed Industrial grade switch
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General Parameters

ETHERNET LAN Ports

Compliance Deviations

(Yes/NO)  (fany)  remarks

Specifications

Multi-layer managed 8 x ETH
ports, 10/100/1000 Mbps
supports auto MDI/MDIX

1 crossover
Fibre 2 x SFP ports
IEEE 802.3 series standards IEEE 802.1p, IEEE 802.1Q,
802.3az
POE OUT
PoE ports Port1-8
PoE standards 802.3af and 802.3at
2 PoE Max Power per Port (at | 30W
PSE)
Total PoEPower Budget (at 240W
PSE)
Maximum Ethernet cable lengt| 100m
SERVICES
EtherNet/IP Yes
3 Proynet (cl ass|VYes
SNMP V2, V3 Yes
LLDP Yes
NETWORK
MRP MRP client role, MRP
manager role
L2 features Loop protection, Forwarding
table, VLAN, STP/RSTP
4 DHCP DHCP server, DHCP client
Port Settings Enable/disable, link speed
control, port isolation, PoE
Management, EEE (802.3az)
management, Port Mirroring
L3 Features Static IPv4 routing, static IPv€
routing, DHCPV6 client, static
IPv6 address
QOSs
QOSs Port priority, DSCP priority,
5 802.1p priority, TOS
Scheduling method SP/WFQ/WRR
Bandwidth control Rate limiting, storm control
DIAGNOSTICS
6 Tools Cable diagnostic, ping,
traceroute, nslookup
PERFORMANCE
SPECIFICATIONS
v Bandwidth (Nonrblocking) 20 Gbps
Packet bu er 512 KB
MAC address table size 8K entries
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General Parameters

Jumbo frame support

Specifications

10000 bhytes

Compliance Deviations

(Yes/NO)  (fany)  remarks

SYSTEM
CHARACTERISTICS
8 | RAM 128MB, DDR3

FLASH storage 16 MB seri al b

FIRMWARE /

CONFIGURATION

WEB Ul Update FW fro
FW on server,
proyles, cony

9 FOTA Update FW

RMS Update FW, <co
multiple devices at once

Keep settings Update FW without losing
current conyg

FIRMWARE

CUSTOMISATION

Operating system TSWOS (OpenWrt based
Linux OS)

10 | Supported languages Busybox shell, Lua, C, C++,
and Python, Java in Package
manager

Development tools SDK package with build
environment provided

POWER

Connector 2-pin industrial DC power
socket

11 | Input voltage range 7-57VDC

Input voltage range for PoOE 44-57 VDC

Power consumption Idle: <3 W/ Max: 8 W/ PoE
Max: 240 W

PHYSICAL INTERFACES

Ethernet 8 x RJ45 ports, 10/100/1000
Mbps

Fibre 2 x SFP ports

Status LEDs 1 x Power LED, 1 x Aux LED,

12 16 x LAN status LEDs, 2 x

SFP status LEDs
Power 1 x 2-pin industrial DC power
socket
Reset Software reset button
Grounding Screw terminal
PHYSICAL SPECIFICATION
Casing material Anodized aluminum housing
13 and panels
Dimensions (W x H x D) 132 x44.2 x 122 mm
Weight 6159
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General Parameters

Mounting options

Compliance Deviations

(Yes/NO)  (fany)  remarks

Specifications

Integrated DIN rail bracket,
wall mounting (additional kit
needed), pat

OPERATING
ENVIRONMENT

Operating temperature

-40°Cto 75 °C

14
Operating humidity 10 % to 90 % nomrondensing
Ingress Protection Rating IP30
REGULATORY & TYPE
15 APPROVALS
Regulatory CE, CB, RCM, FCC, IC,EAC,
UCRF
EMC EMISSIONS &
IMMUNITY
Standards EN 55032:2015+A1:2020; EN
55035:2017+A11:2020; EN
IEC 610006-2:2019
ESD
16 | Radiated Immunity EN IEC 610004-3:2020
EFT EN 610004-4:2012
Surge Immunity (AC Mains EN 610004-5:2014+A1:2017
Power Port)
CSs EN 610004-6:2014
DIP EN IEC 610004-11:2020
SAFETY
17 Standards IEC 623681:2018

16 Port POE L2 Managed Industrial grade Switch

Parameter

Minimum Specifications

(Yes/ No) (If any)

Sixteen10/100/1000BASET RJ45 aute

1| Copper Ports MDI/MDI -X ports
. Sixteen with 802.3at PoE+ injector function
2 PoE Inject Ports (PortsL to 16)
- Two 100/1000BASEX SFP interfaces,
3 SFP/mIniGBIC Ports supporting 100/1000Mbps dual mode
4 < 5 secSystem reboot
Reset Button
5 > 5 sec: Factory default
6 Removable 3in terminal block for power inpu
Connector : : -
7 Pin 1/2 for Power (Pin 1: V+/ Pin 2:-y

168| Page

Complied Deviations




Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Integrated Command Control Center (ICCC) at MSRTC

Parameter

Minimum Specifications

Deviations
(If any)

Complied
(Yes/ No)

8 Pin 3 for earth ground
9 DC power jack with 2.1mm central pole
10 1. 48~54V DC, 5.8A (max.) terminal block
Power Requirements power input
11 q 2. 48~54V DC, 5.8A (max.) DC jack power
input
12 | Power Consumption/ Max. 276 watts
Dissipation
13 | Enclosure IP30 metal case
14 | Installation Fixed wallmount, magnetic wall mount
15 ) Contact Discharge 6KV DC
ESD Protection
16 Air Discharge 8KV DC
17 | Switch Specifications
18 | Switch Architecture StoreandForward
19 | Switch Fabric 36Gbps/norblocking
20 Switch Throughput@64 26.78Mpps @64 bytes
bytes
21 | MAC Address Table 8K entries
22 | Shared Data Buffer 4.1 megabits
23 IEEE 802.3x pause frame for full duplex
Flow Control
24 Back pressure for half duplex
25 | Jumbo Frame 10Kbytes
26 | Power over Ethernet
27 | PoE Standard IEEE 802.3af/802.3at Power over Ethernet P
28 | PoE Power Supply Type | Endspan
29 IEEE 802.3af Standard
Per port 48V~54V DC (depending on the
30
power supply), max. 15.4 watts
PoE Power Output
31 IEEE 802.3at Standard
Per port 50V~54V DC (depending on the
32
power supply), max. 36 watts
33 | PoE Power Budget 240 watts
34 | PoE Management Functions
35 PD Alive Check
PoE Management -
36 Scheduled Power Recycling
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Parameter

Minimum Specifications

Complied Deviations
(Yes/ No) (If any)

37 PoE Schedule
38 PoE Usage Monitoring
39 PoE Extension
40 | Enhanced PoE Mode Standard/Legacy/Force
a1 Active POE De vice Live Yes
Detection
42 | PoE Power Recycling Yes, daily or predefined schedule
43 | PoE Schedule 4 schedule profiles
44 | PoE Extend Mode max. up to 250 meters
45 | Layer 2 Functions
46 TX/RX/Both
47 | Port Mirroring Many-to-1 monitor
48 Up to 4 sessions
49 802.1Q tagged VLAN
50 802.1ad Qn-Q tunneling (VLANstacking)
51 Voice VLAN
52 Protocol VLAN
53 VLAN Private VLAN (Protected port)
54 GVRP
55 Management VLAN
56 Up to 256 VLAN groups, out of 4094 VLAN
IDs
57 IEEE 802.3ad LACP and static trunk
Link Aggregation
58 Supports 8 groups with 8 ports per trunk
59 IEEE 802.1D Spanning Tree Protocol (STP)
60 IEEE 802.1w Rapid Spanning Tree Protocol
(RSTP)

61 | Spanning Tree Protocol l(EAESI?rgg)le Multiple Spanning Tree Protocol
62 STP BP_DUguard, BPDU filtering and BPDU
forwarding
63 IPv4 IGMP (v2/v3) snooping

64 | IGMP Snooping IGMP querier
65 Up to 256 multicast groups
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S.No Parameter

Minimum Specifications

IPv6 MLD (v1/v2) snooping, up to 256

Deviations
(If any)

Complied
(Yes/ No)

66 | MLD Snooping multicast groups
67 8 mapping IDs to &vel priority queues
68 Port Number
69 802.1p priority
70 | QoS DSCP/IP precedence of IPv4/IPv6 packets
71 Traffic classification based, strict priority and
WRR
72 Ingress/Egress Rate Limit per port bandwidth
control
73 Supports ERPS, and complies with U
Ring G.8032
74 Recovery time < 450ms
75 | Security Functions
76 IPv4/IPv6 IRbased ACL/MAGbased ACL
77 | Access Control List IPv4/1Pv6 IRbased ACE/MAGbased ACE
78 Max. 256 ACL entries
79 IEEE 802.1Xi Portbased authentication
. Built-in RADIUS client to ceoperate with
80 Port Security RADIUS server
81 RADIUS/TACACS+ user access authenticatig
82 IP-MAC port binding
83 | MAC Security MAC filter
84 Static MACaddress, max. 256 static MAC
entries
85 DHCP Snooping and DHCP Option82
86 STP BPDU guard, BPDU filtering and BPDU
forwarding
Enhanced Security -
87 DoS attack prevention
88 ARP inspection
89 IP source guard
90 | Management Functions
91 Basic Management Web browser;Telnet; SNMP v1, v2c
Interfaces
gp | Secure Management SSHv2, TLSV1.2, SNMPV3

Interfaces
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Parameter

Minimum Specifications

Firmware upgrade by HTTP/TFTP protocol

Complied Deviations
(Yes/ No) (If any)

93 through Ethernet network
94 | Switch Management ﬁgqfliag/#::a_lt_ilgn upload/download through
95 LLDP protocol
96 SNTP
97 Remote/Local Syslog
Event Management
98 System log
99 RFC 1213 MIBII
100 RFC 1215 Generic Traps
101 RFC 1493 Bridge MIB
102 RFC 2674 Bridge MIB Extensions
103 | SNMP MIBs RFC 2737 Entity MIB (Version 2)
104 RFC 2819 RMON (1, 2, 3, 9)
105 RFC 2863 Interface Group MIB
106 RFC 3635 Etherndtke MIB
107 RFC 3621 Power Ethernet MIB
108 | StandardsConformance
109 | Regulatory Compliance FCC Part 15 Class A, CE
110 IEC 600682-32 (free fall)
111 | Stability Testing IEC 600682-27 (shock)
112 IEC 600682-6 (vibration)
113 IEEE 802.3 10BASE'
114 IEEE 802.3u 100BASH X/100BASEFX
115 IEEE 802.3z Gigabit SX/LX
116 IEEE 802.3ab Gigabit 1000BASE
117 IEEE 802.3x Flow Control and Back Pressure
118 | Standards Compliance IEEE 802.3ad Port Trunk with LACP
119 IEEE 802.1D Spanning Trderotocol
120 IEEE 802.1w Rapid Spanning Tree Protocol
121 IEEE 802.1s Multiple Spanning Tree Protocol
122 IEEE 802.1p Class of Service
123 IEEE 802.1Q VLAN Tagging
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S.No Parameter Minimum Specifications g(oerg/p:\ir;(; (lee ;/ina;gons
124 IEEE 802.1x Port Authentication Network
Control
125 IEEE 802.1ab LLDP
126 IEEE 802.3af Power over Ethernet
127 IEEE 802.3at Power over Ethernet Plus
128 IEEE 802.3az Energy Efficient Ethernet (EEE
129 RFC 768 UDP
130 RFC 783 TFTP
131 RFC 793 TCP
132 RFC 791P
133 RFC 792 ICMP
134 RFC 2068 HTTP
135 RFC 1112 IGMP v1
136 RFC 2236 IGMP v2
137 RFC 3376 IGMP v3
138 RFC 2710 MLD v1
139 RFC 3810 MLD v2
140 ITU G.8032 ERPS Ring
141 | Environment
142 Temperature;10 ~ 60 degrees C
Operating
143 Relative Humidity: 5 ~ 95% (neoondensing)
144 Temperatures40 ~ 85 degrees C
Storage
145 Relative Humidity: 5 ~ 95% (neoondensing)

9. Video Management Software (VMS

Compliance Deviations

General Parameters Remarks

(Yes/NO) (If any)
The IP Video Management Software should allow Live Viewin
Recording and Management solution of Network Video
surveillance systems & shall not have any Limit on the Numbeg
Cameras to be Connected & shall be Scalable to Unlimted IP
Cameras in Future by Augmentation of Camera channel Licen
& server Hardware Components.
The Open Platform Video Management Software (VMS)
Application, should be Brand Agnostic, should not be from the|
2 same Camera OEM & should support various third Party ONV
IP Cameras, this is Compulsorily required so that the Same V
Applications can be sted up in future by just Adding third Party
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General Parameters

IP Cameras & Additional Software Licenses.

Compliance Deviations Remarks

(Yes/NO) (If any)

The Video Management Software shall be Cli8etver based IP
Video security solution that shall provide seamless managemg
of Digital Video, Audio and datacaoss an IP network. The videq
management Software shall provide full virtual matrix switchin
and control capability. Video from sites shall be possible to vig
from single or numerous workstations simultaneously at any ti
Cameras, recorders, and viegistations may be placed across
terminal in the IP network.

The Offered VMS Software should be ONVIF S, G, T& M
Profile Compliant & should be a User Level ONVIF Member
from the Last 5 years.

The Declaration of ONVIF S,G,T & M Profile shall be availablg
on ONVIF Official Website www.onvif.org in the Conformant
Devices.

VMS OEM to Submit a Valid Certificate to Substantiate the
Proof.

The Compliance/Conformance to the ONVIF Profile S, G, T af
M should be available with the VMS OEM on or before the Da|
of Bid Publishing.

The IP Video Management Softwarteadi be Licensed &
Perpetual Licenses to be Provided, such that they are Valid fo
Lifetime.

The VMS shall be Windows based & shall be Compatible on
Windows 10/11 Professional and Windows Server 2019/2022
Standard Edition

The VMSshall support iPad, Android and iPhone devices & sh
also support web clients.

The Video Management System shall be a fully distributed
solution, designed for limitless mublite and multiple server
installations requiring 24/3urveillance with support for devices
from different vendors. The Video Management System shall
offer centralized management of all devices, servers and user|
must empower a flexible rileased system driven by schedules|
and events.

The VMS sywtem shall be a scalable cliénserver architecture
built using well known operating systems

10

The VMS management server shall be able to intelligently scq
IP network for new devices (cameras or servers) along with
automatic modedletection.

11

The VMS system shall provide an integrated secure, scalable
easily accessible softwatmsed solution for the management o
the existing & future physical security infrastructure

12

The VMS system shall providepowerful and efficient
management interface for all the security systems across all
monitored sites.

13

The Video Management System shall contain recording serve
used for recording video feeds and for communicating with
cameras and other devic@$e recording servers shall process {
recordings and playback the video streams.

14

The management server shall allow access to a system mana
the form of Configuration Client from where the administrator

configure and manage akrvers, cameras and users.
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Compliance Deviations

(Yes/NO) (If any) REMERS

General Parameters

The Video Management System shall allow an unlimited numi
of cameras to be connected to each recording server and an
unlimited number of recording servers to be connected to eac
management server across multiplesitf required.

The Management Services of the VMS software MUST come
one unit and not multiple loadable units on Multiple Individuall
Configurable Servers, the Management Server shall be loadeg
Single Machine, from which all the Cameras, Additonal
Recording Serers, Video Analytics Servers & Viewing Clients,
shall be managed Centrally.

A Single Management Server shall be capable of managing
multiple recording manager systems or Recording Servers.

It shall be possible to assigmcoders and IP cameras to recordi
manager/Server

The VMS shall be based on a true open architecture that shal
allow the use of noproprietary workstation and server hardwal
non-proprietary network infrastructure and nproprietary
storage

Recording Parameters

Should record H.265+, H265, H.264, MPEG4 or MJPEG in at
20 | minimum 5 fps to 30 FPS at minimum CIF to Full HD (1080p)
and 4K resolution.

21 | Supports RTP over UDP, RTP over TCP and http streaming
22 | Should support multiple brand IP cameras and encoders.
Should support dual streaming, with Live Streaming and recor|
23 | at different qualities of videos. (Min. differeStreams should be
available in the Cameras.)

Option to do recordings on NAS, iSCSi, DAS, local or network
drive. Defining different drive for each individual camera.
Should have ability record audio along with video in same
recording file.

26 | Option to define multiple recording paths

27 | Prebuffer and Post buffer recordings up to 10 minutes.

o8 Calculate storage size based on number of cameras, days an
drives available in the system

Option to record at low frameffame) and high frame rate on
Motion

Export the desired portion of video in mp4, avi and asf formats
DVD/USB or any external device. Viewing of this recording m(
30 | be playable on authorized player which shalpbavided by
software manufacturer or in media player on OS Windows,
Linux/Unix or Apple Mac.

Export recording possible in client and remote PC also with
proper authentication.

Option for WindowPop up, Email, Sound alarm, Pharadl, SMS
on recording/ video loss or any event.

Storage and Bandwidth calculation: Recoding size estimation
33 | each hard disk attached to the server. Option to check disk siz
individual camera.

Image Enhancement @acorded videos. The image enhancemé
34 | should be able enhance videos of fog, rain and low light
conditions.

35 | The option of email and SMS(Through SMS Gateway)
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General Parameters

Automatic archiving after set number of days and automatic
recordingdeletion after disk full.

Compliance Deviations

(Yes/NO) (If any) RENENLE

37

Edge Recording Synchronization: VMS Server and Camera
should sync recordings in case of network or other communicy
failure between camera and VMS, through ONVIF G Profile

38

Encryption: Ability toencrypt video while exporting. Options of
56 hit, 128 bit and 256 bit encryption

39

Export of videos Synopsis based on events in a particular time
period

40

Export of Signed video using public/private key

41

The VMS shouldSupport Failover for both the Recording Servg
as well as the Management Servers.. The Proposed VMS Sol
Shall support native Fail over with in the application with no
dependency on any external application for both hardware an
application redundancysolutions with external clustering like
Windows Clustering, Microsoft SQL Clustering and VMware o
HyperV etc. should not be proposed. The native failover
architecture must be for both management and recording serv

42

The Fail over and Fabback management and recording Server
shall be on hot standby, ready to take over during the primary
management server fails. No manual action from the user sha|
required. The fail over time should not be beyond 30 Seconds

Live, Playback & PTZ Control Parameters

43

Live View possible for minimum 110 cameras simultaneously
1 screen or multiple monitors using software video wall.

44

Configurable Matrix views with size and number of cameras. H
defined viewdrom full screen, 1x1 to 8x8.

45

View sequencing with user driven time interval.

46

Dual Streaming and Automatic Switching from Low to High
Quality on Full screen mode.

47

Option to change Live View directly from cameras or from VM
server using RTSP and HTTP options

48

It should support live view and Playback from minimum 10
clients Both local and remote

49

It should support event based playback.

50

Ability to search based on Date/Time/Camera, Name, ID and
Location for more than one camera simultaneously.

51

Customized camera views based on :
User input number of cameras.
User chosen shape and size.

52

Digital Zoom :

Both complete live picture and Zoomed picture should be visil
simultaneously while zooming.

Should be available On Live and Playback Videos.

Zoom available on snapshots too.

53

PTZ

PTZ option available through mouse and joystick
Gaming joystick as well as PTZ joystick options available
On screen PTZ control ti Click and Zoom facility

PTZ presets and tours setting

54

Software should allow creation of multiple camera sequences.
should be possible to set the dwell time for the cameras within

sequence.
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General Parameters

Compliance Deviations

(Yes/NO) (If any) REMERS

55 Software should allow sequences control (pause/play, skip
forwards, skip backwards).

56 Live view and Playback available at the same time with Playb:
window running side by side with live view window.
Event window with specific snapshot of that event should be

57 | shown simultaneously in Live view screen. Clicking on the eve
shoul play recording of that event time.

58 Image Enhancement available in Playback. Option to sharpen
video image through scrollbar.
Playback Navigation Tree View with Recording server, camer:

59 . . . )
list, year/months list and the date wise play list.

60 | Playback option for framby-frame

61 | Playback should have Video lock feature.

62 Option of Common Timeline fasyncing of multiple cameras
while playback.

63 Ability to make bookmark of any portion of video and view list
all bookmarks

64 | Instant Playback and Quick Search of event based recordings|
Event based search: Event based Timeto quickly show

65 | coloured dots in Timeline and view recorded videos at the eve
time.

66 Playlist with files listed for each date. User can click on a date
play recordings.
E-map client should show icon blink and voice alerthaf event.

67 Should be able to take snapshots from Google Map if connect
internet. It should be possible to click on icon in a map to initig
PTZ camera preset, run PTZ pattern, view camera.

68 Two-way audio communication between camera ¥hSE.
Option to send/broadcast Audio to multiple cameras
Mobile Surveillance & Remote Viewing Parameters
Ability to view live video on iOS and Android phones or device

69 : : . . ;
with or without installing proprietary Apps.

70 | PTZControl on Mobile App and Remote Locations

71 VMS and Mobile App support for multiple sites spread across
WAN to be controlled and viewed from central location.

72 | Remote Administration over internet.

73 | Ability to make a Phoneall/IVR on any alert or alarm
The Mobile App must also Support for Audio Streaming along

74 ) .
with Video Streaming.
Streaming Parameters

75 Option for RTSP, HTTP, RTSP over HTTP streaming or both
simultaneously anhdividual camera level.

76 Authentication parameters (username, password) for streamin
remote clients.
Administration & Failover Parameters

77 | Automatic discovery of devices using UPnP and/or ONVIF
No softwardimit on number of cameras supported in single

78 | recording server (Any increase in the number of cameras sho
be possible by augmentation of hardware and license compon

79 Add all cameras with single click. Apply settings to multiple
cameras ofame model with single click.

80 | Generate logs & reports in Graphical & Tabular form and expq
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Compliance Deviations

(Yes/NO) (If any) RENENLE

General Parameters

in_pdf, excel or more format
Failover Automatic switch of user selected cameras to hark
server in case of failure.

Automatic Health checkip and activation of optimization
modules once CPU reached more than 85%.

83 | Add multiple recording servers under same management serv,
84 User role based cameras and feature access. Define users wi
passwords and access to only specific cameras

Complete server logs including login access, system settings
85 | change, archiving events, video or recording loss and all activ
done by administrator or any other user in the system.

VMS control of cameras and monitoring on client workstations

81

82

86 shall be done through the administrator interface.

87 System watchdog feature be available to alert in case of failur
cameras and servers.
Camera Support Parameters

88 Should support multiple brand IP cameras, encoders, NVR's g

DVRs. No restriction on camera hardware.

89 | Should support ONVIF protocol including Profis G, T & M.
Alarm Centre Parameters

Option to view cameras only @larm. Matrix grid size should
90 | change automatically if alarms are generated from multiple
cameras simultaneously

91 | Automatic or manual reset & close option of video panel
Advance Features

Failover: System should support N: 1MirN failover. Failover

92 time should not be more than 30 seconds.

93 Option to do failover of selected cameras in case of recording
server failover.

94 Option to add multiple recording servers under single
Management Server.

95 TheVMS licensing shall require MAC Id of Server/ Recorder
only, not of camera devices.

96 Supports up to minimum 50 clients simultaneously. Separate

licensing required

97 | Option to configure video analytics in same client as VMS
External Storage Connectivit
The VMS must support for Connecting Multiple External Stord
Devices in the form of Primary & Secondary Storage Drive.

It must also have the Option of Storage Drive Redundancy,
wherein if the Primary Drive is Unavailable then the VMS
Application/Recording Server must Automatically Start Record
in the Secondary Configured Drive.

In Case of Recording has been done in Secondary Storage D
during the Failure of Primary Drives then after the Primary is
restored the Recording that took place in the Secondary Drive
shall be Synchronized in the Primary Drive.

VMS Web Client

The VMS Web Client shall have Dashboarding Capabilities, s
that the Dashboard should Support for Drawings/Maps GIS Lg
OSM Layer, Autocad .dwg Flle, .JPEG file format, .PDF file
format, Customized Video Grid for Live & Playback of Video &

98

99

100

101
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General Parameters

Compliance Deviations Remarks

Events Talg

(Yes/NO) (If any)

102

The VMS Web Cient shall show the Camera details with Key
Performance Indicators like, Total Cameras connected, Total
Cameras Disconnected, Status Visualization in the form of Pig
Chart

103

The VMS Web Client shall haveReporting functionality in the
form Camera Uptime, Downtime.

104

The VMS Web Client shall also show the Recording server stg
Report, Storage Space Available status & Reports.

105

The VMS Web Client must support for H.265 Codec Live &
Playback Streaming.

106

The VMS Web Client shall support comprehensive data filterin
for most reports based on entity type, event type, event timest
custom fields, and more.

107

The VMS Web Client shall support the following actions on a
report: print report, export report to a PDF/Microsoft Excel/CS
file, and automatically email a report based on a schedule and
list of one or more recipients.

Video Management SoftwarePre-Qualification Criteria

108

The Video Management Software (VMS) Application should b
an Open Platform Application & should not be from the Same
Camera OEM.

109

The Video Management Software (VMS) Application shall
support Integration with 3rd Party Devices like PhysicalrRetér
Intrusion Detection Systems (PIDS), Radars, iOT
Sensors/Modules & Various 3rd Party Applications.

110

The Offered VMS Software should be ONVIF S, G, T &M
Profile Compliant from Day 1 as on the Bid Publishing Date.
The Declaration of ONVIF S,G, T & M Profile shall be availabl
on ONVIF Official Website www.onvif.org in the Conformant
Devices.

VMS OEM toSubmit a Valid Certificate to Substantiate the
Proof.

111

The VMS OEM should have Certifications following
certifications

A.ISO 9001:2015 Quality Management Certifications in the na
of the OEM

B. 27001:2013 Information Security Management Syste
Certifications

C. ISO 14001:20156 Environmental Management System

D. ISO 45001:2018 Occupational Health & Safety Manageme
System

E. ISO 27017:2015 Information Security Control for Cloud
Services

The Above Certifications are the Minimum requirertseto ensure
Quality OEM Participation All of these Certificates to be
Submitted by the OEM for Evaluation. These Certificates shol
be from The Video Management Software (VMS) Application
OEMOs with their Name & Addr

112

The VMS OEM should have Performed Benchmark Appraisal
Achieved CMMI V2.0 Maturity Level 3.
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Compliance Deviations

(Yes/NO) (If any) RENENLE

General Parameters

Appraisal Certificate of CMMI V2.0 Level3 to be Submitted as
a Proof. The OEM should be in the Possession of the Apprais
Certificate on or before the Bid Publishing Date.

The Appraisal shall be Validated Online & should be Availablg
on Public Portabn CMMI Institutes Website in the Published
Appraisal Results
(https://cmmiinstitute.com/learning/appraisals/results). Any Fa
Declarations shall lead to Bid Rejection & Blacklisting.

The VMS, Software OEM shall have a direct Registeredc®ffi
India without any Collaboration, Joint Venture, Distributor, Par
Company & should be in Operational for the Last 10 Years as
the Last Date of Bid Submission.

The VMS Software OEM shall also have a Dedicated Support
114 | Research &evelopment (R&D) Centre in India since the Last
Years as on Last Day of Bid Submission.

The Intellectual Property Rights & Source Code of Offered Vid
Management Software (VMS) must not reside in a Country thg
sharing Land Border witmdia.

The Video Management Software (VMS) Offered should not b
Developed/manufactured by an entity in which the majority
shareholding of the entity is from a Country sharing a Land
Border with India.

OEM shall provide a Declaration about the intelletpraperty
rights & Source Code as a Documentary Evidence & Copyrigh
Certificate.

The OEM who is Claiming to be Make in India OEM with Loca
Content greater than 50%, then their Intellectual Property Righ
(IPR) & Source Code must Reside in India oidpcumentary
Evidence to be Provided.

113

115

Any False Declaration can lead to Bid Rejection.

The Offered Video Management Software (VMS) Application
116 | should be Indigenously Developed by the OEM & should not K
White-labelled Product.

Cyber Security Features

The Proposed Video Management Software (VMS) Server
Application (Thick Client) as well the VMS Web Client
Application should have undergone Audit as per OWASP Top
Desktop Application Security Risks, OWASP Top 10 Web
Application Security Risks & OWASP 8cce Code Review
Testing Guide from STQC/Cehh empaneled agency. A Securi
Test Report/Certificate from STQC/Cént empaneled agency to
be Submitted by the respective OEM to Substantiate the Proo
the Security testing.

117

All the Applications Desldp as well as Web Client Application

must have already undergone the Security testing/Auditing on
before the Bid Publishing Date. The Security testing must be
Submitted as a Documentary Evidence/Proof.

The offered VMS must be cybsecurity certified with FIP240

2 encryption from Indian body for mitigating cyber security risk
The FIPS 14 Certification should be done on or before the B
PublishingDate.A Valid Certificate for FIPS 14D for the VMS

118
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Compliance Deviations

General Parameters (Yes/NO) (f any) Remarks

Application to be Submittedsea Proof.
The Video Management Software should support RTSPS or §
or RTSP over TLS Encrypted Live Streaming from cameras (I1
119 | Supported by Cameras) to VMS as well as support streaming
RTSPS or SRTP or RTSP over TLS Encrypted [St@aming
from VMS servers to clients.

10- EMS, NMS & SLA Management

Compliance Deviations Remarks

Technical Specification (Yes/NO) (If Any)

General

For effective operations and management of IT Operations, there ig
need for an industrgtandard Infrastructure Monitoring System. Give
the expanse and scope of the project, EMS becomes very critical fg
Operations and SLA Measurement. Some of the critical aspects thg
need to be considered for operations of IT sefugre: Network
Monitoring, Network Configuration Management, Log Management
Flow Monitoring ServiceDesk, Asset Managemet and Patch
Management.

The OEM of the proposed solution should be "Make In India" comp
with 12 years of presense in Indiad the solution should be deployed
in min. 5 projects in Government/PSU segment in India. The
documentary proof should be submitted at time of the bid submissig
The solution should be capable of running in Linux platform and sh
3 be64-bit application to fully utilize the server resources on which it i
installed.

The OEM of the proposed solution must be ISO 27001:2013 & ISO
4 27034 certified to ensure security compliances. Documentary proof
needs to be submitted at ttime of bid submission.

The proposed product should have CIS certification to ensure the
5 security compliances. Documentary Proof needs to be submitted af]
time of bid submission.

OEM Should provide support for all upgrades apdates during the
contract Period.The OEM should have a support centre with Dedicg
Support mail id and toll free number in INDIA. OEM Should provide
escalation matrix along with bid submission.

OEM should provide osite configuration and training for minimum 3
days along with training material.

The OEM must have average annual turnover of atleast INR 30 Cr.
above in last 3 financial years Excluding the current financial year v
positive net worth andolution should be "Make In India" company
with 100% local content.

Network/Infra Monitoring

The Monitoring Solution should provide Unified Architectural desigr
offering seamless common functions including but not limited to: Ev
andAlarm management, Autdiscovery of the Network environment,
Correlation, and root cause analysis, Reporting and analytics

The solution must provide discovery & inventory of heterogeneous
10 | physical network devices like Lay@r& Layer-3 switches, Routers ang
other IP devices and do mapping of LAN connectivity with granular
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Compliance Deviations
(Yes/NO) (If Any)

Technical Specification Remarks

visibility up to individual ports level.
Theoperator should be able to build correlation rules in a simple G|
11 | based environment where the Operator should be able to correlate
domain events

The solution shall provide future scalability of the whole system witl
majorarchitectural changes.

The proposed solution must not use any tpiatty database (including
13 | RDBMS and open source) to store data to provide full flexibility and
control on collected data.

All the required modules should be fraame OEM and should be
tightly integrated for single pane of glass view of enterprise monitor|
The solution must support custom dashboards for different role use|
such as Management, admin, and report users

The solution mussupport custom quetlyased widget with multiple

16 | visualization methods including Chart, Gauge, Grid, Top N list etc. {
visualize and represent collected data with ease.

The solution should provide superior view of infrastructure health
17 | across system,networks, application and other IT Infrastructure
components into a consolidated, central console

The proposed solution must provide comprehensive and integrated
18 | management of IT infrastructure components to maximize the
availability of IT services and SLA performance.

The design functionality shall facilitate creation of templates used fq
monitoring key network resources, devices, and attributes. Default
19 | templates and best practice designs are provided for quiak-the-
box implementation automating the work required to use OEM
validated designs and best practices.

The proposed solution must provide Health Monitoring reports of th
network with settable periodicig@24 Hrs, 1 week, 1 month.

The proposed solution must provide the graphical layout of the nety
21 | element with modules drawn using different colors to indicate their
status

The proposed solution should have multiple alerting feature to get t
notification viaemail, sms and thirgarty systems

The proposed solution should provide alert console with alert sumni
23 | such as no. of correlated alert, network alert, server alert, virtualizaf
alert, cloud alert, application alert etc.

Thesystem must have provision to overlay alert on reported metric

12

14

15

20

22

24 understand alert triggering behaviour across multiple drill down pag
The proposed NMS solution must provide agentless as well as age
o5 based monitoring for servarfrastructure. The agents should be able

set polling interval as low as 1 second with low overhead on target
server infrastructure.

The proposed solution should be able to take back up of running ar
26 | startup configuration of network devicésshould also provide
versioning for backup to track changes.

The proposed system should be able to administer configuration
changes to network elements by providing toolkits to automate the
following administrative tasks of effectirgpnfiguration changes to
27 | network elements:

a) Capture running configuration.

b) Capture startup configuration

¢) Upload configuration;
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Compliance Deviations

(Yes/NO)  (IfAny)  Remarks

Technical Specification

d) Write startup configuration;
e) Upload firmware

The platform should be able to detect vulnerabilities for Linux and
Windows server

28 A The Al Ops platform must inte
automatically import and update vulnerability information.

The platform shoul dadditonal e xt u
information such as asset criticality, network exposure, and
exploitability and help create custom prioritization.

29 The platform should have unified agent to collect telemetry data like

Metric, log and vulnerability details.

The platform should provide comprehensive OOTB organization wi
30 | vulnerability dashboard which should help identify actionable
vulnerabilities to remediate.

Log Analytics

The solution should facilitate the transmission of ling data
generated by the IT systems/ databases/ devices/ applications/
appliances/ operating systems to the central server. The solution m

31 in a position to collect logs from the IT sources like: Network device
OS, Database, Middleware, Hypesois, Applications & Security
solutions, SAN devices, Security devices.

The solution should have capability to collect the generated log in

3o | Sequence. The log data must be transferred to the central server o\

network on reatime basis oin occasional batches based on schedul
the amount of log data waiting to be transferred.

Log Compression should facilitate storing of log file in a way that
33 | reduces the amount of storage space needed for the file without alt
the meaning@f its content.

The proposed log management solution should includefetite-box
parsers for various operating systems, databases, applications, net|
devices, and syslogs. Additionally, if any collected logs cannot be
34 | parsed then theonsole must provide seamless automation to extrac
fields from collected logs via drag and drop functionality to avoid log
parsing complexity of collected logs from various syslog/ windows/
application sources.

Network Traffic/Flow Analytics

The proposed traffic monitoring system must be able to track all
network flow (including netflow vav9, Jflow, Sflow and IPFix) of
traffic on the network and identify malicious behavior with all IP
conversations.

Theproposed system must provide details of applications, hosts, an
36 | conversations consuming WAN bandwidth to isolate and resolve
problems.

The proposed system must provide baseline network flow policy to

35

37 detect anomaly in traffic usage behaviour
The solution must provide flow data explorer with capability to analy
38 extracted data using multiple columns , chart type, group by operat

and filters. System must also provide dashboard to flow data explof
drill down capability.

The proposed solution must be able to monitor and report on a vari
39 | unique protocols (used in the overall deployed solutions) per day af
display utilization data for each protocol individually. This capability
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Compliance Deviations

(Yes/NO)  (IfAny)  Remarks

Technical Specification

must be available for each monitoreckifidce uniquely.
The proposed solution must keep historical rate and Ip to Ip, Ip to
protocol, protocol to protocol conversation data for a minimum of 3
40 | months (most recent) in its current long term operating database. A
data in that databaseust have a maximum 15 minute window
granularity.

Future Scalability The system should be capable of supporting at lg
41 | 15 thousand network flow per second on single server with capabili
capture each unigue traffionversations

Helpdesk/Service Desk Management

"The proposed helpdesk solution should have certification on at lea|
42 | processes for ITIL4. Documentary Proof needs to be provided durin
bid submission

The proposetielpdesk system shall provide flexibility of logging,
viewing, updating and closing incident manually via web interface
Each incident shall be able to associate multiple activity logs entrieq
44 | manual update or automatic update from other priter management
tools.

The proposed helpdesk system shall be able to provide flexibility of
incident assignment based on the workload, category, location etc.
The proposed solution should automatically provide suggested

46 | knowledge base articles based on Incident properties with no
programming

The proposed solution should automatically suggest available

47 | technicians based on workload, average ticket closure time assigni
tickets with no programming

The proposed solution should tightly integrate with monitoring syste
to provide two way integrationE.g. when system down alarm create
48 | it should automatically create ticket and assign it to technician, in cg
system comes up before ticket is resolbgdechnician, it should
automatically close the ticket to minimize human efforts

The proposed system must not create more than one ticket for sam
recurring alarm to avoid ticket flooding from Monitoring system
The proposetielpdesk system shall support tracking of SLA (servicq
50 | level agreements) for call requests within the help desk through ser
types.

Asset Management

The proposed solution allow scheduling periodic report to check cu
software and hardware inventory

The Proposed solution should provide end to end Asset Life Cycle
52 | Management: Makes it easier to handle the complete life cycle of a
asset, that is, all stages/modules from procurement to disposal
The proposed solution must allow attaching Cl record to generated
service tickets

The Proposed solution should support maintaining AMC/Warranty
54 | Information with Alerting when about to expire also provide Asset
Deletion capabilitiegnabled with workflow engine

The proposed solution should provide Asset Dashboards/Reporting
Graphical representation all the assets based on Category, location

43

45

49

51

53

55 aging of the asset, customer, which can be further level down to thg
incident record ID
56 The proposed solution must provide asset baselining to manage an

track asset effectively.
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Technical Specification

Compliance Deviations Remarks

Patch Management

(Yes/NO)  (If Any)

57

The proposed Solution should support automated patch managemsg
critical security patch deployment on physioachines and other infra|
including Windows, Linux, MacOS etc

58

The proposed solution should support patch evaluation in a test
environment before distributing

59

The proposed solution should highlight missing critical patches and
should reattempt failed patches

60

The proposed solution should support mechanism to decline or delq
unnecessary patch that may cause any problem to overall IT
infrastructure

61

The proposed solution should support rollbackatches and service
pack applied on the machines

62

The proposed solution should support remote patch management

63

The proposed solution should come along with standard reports an
generate the customized reports as per busiegssrement. The Patch
Management solution should be capable of generatindgine@alreports
on patches deployed, when, by whom, to which endpoints, etc.

64

The proposed solution should provide mechanism to centrally set/r¢
registry value in targt Window machine.

65

The proposed solution should be able to provide the package/softw|
deployment as option to centrally deploy in target window machines

66

The proposed solution should have an option to define multiple
deployment policies for deploying patches.

67

The proposed solution should show the system health based on mi
patches.

68

The proposed solution should able to deploy exe, msi/msp package
scripts on end machines.

69

Proposed solution should have bundled reporting software so no th
party tools would be required to customize reports

70

Proposed solution should be able to provide audit reports

71

Proposed solution should be capabléntégrating with one or more
Active Directory structures whenever required

72

Proposed solution should be able to install package through followi
mechanisms:

-Push

-Pull

-UserSelf Service

73

Proposed solution should suppastiback of patches and service pack
applied, if rollback is supported for that particular Patch/Service pag

74

Proposed solution should be able to provide patch deployment stat

monitoring

12 Video wall

Sr.no.Feature Specification

Complied Deviations

Diagonal 55"(16:9)

(Yes/ No) ((If any)

REIMEINS

LCD Technology ADS

Resolution 1920%x1080 (FHD)

185| Page




Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Integrated Command Control Center (ICCC) at MSRTC

Complied
(Yes/ No)

Deviations Remarks
(If any)

4 Bezel width 2.3mm(U/L), 1.2mm(R/B)
5 Backlight Direct LED

6 [Brightness/Luminance 500 cd/m?

7 |Contrast Ratio 1200:1

8 [Pixel Density 40dpi

9 |Viewing Angle H178°, V178°
10 |Response Time 8ms

11 |Display Color 8hit (16.7M)
12 |Color Temperature 10,000K

13 [Surface Treatment Haze 25%, 3H
14 MTBF 50,000h

CVBS(BNC)x1, VGA(D Sub)x1,

Input DVI-Dx1, HDMIx1, RS232x1,
15 USBx1, IRx1
16 |Output RS232 x 1
17 Power Supply AC100V ~ AC240V, 50/60 Hz

Power Consumption N
18 |(Standby) 0. 5W

Power Consumption
19 |((Typical) OdW

PowerConsumption
20 |[(Max.) 166w
21 Installation Mode Floor-standing, wal mounted
22 VESA 600x400mm, M6

Infrared, RS232 dual mode, suppori

23 Control Mode remote PC control

24 Working Temperature

0°C ~ +50°C

25 Working Humidity

10%RH~80%RH

26 Dimension

1213.7mm X 684.5mm X
85.9mm(47.8"%26.9"x3.4")

27 |Net Weight

18.5kg
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13 Video Management & EMS Server specifications
(Server Specifications can be as per the respective software OEM, the below mentioned suggestive)

Compliance Deviation/

Parameter Minimum Specifications

2 X Intel® 9" Gen Xeon® Silver 16 Core
2.8 GHz Processor / Better

Provide minimum 64 GB RAM. Upgradable
upto 1TB with 16 DDR4 DIMM Slots

(Yes/No) Remarks

1 |Processor

2 Memory

Front drive bays: Up
3 |Disk Drive Bay (HDD/SSD) or up to 4 x 3.5 SAS/SATA
(HDD/SSD)

OS & Application: 2x 960GB SSD in RAID1

configuration.

Since the data stored fhe HDDs is very

4 HDD Capacity sensitive and confidential therefore any fault
HDD will not be returned to the OEM or Syst
Integrator during warranty and AMC period.

OEM to consider fiKee

12Gbps PCle 3.0 witRAID 1, 5, 6, 10 with
8GB Cache Memory

6  |Network Ports Minimum 2x 10G BaseT Ethernet ports

5 |RAID Controller

Front ports: 1x VGA, 1 x USB 3.0, 1x
7 |Interface dedicated remote access controller Dire
micro USB Rear ports: 1 x USB 3.0, 1x USB

Redundant hot plug Power supplies. The Poy
supplies should be FCC class A certified

9 |Form Factor 1U Rack with Rack Rails

11 |Operating System Microsoft Windows Server 2022 / Linux OS/
Should have ayber resilient architecture for a
hardened server design for protection, detect
& recovery fromcyberattacks
Cryptographically signed firmware, UEFI Sec
Boot and Secure Start support, Secure Erase
Immutable Silicon Root of Trust, Syste
Lockdown, FIPS 142, TPM 1.2/2.0, NIST SP
800147B (ABI OS Protec
Serverso) anRld5LENI(HBIZ
| ntegrity Measur emen
Shoul d provide predi
proacti ve laloerr tismpoefn ¢
component failure fo
me mor vy, CPU, RAI D, N
The Systemdvlanagement software should
rovide Rolebased security. Shall support Re

8 |[Power Supply

12 |System Security

13 Prfeai |l ure A

14 Server Man e
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Parameter

Minimum Specifications

Compliance Deviation/

time outof-band hardware performance
monitoring & alerting, Agenfree monitoring,
driver updates & configuration.

(Yes/No) Remarks

15

Certificati

Server hatweul d BI S.
cert i fSieaateiroMEM s hou
| SO27001 and | S0O4500

16

Warranty

5 years Orsite comprehensive warranty with
24x7x365 remote hardware support. Pa
Replacement on Next Business Day.

*Note i The specifications and server sizing for each application (VMS, EMS, HMS, SLA, éid)J®as to be mandatorily
submitted along with thichnical bid.

14. Operator Workstation specifications

Parameters

Minimum Specifications

Deviation/

Compliance

(Yes/ No) Remarks

1 Processor Core i7 14th Gen 12700K 12C
2 |RAM 16 GB DDR4
3 HDD 256 GB SSD & 1TB HDD
4 |Chipset Intel W680
5 |(Graphic Card 1x Nvidia 4GB Graphics / Better
6 [Network 1G Ethernet
Expansion Slots 1 half height PCle x16 Gen4; 1 half height PQ
7 x4 Gen 3
I/O Ports 1 7 USB 32 Gen 2 Type C
a4 i USB 3.2 Gen 1/2
8 10 Universal Audio Port
17 Audio Line OUT /IN
PSU 300W up to 92% efficient (80 Plus Platinum)
9 PSU
10 [0S Windows 10 Pro
11 [Monitor Dual monitors should be supported
12 [Keyboard & Mouse Wired Keyboard & Mouse
13 [Form Factor Small Form Factor
Security Features Trusted Platform Module (TPM 2.0), Chassis
14 Intrusion switch, Setup/BIOS Password
15 [Certification BIS, Energy Star
\Warranty 5 years Orsitecomprehensive warranty with
16 24x7x365 remote hardware support. Par
Replacement on Next Business Day.
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Compliance Deviation/
(Yes/No) Remarks

Minimum Specification

1 |Rack Size

Floor Mount 42U- 800 W x 1000 D. shall have Broad Front and Rear Mullti
2 [folded Frames, Based on functional configuration of theiracle can use as

much as 790mm out of 800mm for mounting

3 |Accessories

4 |1U Horizontal Cable Manager

FHU with 4FAN 360CFM, Fan should be of AC 230V with flow volume of
atleast 90 CFM.

\Vertical Power Distribution Unit with 12 x 5/15 (2+3 pin) sockets Round Pi
230 Volts AC, 32 Amp with Plug, Overall rating of the power strip should b

6 32A and it shouldhave 32Amps MCB with indicator as an isolator. 3M long
power input cable should be provided.

7 |Mounting Hardware Kit (Pack of 20)

8 |Vertical Cable Managet2U-Loop

9 |Casters Set of 4

10 |Adjustable Levellers set of 4

11 [19" ReducedChannel Loop Type

12 Front side Hexagonal Perforated Single De42U-800, Door should be able {
be changed at site from left side / right side opening as per site conditions

13 Rear sideHexagonal Perforated Dual Ded2U-800, Doorshould be able to b

changed at site from left side / right side opening as per site conditions.

14 |Side Panels Vented Side Panel2U-1000 (Set of 2)
15 |[Features
16 |Conforms to DIN 41494 OR equivalent ISO Standards

Powder Coated arBlolted Steel Frame Welded Construction, As a default
17 |practice, racks should be assembled at site as per the user / system
i ntegratordsrequirement .

18 |[Equipment Mounting on DIN Standard 10mm Sq. Slots / Direct M6 Tap
19 |Mounting Angle shouldb# 96 Mounting angle mad
20 |Vented and Cable entry/exit cut outs from Top & Bottom

Castors offered should be also compatible for this kind of load rating. Each
21 |is capable of handling 200KG load and hence theoretically ratkoastors car
support 1000kg.

22 |Depth adjustable mounting slots

23 |Provision to mount the cooling fans on the top panel.

24 |Wall Mount 4U RACK

25 |Rack Size- Wall Mount 4U x 550 W x 500 D

26 |Accessories

27 [1U Cable Manager

28 |0ne Roof Mounted Fan Unit with 90 CFM & should be 230V AC

6 Way 5 Amp with (3 pin) Power Distribution Unit. Overall rating ofthe pow
29 [strip should be 6A and it should have ON/OFF switch with indicator as an
isolator.

30 [Mounting Hardware Kit

Compliance Deviation/
(Yes/No) Remarks
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Compliance Deviation/

(Yes/No) RENES

Minimum Specification

31 |Features

32 |Conforms to DIN 41494 OR equivalent ISO Standards

Adj ustabl e 190 e qui p me nbettemmountirtg i
flexibility, and maximizes the usable mounting space

34 |Depth adjustable mounting slots

35 |Front Glass Door with Lock

36 [Top and bottom Panel with ventilation and cable entry facility

37 [Provision to mount the cooling fans thre top panel

Powder coated finish with Seven Tank pretreatment process meeting all in
standards

Grounding and Bonding Options. 100% assured compatibility with all
39 equi pment ds conf or mi rnndustriat standard IfoN
equi pment 6ds)

40 |OEM Eligibility Criteria for Passive Components

Certifications : Racks should be certified according to , ROHS ,ISO 9001,

41 114001, 18001. Complying EIA 310, and IEC 297.

Compliance Deviation/

25 Wall Mount 9U RACK (Yes/No) Remarks

IApplication: To house active and passive networking equipments routers, |

26
panels, modems etc.

Basic Structure: Basic structure of CRCA Steel in a welded frame with
top,bottom and side frame. Calidatry Provision be made on the Top and
Bottom of the Cabinets with appropriate Grommets / Closers. Ventilation s
be provided on the Top Front and Bottom Front Faces for proper ventilatio
Structure should be rigid and should allow front and rearntiog angles to be
fixed at any desired depth.

27

Front Door: Front Glass Door with logkshould be easily removable type. D¢
28 |should be able to be changed at site for left side / right side opening as pe
conditions.

Sidepanel : Hinged Louvered Side panels (swing opening from front to bag
29 |back to front: changeable at site as per requirenienidh easily removable
Hinges and lock for security

Space : Heightlt Should Provide 9U Usable Space. Width should ke
600mmW and with 190 idfchouoldbe 50§mni oo mang
31 |Load Bearing Capacity : It should be able to take load of arouiicb@XKG.

32 Wall Mounting : Provision for easy wall mounting should be there w
appropriate anchor fasteners

Cable Management : Wall Mount should have integral vertical cable
management provision for the cable management in front (right and left)In
addition to the above, horizontal cable manager in 1U format with NyRMWC
cable hoops to be provided.

Heat Management: Rack must be provided with one fan directly mounted
34 [roof top as an exhaust from the cabinet. Fan should be of AC 230V with fig
volume of at least 90 CFM. Proper finger guards tphoided on the fans dul

30

33
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Compliance Deviation/

(Yes/No) RENES

Minimum Specification

riveted to avoid any loosening.
Powder Coating Details : Thickness of powder coating should be680
microns or more.

Thickness of Material : 1. Wall Mount and its components should be made
36 |CRCA SteeMateriali at least 1.2mm thick 2. Mounting rails (2 Pairs) be m
from CRCA Steel Material at least 1.5mm thick

Shelving Options : Wall mount rack should be provided with 1 fixed shelf

37 (Ventilated)

Power Management : Rack should haegizontally mounted power strip with
6 sockets of Indian 5A type combination sockets (2+3 Pin). All cable used
manufacture of such power strip should be ISI grade. Overall rating of the
strip should be 16A and it should have Double Pole ON/OFRElswith
indicator as an isolator. 3M long power input cable should be provided with
appropriate rating and 15A Indian type plug.

38

Certifications: Racks should be certified according to , ROHS ,ISO 9001, 1

39 18001. Complying EIA 310DIN41494 and IEC 297

. . S Compliance Deviation/
40 |Fiber LIU 6 Port Rack Mount LC type with Pigtail (Yes/No) Remarks
41 |Make

42 |Model Number

43 [LIU Features

Fiber optic LIU should include with LIU Box itself, Adapter Panel and Adap

44 :
asper requirement.

45 |Have sufficient slots for accommodate 6 number LC adapters.

46 |Should be 1U 19nch rack mountable.

47 |Aluminum base material for light mounting.

48 |Should have Splice Tray & Cable Spool provision inside LIU.

49 Accessory kit consists of cable ties; mounting ear screw earthling and spir
wrap tube.

50 |Panel cover should be slide out for easy maintenance.

51 |Removable cover for better access to interior of LIU.

52 Should have Rubber fiber slottbdacket builtin, splice shelf to protect the
fibers.

Shoul d be capable of storing up t
adapter.

54 |Adapter Plate Features

55 |Plate made from Cold rolled steel materials.

56 |Suitable for LCadapters.

57 |Adapter Features

All LC adaptors should be 6 number Simplex type. Adapters should have
58 |compact design & high precision, which perform well under various
circumstances & maintain good plug retention strength.

59 [Should have Telcordia, TIA/EIA and IEC compliance.

60 Thlg sleeves are basically recommended zirconia split type, the phosphor |
split

53
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Minimum Specification
I nsertion Loss should be O 0.20dB

Compliance

(Yes/No)

Deviation/

RENES

Sleeve/Ferrule Withdrawal Force shouldlb@N ~ 2.5N.

Fiber Optic Simplex Pigtail LC with 1 Meter Feature's

Fiber optic pigtail with one core fiber cable terminated with LC connector a
end and open at other end.

65

The terminated connectors in assemblies are desigreaditare compatible
with industry standards (IEC 61754 TIA/EIA).

66

Should have good geometrical characteristics of apex offset & radius
curvature &fiber height.

67 |Should be 100% inspected for optical characteristics &fibefaralfinish.
68 |Pigtail length requiret 1 meter Simplex.

69 [Pigtail Performance Characteristics

70 |Should have singtenode G652D optic fiber.

71 Typical |l nsertion Loss should be
72 |Pigtail MechanicalCharacteristics

73 [Should have Ceramic Connector Ferrule.

74

Repeatability should be 00.2dB, 2

75 |Working Temperature should be 0 degrees Celsius to + 70degree Celsius

. . . Compliance Deviation/
76 [Fiber Optic Duplex Patch Cord LC-LC with 3 Meter Length (Yes/No) Remarks
77 Make
78 |Model Number
79 |Features

80

Fiber optic patch cord with two core fiber cable terminated with LC duplex
connector at one end and LC duplex connector at other end m=jpgement.

81

The terminated connectors in assemblies are designed to and are compat
with industry standards (EIA/TIA, IEC, ANSI, NTT and Telcordia).

82

Should have good geometrical characteristics of apex offset & radius
curvature &fiber height.

83

Should be 100% inspected for optical characteristics &fiber end face finish

84

Patch cord length requirés3-meter Duplex.

85

Performance Characteristics

86

Should have singtenode G652D optic fiber.

87

Typical I nsertion Loss

88

shoul d
Return Loss should be PCO45dB, UP

89

Mechanical Characteristics

90

Should have Ceramic Connector Ferrule.

91

Repeatability should be 00.2dB, 2

92

Working Temperature should be 0 degrees Celsius to + 70degree Celsius

16 UPS Specification

S.
No.

Parameter Minimum Specifications (Yes/No)
Minimum Rating of UPS should be 10 KVA wi

1 Phase Input & 1 Phase Output with 4 Hours

battery backup on full load.

UPS Capacity in
KVA

Compliance

Deviations/

Remarks
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Parameter

Minimum Specifications

a) True Online Configuration with double
conversion UPS

Compliance

(Yes/No) RENES

Deviations/

b) DSP based Technology with reduction in
electronic components

c)Inbuilt Isolation Transformer at the inverter

5 Technology output side
and Capability
d) EMI Filter should be provided at Input and
Output side.
e) Phase failure / reversal protection.
f) UPS should be designed with IGBT based 4
DSP controlled.
3 |INPUT
Input facility -
31 Phases/Wires 1-Phase
3.2 Irgﬂ;te voltage 25% at lower side and 20% at upper side
33 Nominal input 50 Hz
frequency
3.4 [nput 47.5 t0 52.5 Hz
frequency range
3.5 [MPUL power 4 o5 (full load)
factor
Current
3.6 |[Harmonic Distortio|<3 %
(TTHD)
4  |Output
Output
4.1 |voltage with 220, 230, 240 Vac
Single Phase
4.2 [Qutput 9% (+)
\voltage regulation
Nominal
43 Output frequency °0.0 Hz
4.4 Putplt 0.5 HZ (+)
frequency regulatig
4.5 Output Pure sine wave
waveform
Output
4.6 Noltage distortion < 3 % (linear load)

(THDu)
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Parameter

Minimum Specifications

Compliance

Deviations/

4.7

Crest Factor

(3:1)

(Yes/No) RENES

Output  short

48 (=T . Electronic protection
circuit protection
Overall
Efficiency (Ac to
5 AC) >=92 %
Online Double
Conversion
6 I(rlicél%:;\tlons For fault indications
UPS Start, Standby, Bypass Mode, Line Modg
7 laudible alarm Battery Mode, Fault, Warning Battery Test, E(
Mode. Should also have Cold Start, Auto Res
and Self Diagnositeature
Inverter 0;05 %: continuo
8 . Imi nut es; 126% ~ 0150
Overload capacity
second
Interface  to
9 NMS (Network SNMP Card for connecting the UPS to LAN th
Management Ethernetport & monitoring thru NMS should be
System) available
10 Degree of
Protection IP 20
11 Battery Backup/Battery Bank & Charger
'To be supplied with compatible Exide/Amararaja Lead Acid Batte
with 5 Years warranty, suitable mountiragcks to be supplied and
11.1 lcommon battery bank to be connected with redundant UPS To ¢
Years warranty if needed Cost of one time Battery Replacement
should be added.
11,2 [Backup .
"~ |Required 60 (Minutes) at 20KVA Load at 0.9 P.F.
11.3 Battery Bank
\Voltage 480Vdc (default) Adjustable 432Vdc to 600Vd
Battery Bank
VAh (Vendor to
11.4 finclude battery
sizing calculations |As per the battery sizing but min VAH require
with tender) 36000 vah
115

Batteries Type

Sealed Maintenance Free (SMH)2V Cells

194| Page



Selection of Agency for Supply, Installation, Commissioning and Maintenance of IP based
video surveillance solution and Integrated Command Control Center (ICCC) at MSRTC

Compliance Deviations/

(Yes/No) RENES

Parameter Minimum Specifications

11.6 Battery Makes Amara Raja / Exide

Number  of Minimum two banks in parallel depends o

117 Battery Banks battery sizing

The charger should be able to deliver chargin
current equivalent to 10% of Battery Ah rating
offered. (In case of external chargers, suitable
monitoring of the chargers should be provided

Minimum Charger
11.8 |Rating (Including

gteer?nilll) ! the UPS. Also, all external chargdaking AC
input must have PFEPower factor correction)
Constant Voltage Constant Current Solid
Charger type / stateSMPS charger
11.9 |Charging Method [Float Charge 270V+(2V) based on default
& Charging 240Vdc
\Voltages Boost Charge 280V+(2V) based on
default240Vdc
Battery recharge
time (After
11.1 |complete dischargg
to
90% capacity 10-12 hours

BatteryHousing
(Vendor to provide
11.11the GA drawings [Should be compact and space sawfg) steel
of the offered open rackscomplete with interconnectors
Battery Rack)

Battery End

11.12 Cell Voltage 1.75 V/cell

The quoted UPS model should have Damp H
12 Test, Dry Heat Test & Coldest Certificate as
per IS 9000 standards.

Certificates

The quoted UPS model should have Type Te
Report from Central Govt./NABL/ILAC
IAccredited lab covering all technical
requirements.

EMC Directive 2004/108/EC: Test Standards
EN/IEC 620401. EN/ IEC6204062, EN/IEC
620403.

UPS should be complied with ROHS directive
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Compliance Deviations/

(Yes/No) RENES

Parameter

Minimum Specifications
& IEC test standards

As per Meity (Government of India) guidelines
UPS shall have valid BIS CRS certifications a
applicable

13

& OEM Criteria

Quality Certificatiofl SO 9001, I1SO 14001, ISO 45001 (All
certificate copy should be attached).

24 Port POE L3 Managed Industrial Grade Switch

SNo  Parameter Minimum Specifications or Complied Deviations
' better (Yes/ No) (If any)
1 Copper Ports 20 x 10/100/1000BASH RJ45 aute
MDI/MDI -X ports

2 4 x100/1000BASEX SFP interfaces,

3 SFP/miniGBIC Slots Compatible with 100BASEX SFP
transceiver

4 4 10GbBASESR/LR SFP+ interfaces
Compatible with 1000BASE

5 | SFP+Slots SX/LX/BX and 2500BASEX SFP
transceiver
1 x RS232t0-RJ45 serial port (115200

6 Console 8, N, 1)

7 Switch Architecture StoreandForward

8 Switch Fabric 128Gbps/nosblocking

9 Throughput 95.2Mpps@64Bytes

10 | Address Table 16K Qntries, aut_omatic source addres
learning and aging

11 Shared Data Buffer 32M bits

12 IEEE 802.3x pause frame for full

Flow Control duplex

13 Backpressure for half duplex

14 | Jumbo Frame 10K bytes

15 System reboot

16 Reset Button Factory default

17 AC input:

18 Power Consumption Max. 36 watts/122.8 BTU

19 DC input:

20 Max. 38 watts/130 BTU

21 Z‘(’:""erReq“'reme”ts AC 100~240V, 50/60Hz 1A

22 2 Digital Input (DI):

23 Level 0:-24~2.1V

24 Level 1: 2.1~24V

25 DI & DO Max. input current: 10mA

26 2 Digital Output (DO): Open collector
to 24VDC, 100mA
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Minimum Specifications or Complied Deviations
S.No | Parameter
better (Yes/ No) (If any)
27 EFT Protection 6KV DC
28 ESD Protection 6KV DC
29 Layer 2 Management Functions
30 Port disable/enable
. . Auto-negotiation 10/100/1000Mbps
31 Port Configuration full and half duplex mode selection
32 Flow controldisable/enable
33 Di splay each port
Port Status link status, flow control status,
34 autonegotiation status, trunk status
35 TX/RX/Both
36 S Many-to-1 monitor
37 Port Mirroring Rmirrori Remote SwitchPort
Analyzer (Cisco RSPAN)
38 IEEE 802.1Q tagged based VLAN
39 IEEE 802.1ad Qn-Q tunneling
40 Private VLAN Edge (PVE)
41 MAC-based VLAN
42 Protocotbased VLAN
43 | VLAN Voice VLAN
44 IP Subnetbased VLAN
45 MVR (Multicast VLAN registration)
46 Up to 4K VLAN groups, out of 4096
VLAN IDs
47 GVRP
48 Link Aggregation IEEE 802.3ad LACP/static trunk
49 14 groups with 16 port per trunk
50 IEEE 802.1DSpanning Tree Protocol
51 IEEE 802.1w Rapid Spanning Tree
Spanning Tree Protocol | Protocol
IEEE 802.1s Multiple Spanning Tree
52
Protocol
53 Traffic classification based, strict
priority and WRR
54 8-level priority for switching:
55 QoS - Porthumber
56 - 802.1p priority
57 - 802.1Q VLAN tag
58 - DSCP/ToS field in IP packet
59 IGMP (v1/v2/v3) Snooping, up to 255
IGMP Snooping multicast groups
60 IGMP Querier mode support
61 MLD (v1/v2) Snooping, up to 255
MLD Snooping multicast groups
62 MLD Querier mode support
63 Per port bandwidth control
64 Bandwidth Control Ingress: 100Kbps~1000Mbps
65 Egress: 100Kbps~1000Mbps
66 Supports ERPS, and complies with
Ring ITU-T G.8032
67 Recovery time < 10ms @ 3 units
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Parameter

Minimum Specifications or

Complied Deviations

better (Yes/ No) (If any)
68 Recovery time < 50ms @16 units
69 Layer 3 Functions
70 IP Interfaces Max. 128 VLAN interfaces
71 Routing Table Max. 128 routing entries
72 IPv4 hardwarestatic routing
73 Routing Protocols IPv6 hardware static routing
74 OSPFv2 dynamic routing
75 Management
76 Basic Management Console/Telnet/Web browser/SNMP
Interfaces vl, v2c
77 | Secure Management | oot T Sv1.2, SNMPV3
Interfaces
78 Firmware upgrade by HTTP protocol
through Ethernet network
79 Configuration upload/download
System Management through HTTP
80 y 9 Remote syslog
81 System log
82 LLDP protocol
83 NTP
84 Remote syslog
85 | Event Management Local system log
86 SMTP
87 RFC 1213 MIBII
88 RFC 1493 Bridge MIB
89 RFC 1643 Ethernet MIB
90 RFC 2863 Interface MIB
91 RFC 2665 EtheLike MIB
RFC 2819 RMON MIB (Group 1, 2, 3
92
and 9)
93 RFC2737 Entity MIB
94 SNMP MIBs RFC 2618 RADIUS Client MIB
95 RFC 2863 IFMIB
96 RFC 2933 IGMPSTD-MIB
97 RFC 3411 SNMHArameworksMIB
98 RFC 4292 IP Forward MIB
99 RFC 4293 IP MIB
100 RFC 4836 MAUMIB
101 IEEE802.1X PAE
102 LLDP
103 | Standards Conformance
104 Regulatory Compliance FCC Part 15 Class A
105 CE
106 IEEE 802.3 10BASH
IEEE 802.3u 100BASH X/100BASE
107 EX
108 | Standards Compliance | IEEE 802.3z Gigabit SX/LX
109 IEEE 802.3ab Gigabit 1000T
110 IEEE 802.3ae 10Gh/s Ethernet
111 IEEE 802.3x flow control and back
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Minimum Specifications or Complied Deviations
S.No  Parameter
better (Yes/ No) (If any)
pressure
112 IEEE 802.3ad port trunk with LACP
113 IEEE 802.1D Spanning Tree Protocol
IEEE 802.1w Rapidspanning Tree
114
Protocol
IEEE 802.1s Multiple Spanning Tree
115
Protocol
116 IEEE 802.1p Class of Service
117 IEEE 802.1Q VLAN tagging
118 IEEE 802.1X Port Authentication
Network Control
119 IEEE 802.1ab LLDP
120 IEEE 802.3ah OAM
121 IEEE 802.1ag Connectivity Fault
Management (CFM)
122 RFC 768 UDP
123 RFC 783 TFTP
124 RFC 791 IP
125 RFC 792 ICMP
126 RFC 2068 HTTP
127 RFC 1112 IGMP v1
128 RFC 2236 IGMP v2
129 RFC2328 OSPF v2
130 RFC 3376 IGMP v3
131 RFC 2710 MLD v1
132 RFC 3810 MLD v2
133 ITU-T G.8032 ERPS Ring
134 ITU-T Y.1731 Performance Monitorin
135 | Environment
Temperature:10 ~ 60 degrees C for
136 .
AC power input
137 | Operating Temperatu.re40 ~ 75 degrees C for
DC power input
Relative Humidity: 5 ~ 95% (noen
138 )
condensing)
139 Temperature:40 ~ 80 degrees C
Storage Relative Humidity: 5 ~ 95% (noen
140 .
condensing)

18 ICCC Solution Specifications

C e , Comp | i Deviations
S| .|Specifications/ Parameters (Yes/ N (if any)
The I ntegrated Command & Control Ce
cl asesnalbAH ed application. alphpd ilc@QC owun
1 |a unified security interface for- th
relation, intelligence and reportin
edge devices
The 1 CCC shall sunppocatibea 9éambaes g
2 I P Video Management System (VMS), V
Ssystem, Il ncident management, Emerge
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Comp | i Deviations

( Yes/ N (Ifany)

Speci fications/ Parameters

The 1 CCC user interf asceent( Uad )u nipfpile d
3 |[for the merndltatriicnrg,, icmt el |l i gence an
Syst emSystSaaths and associated edge d
The platform must have native failg
stered applications. Solutions
ering, Microsoft SQLVCétusctesha
sed.

CCC platform must be a true un
sMa ruicttaurrieng, simplifying contr
ration, minimizing total <cost
iency cri tmakdlngt.o rapid deci si
mmand & Control sol wtoingpn ishdo u
y open st anoftalksehe |l fa e TG mme
m shall be open architectur ¢
e disparate Video Surveilltdn
m system shall provide a red
n
s
n

volving alll agencies using

hould provide tool to defin

g Procdediugsieon S@®PRi ngorby

f or emergency and crisis situati

Pl atform shall provide a dashboa
tegrating information from dif

10 n
dcsi on making.

he I ntegrated Command & Contr ol Ce
n ONVIF Device Discovery Tool, so
h
h

11

e I CCC Application Platform.

e CCC shalflol é¢dmwochy ttharacteri stid

i-eetver Architecture

iSuppor-6i Ma| t-WNiuét ape¢ley Depl oyment

i|lProvide clear scalability

i administration apa

|l ocal redundancy an
ir
fi
t h
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|Supp

I
h
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cture
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ations/ Parameters ComEl 1| DerkEies
( Yes/ N (Ifany)
Management Software, Face Recogreit.i
Recognition (ANPR) System, V Access
Supports protocols integration with
14 i nputs and Relay outputs, SDK integ
integration, Third party Applicatio
be done and as per customer require
I ntegrated Command and Control Cent
15|Software (VMS) shoul d Ilbes d rlom enrmet
di fferent components.
All the alarms should be shown in s
16 integrate with devices by either se
devices. Everndq uSiDrke ds.u ppweant s from V
i ntegrate with third party applicat
17 Integrated Command, Control, and 1In
handling aII—sebatédytapksaan¢nsmpr
The |1 CCC system shall be able to in
18|security data and information from
Et hehamsedd connectivity:
0 New Proposed Video Managemenr
0 Video Analytics
0 Enterprise Management Syster
The 1 CCC system shall be able to in
security data and information from
Et hebhamsedd connectivity.
20 ThleCCC system shall enable the oper

assess alarm by reviewing related s
21|Graphical User I nterface (GUI) Disp
i View and handle multiple alarms at

Viewl!l tiple video windows at one ti

move video windows.

i i|View windows in a single monitor, a
Access, display and manage eamrats /
i v )
i nformation from subsystem based on
Enable different graphical wuser int

customized operator experience.

23| Dashboard

Provide alarm summary otii tearcihngnoarn e
chart format.

i i|]Open Alert Count by Monitoring Zone
Enable Monitoring Zone or Monitorin

to a map when the zone or area is s
24| SOP(sSt andard Operating Procedures)
i Ability to define SOPs (Standard Op
security situation.

i i|Fl owchart based creation of SOPs in
Situation Managemenoniprbhyteefaicnii mag s,

acknowl edgement for alerts & events
Define or customize rules(as per cu
and devices

vV |Actions and SOPs c ainf beeh e fd oredi twii d
vi|Load text, documents, images or oth
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Comp | i Deviations

( Yes/ N (Ifany)

ci fications/ Parameters

vi |[Options to Forward alarms to other

ViiHeat maplof events to be shown on G
calcul ations

IXIncident Management Al arm reports i
Status reports.

X Actions taken as part of SOP shoul d
and operator comments

Xi|Softwampeédi cati on -dsehmaalnld sourp paourtto noant i ¢

25|Video Display I ntegration

i Shall view live or recorded video f

i i|]Should have an ability tsoy spteemsorfm o

ii|Shall gloawarfdgstrewi nd, pause, and ¢

i viShall take a video still i mage (sna

\ Shall export video dfuorratuiscenr speci fi

vi|Shall have the capability to move H

vi |[Shall view Video in Video Matrix.

viiShall di splay in 1x1, 2x2, 3x3 and
Shall enabl e operator to specify vi

" Xlwal o,

X Shalll enable matrix settings to be

i Shall be able to define view either
can be displayed in the video matri

i Shal! en_able vi deo srMampah athyt avi mal ot
matrix view

xiiShaII rotate through multiple video
sequence and duration.

xi'Sha!I enabl e the user to pause the
again

Xxv|[Shall enable times between new vVvide

xv|Shall enable both |live video and re

xviShall enable alarms to be generated
1 Shall enable usenttolonmigdeoi éoramwti

X Vi : . -
permi ssions by the administrator

Xi,ShaII manually create an alarm fron
|severity and description

26|User Specific & Customizabl e Dashbo

i Provide alarm summary of each monit
Site in graphical chart format.

i i|]Open Alert Count by Monitoring Zone

i Enabl e Moni tMomiingrZmnmge aocrea or Moni t
Summary view dashboard or to a map

i viColl ects major information from oth

\ Mu l-diispl ays configurations

vi Use of, Glad Itoowsl ewashsiychmap edi ting f
map, Bing map, OSM map, etc.).

vi Should provide tools to assemble pe
pertinent to incidents, emergencies

viiShOUId provide historical reports,
exported to pdf or html or any othe
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Comp | i Deviations

( Yes/ N (Ifany)

Speci fications/ Parameters

Should provide dashboar d fuisletresr itnog

i x|filterinhteheiart adashboard based upon
brands, etc. and capability to dril
27|SOP6s (Standard Operating Procedure
Must have the Ability t oPrdeda der 6&0)P

handle a security situation.
Command & Control Centre shoul d ipmd
iilnumber of configurable and customi z
graphical, easyce.o use tooling inte
Standard Operating Procedures shoul
iilconsidered to be the best practices
operation.

The users should be adddei ng, edaditt itrh

'Viactivities.
There should be provision for aut on
v |[commentary for the SOP and its acti
f or -aacfttieaon revi ew.

Vi|The SOPhdobd have capability to def
v i Manual Aot iawittiwi ty that i s done mal
details in the description field.

. JAut omati ocAnAatcitviviyy thaparhitubhaes

Vi ;
and select a predefined work order
|I-Then se Adtcontdyti onal activity thgi
i X o . . .
specific criteria. Either enter or
Noti fAcat-hebhwnctivity that displays
X an emai l template for the activity
notification.
Xi|SOP Ac-tAinviattyi vity that |l aunches angdg
| CCC Platform should prov-idmi fed Bau
xi|lconfigurable and customizable stand
drag and drop design tool preferabl
| CCC platform shoulht IBSOPalslte pt @ npa (
Xilthe user to respond based on his ro
response to the incidences or event
Xi JFl owchart based creation of SOPs in
Situation Management by defining ap
X V
acknowl edgement for alerts & events
IDefine or customize rules(as per cu
X V| )
and devices
Command & Control Centre should be
{from different subsystems (incoming
X Vi : ) e .
and provide correlation notificatio
and bpenal rules in the configurabl
XViLoad text, documents, images or oth
Xi ]Options to Forward alarms to other
XXIncident Manageimealtudi agmdeepoetst a
Status reports.
XXiActions taken as paraudi wbORasloel d
and operator comments
XX|Software/ appl i clhgamamd sdirald u tsounmagdtoii cg
28|l ncident Management and Escal ation
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Comp | i Deviations

( Yes/ N (Ifany)

i Any alarm or event can be made an i

- Defining |life cycle of incident fro
personnel
Application should show the created
ii|Application Incident Register Panel
i ncident:
Il ncident I D with GPS Coordinates
0 Camera Location
o0 Type of Alert
o Al diitme
o Trigger option to initiate t h
0 Status/ progress of the inciden
i v o The Software/ application shal/l
an asset and, vice ver sa, manua
Define escalatlon atrix of inciden
v |operator, i mmediate SMS to higher A
is not fixed within certain time |1

t

i
Variety of Actions minmemehdtsi amsd Rea
vi|PHONE CALL, EMAI L, SOUND Al ar m, PTZ
Mobile Phone Push Notifications.
Should support for sudden critical

v procedures aut omaitrntcearlMegntwiidrh.out hu

ViiShould support for multiple inciden
management and response
Should provide facility to capture

i X|[time of the inciidnenrtealndt ibnee nboyd i niu la
associated permissions (read, write

x I ncidents should be captured in st 4d
and reporting.

X i The system must identihyrastdrucaakeg
provide a status overview of facili

Xi |[Should provide detailed reports and

29|Alarm Centre

i Abilit-yptoamepas in al ar nmprscwiedked W
cameras are opened dynamically base
i|Screen onfigur abd0k deomerriaesw sail mulintsa

c
i|Defining Instruction Message for op

i
i
i VAl apmi ority and alarm colour based
v |[Ability to run macros on an alarm
Vi|Ability to send SNMP messages on ev
30|Central Control Features
i Centralized as well as distributed
Unl i mited cameras and devices spred
i i|Hi erarchical and group view of all
ii|Database backup/restore option.
Al erts in central statirardEmaiilndiSWMI
i v
call, Sound alert, Pop up
Connection to Multiple monitors for
v .
Map |, Device status

31|User Rights
i Create users based on rights and ro
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Comp | i Deviations

( Yes/ N (Ifany)

Speci fications/ Par amet e

Opti oonsesnfioguring rights based on fo

Security Guard/ Field Personnel

i i | GUI User I nterface control, look &

i viSetting up and configuration of ale

32| Mobile Interface

i Any user can |l ogin and open

ii|]Alerts on Mobile phones in f

i|Ability to See Videos and 1In
f m
a

applica
orm SMS
cident

Mobil g

i
v|Send WYudeéwo, and pictures ro
nd reporti

v Update I ncident Details

33|Reporting

Command & Control Centre should p

i such as Click to Acti on, Charting

down capability, Event Capture an
b a
re

Th solutionCeséboamdzgeneepdret s
pe
Au
e X
i V{Au
Y Th
Us
ca
vi |Fi
vijCh
i X|En
Au
ti
Th
Xi|ti
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Compliance Deviations
(Yes/No) (If any)

GIS Maps

Multiple map integration including OSM, Living Atlas, Custom Maps, Google an
Bing. Ability to add maps defined or given by customer.

Each map should support multiple layers or hierarchy of Bager and Overlay
layer. Exceute Query on Layers and export the results.

View and Plot Devices cameras, vehicles, sensors and field personnel based o
GPS coordinates

The GIS application shall enable real time information dissemination$patal
and Non GeéSpatial data)

The system shall also be capable to receive an API call which will open up a ne
incident and automatically place it on the map using alowgiion passed via API/
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Compliance Deviations

(Yes/No) (If any)

GIS Maps

Web Services. The relevant map location shall be displayed on the map for as |
incident and automatically place it on the map using a map location passed via
the incident is open.

Customized Dashboartissed on widgets and user selected options

Allow incorporation of "live" map displays from dine map sources

6
7
8 | Allow user to interactively drill down to specified security zones andzsules.
9 | Allow user to view sensor arrdlated name from map console.

10 | Allow resources and objects to be tracked on map withrgiEwenced trail.

11 | Visually display an alarming sensor on map

Visually differentiate sensor alarm severities on map through diffecéotir and
icon identifiers

13 | Allow user to choose camera from map to view live video.

Allow user to play, pause, stop, slide forward or backward, and play recorded v
from selected time.

GIS Software should provide accesdree Online 2D, 3D, Street, Basemap, Imag
Services for planning purpose

16 | Artificial Intelligence and Machine learning for auto extraction

Should support 2D/3D animations with time series data support and historical p

15

17 back of eventata.

18 Features should support file attachments, which should provide a flexible way t
store additional information in any format related to your features.

19 Create statistics & various statistical operations, viz. create charteornts, Sort

tables by multiple attributes, populate values based on expression, Summarize
20 | Software should be able to plot data on the map directly from the tables.

21 | UNICODE support for Multilanguage attributes

22 | Shouldsupport python scripting language for development of customized workfl

Should provide complete geoprocessing history in project pane for testing and/q
audit purpose.

24 | Software should be able to provide an Emerging hotspot analysis

Software should be able to create an address locator that supports autocomple
functionality and publish it as a geocode service.

Software should allow you to play live streams of MISB compliant video or vide
files in your map without angustomization

27 | Creating video bookmarks for recording features of interest

23

25

26

28 | Object tracking capability in videos using Deep learning technology
Ability to refine the video search through collection of video files based on

29 : . S
geographic location, features or time interval

30 Tool for combining an archived video stream file and a metadata file synchroniz
a time stamp
Should support all video functions like marking, measuring, bookmarking,

31 o S . S )
mosaickingdigitizing features in reaime during live video feed

32 Should support direct connection to live video streams such as UDP (User Datg
Protocol), RTSP (Real Time Streaming Protocol) and MJPEG over http.

33 Should suppontule-based Symbology and cartographic representations of map

entities.
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Compliance Deviations

(Yes/No) (If any)

GIS Maps

The software also should support simultaneous editing by multiple users and lo
34 | transactions capabilities with advanced #ioéesed editing in industry standard
RDBMS

35 | Software should handle 2D and 3D data simultaneously

36 Should have capability of Liref-Sight Analysis to examine the visibility between
two points

37 | Software should have multiple interactive view and layout

38 | Should have access tobile apps for field data collection with geotagged photos

Should support configuring GIS web applications with custom widgets, themes
actions with lowcode development

Software should support creation of GIS basgeractive dashboards for
project/construction progress monitoring using a low code or no code developm
Interactive GIS Dashboards provide réate project data helping tracking project
progress

Software should have the capability of identifyi@¢S based susceptible flood or
landslide prone areas.

Supports asset management by mapping out building features, utilities, and are
displaying their details that may need futupgrades or repairs
Software should support GIS based project progress over time, visualizing whig
areas of a project are ahead or behind the schedule

Mapping lease locations on single platform, providing a visual overview of the
location, size, and distribution

Integrate lease agreements with spatial data, storing all relevant information su
lease start and end dates, rental rates etc.

Analysis of lease performance by mapping factors such as occupdesylease
durations, or rental income which helps identifying underperforming leases
Supports planning the distribution of land bank by mapping out Bus Depots, Bu
48 | Stands, Workshops, Warehouses, Administrative Buildings, protected areas, arn
urban boundaries.

49 | Should have accessway backimagery to identify the changes on land by time

39

40

41

42

43

44

45

46

47

50 | Software should support CAD drawings

Web GIS system should contain out of box, ready to use and configurable mob
applications, 2D and 3D web applications and dashboards.

GIS system should have out of box iOS and Android based field data collection
applications that can be used on Web and Mobile.

Mobile based field application should be ableatlect data both online and offline.
53 | The data collected through offline mode should have the provision to be synced
the GIS system.
Software should support suitability Analysis. For identification of alternate bus g
locations or buglepots or workshops etc.

51

52

54

19 Other Terms and Conditions

Sr.
[\[e}

Terms & Conditions

1 Supply, Installation, Integration, testing commissioning and training as per site requirements shall be
done by the bidder.
2 [The proposed appliance shoulgime from firewall appliance family which has more than 5 years
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2 ‘Terms & Conditions
[\[o}

Continuous of ICSA labs certification/NSS/NDP/ Indian Standard, IC3S/Common Criteria

OEM should be 1SO 9002015 & ISO 27001:2013 Certified.

'The proposed OEM should Comply with Make mdlia as per Public Procurement Act (Preference to

Make in India)

[The product shall comply minimum 60% and Above Local content or higher.

The product shall have Indian Standard, IC3S/Common Criteria (provided by STQC in India common

6 [(criteria certificationO ) or Alternatively from International equivalents, NDPP or NSS or ICSALabs, at lea
of them should be provided while bidding.

Self-Declaration for Local Supplidrocal Content/Make in India Certification from OEM/
Manufacture should be submitted/Uploaded as per Format of AnnBxXtwen MeitY Notification file No

! 1(10)/20217 CLES dated 6/12/2019. If the bidder fails to submit the same, the bidder shall be liable to be
rejected/disqualified.
8 Certificate of autbrization (MAF) for this bid must be submit with bid. Bidders need to submit MAF

from respective OEM is mandatory, otherwise authority should have right to cancel the Bidder.

9 [The bidder should be ISO certified organization.

The bidder should haveeah own certified technical engineer of quoted product from the respective

10 [OEM for installation & warranty support station in Eastern India. The details of the engineer must be furr
with the bid.

The bidder should have theiegistered office in eastern India to ensure immediate support

during downtime.

During Technical evaluations or Prior to Price bid open, Bidder need tel8days POC if asked;

12 |POC will be at our premises and during POC if found producttisaraplying with mentioned requirement th,
authorities has the right to reject the bid during technical evaluations.

11
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9.13 Annexure M: Tentative List of New Locations for CCTV installation
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