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1. Introduction

The PESA (Panchayats Extension to Scheduled Areas) Act ensures self-governance and
transparent ﬁnapmal management in Scheduled Arcas. Under the 5% Direct Fund Transfer Scheme,
funds must be directly allocated to Gram Panchayats for development activities with full accountability

and digital transparency. And GUIDELINES FOR INDIAN GOVERNMENT WEBSITES AND APPS
3.0 are refers should be followed before hosting on Any Web Setvers or Apps. |

2. Project Objecti\;es

Ensure transparent and accountable 5% fund transfer to PESA Gram Panchayats.
Enable real-time monitoring of budget, expenditure, and scheme progréés.
Provide digital approval workflows and automated document generation.
Maintain audit trails, MIS reports, and dashboard analytics. -

Empower citizens and Panchayat officials through easy-to-use interfaces.
Prevent fund misuse through role-based access and verification mechanisms.

o v

4. Stakeholders

Eakeholder Responsibility
District Administration Approve fund distribution, monitor scheme
Panchayat Samiti Verify utilization, forward proposals
Gre;m Panchayat ISJI;I;n;’; I;re(;plgzzlji,r;trill;;{)’unds, maintain records (No of
Auditors Financial auditing and compliance
Citizens View public reports

Software Development Team | Design, develop, deploy & maintain system

4. System Requirements

4.1 Functional Requirements

¢ User Management: Role-based access, secure login

¢ Fund Management: Allocation, sanction, digital fund tracking

e Proposal Management: Submission, approval workflow, document uploads
e Utilization Tracking: Work progress, geo-tagged photos, UC submission

s Dashboard & Analytics: MIS, fund status, performance analysis

o Audit & Compliance: Log tracking, report generation

e Citizen Portal: Public access to scheme data

4.2 Non-Functional Requirements
¢ Performance: Response time under 2 seconds
* Security: End-to-end encryption, ISO 27001 compliance
*  Availability: 99.5% uptime
s Interoperability: API integration with PFMS, GIS, e-Panchayat
‘ R a-
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o Backup: Daily incremental + weekly full backups
o Usability: Mobile & desktop friendly interfaces

5. Proposed System Architecture

o Presentation Layer — Web & Mobile Application
» Application Layer — Business logic & workflows
o Database Layer — SQL/NoSQL storage

o APILayer — PFMS, GIS, e-Payment Integration

(o)

[mplementation Plan

Phase 1 - Requirement & Design (24 weeks)
Phase 2 - Development (8-12 weeks)

. Phase 3 - Deployment (2 weeks)

0. Phase 4 - Training & Support (2 weeks)

7. Deliverables

o Software Requirement Specification (SRS)
o UI/UX Designs

o Fully functional software system

» Android Mobile App

» Deployment package (server/cloud)

o User training manual

* AMC support and maintenance

DISTRICT

d

Approve 'STORAGE
OFFICE.
e 2
Proposals
A
[ . PROJECT
~FUND Funds _PROPOSAL - Submit
ALLOCATION MANAGEMENT
» Progress
Y \
Overview . “WORK. e AUDIT
~ "MONITORING - & COMPLIANCE
v Report
CITIZEN | T
[ ~DASHBOARD ¢
- e
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System Architecture Specification :-

Architectural Pattern: Three-tier architecture
‘Presentation Layer: Web & Mobile App
Business Logic Layer: REST API + Services
Data Layer: : Secure SQL database

Technology Stack :

Frontend: ReactJS/Angular

Mobile App: Flutter

Backend: Node.js/Python/Java
Database: PostgreSQL/MySQL
Cloud: NIC Cloud / AWS / Azure
Security: JWT, HTTPS, AES-256

Detailed Module-Level Specifications :-

User Management Module: | RBAC, Aadhaar/OTP login, JWT session security

Fund Allocation Module: Auto fund calculation, sanction orders, PFMS
integration _

Proposal Submission: Multi-level approval workflow Document
uploads, validations

Work Monitoring: | GPS tagging, photos with metadata

Progress reports, alerts Dashboard & Analytics:

MIS, charts, Excel/PDF Full system logs, digital audit trail

export Audit & Compliance:

Database Specification :-

Database Type: ACID-compliant PostgreSQL
Key Tables: users, roles, fund_allocations, fund_releases
gp_projects, project_proposals,
work_progress, audit_logs Daily incremental, weekly full backup
»
Backup :

Security Specification :

- Authentication: OAuth2/JWT
Data Security: AES-256, TLS 1.3
Compliance: MeitY, OWASP Top 10 protections
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performance Specifications :

Response time !
Availability

Concurrent users :

APl Throughput :

<2 see
99.5%

5000+
200+ reasee

e

e —— s et

Integration Specifications :

| PFMS
! E-Panchayat
ternal APIs:
| External APls GIS Maps
| SMS Gateways
| File Handling : PDF/IPEG/PNG uploads
%T\dax size: 10 MB

Deployment Specification

Hosting:

NIC/AWS Cloud
Docker deployment
NGINX reverse proxy
CI/CD pipelines

Environments :

Hardware Requirements

Server Specs :

Dev, Testing, Staging, Production

vCPU: 4-8
RAM: 16-32 GB
Storage: 256-512 GB SSD
OS: Ubuntu 20,04

| Network: 1 Gbps

(} Scanned with OKEN Scanner



Documentation Outputs

Includes:

- Here are Technical Specification details about the hosting server we use -

- SRS

- Architecture Diagram

- ERD

- APT Documentation (Swagger)
- User Manuals

- Test Cases

S Content Facility
No
1 Software Website Name https://zpgadchirolipesafms.com
2 | Operating System Windows
3 Server Software IS
4 | Database Server MS SQL SERVER Database
5 | Server Side Scripts ASP.net, JS
6 | Webmail Support NO
7 | POP3/SMTP Support YES
8 | Email Account Creation YES
9 | FTP Support YES
10 | Sub Domain creation YES
11 | Monthly Bandwidth / Data Transfer | 1TB
12 | Server Disk Space Allocation 1TB (we extend this space)
13 | Website Control Panel YES
14 | Multimedia Support YES
15 | Web Statistics YES
16 | Security of the Site and Data Windows security and IIS Security
17 Uploading and display of You can upload & display any type advt.
Advertisement on site
18 | Servert 4 Location Hosting on dedicated windows server
N ype and Lo 32 GB RAM, eon €3-1231v3 Server
I%Ewage English/ Marathi
& AMC 3 Years
2\1 Firewall Protection Yes
22 | Onsite work /Offsite Work Yes
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Payment Report (Using Payment
getaway Integration)
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* Payment Reports :-

1 | Payment Not Generated
2 | Transferred Payment
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» Payment Reports :-

Ll Payment Not Generated
L 2 | Transferred Payment

L 1 | Payment Not Generated
L 2 | Transferred Payment
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* Payment Reports :-

.

Payment Not Generated

Transferred Payment

Payment Not Generated

(:)"“Nr—l

Transferred Payment ———
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