U.T Administration of
Dadra & Nagar Haveli and Daman and Diu
Department of Information Technology
Dadra Nagar Haveli and Daman & Diu e-Goverhance Society
Daman — 396210

01/IT/DDeGS/609/2025-26/2.\4

Quotation Notice

Date:03/08/2026
oq

Sealed quotations are hereby invited from CERT-In empanelled
Information Security Auditing firms for conducting a comprehensive Security
Audit of the OJAS Portal (Online Job Application System) of Staff Selection
Board, DNH & DD.

1. Background

OJAS Portal is an online recruitment management system used for
inviting, processing, and managing applications for various government
recruitments. Considering the sensitivity of applicant data and transaction
information, a comprehensive security audit is required to ensure compliance
with current cyber security standards and guidelines.

2. Scope of Work

The selected agency shall conduct:

) Vulnerability Assessment and Penetration Testing (VAPT)
Iy Web Application Security Testing
1) Database Security Review

Name of the OJAS - Online Job Application System
Application
Type of Application | Web ) e
Nature of Application | Job Application )
‘Description | 1. Home {Current Advertisement, Upcoming
Advertisement, Notice Board, Exam Call letter,
Syllabus, Help/Query}.
2. About Us
3. Online Application Form
4. Photo/Sign/Document
5. Exam Fees Payment
6. Call Letter / Admit Card Download
7. Result & Merit List/Select list
' Programming ASPNET+MSSQL
Language used




Framework used 4

3rd Party Libraries No
used

Integration with 3rd No
Party API

'No of Pages / Screens | 70+

Lines of Code (Total) 15000+ line of code

Privilege Levels Government portals

Testing Location Offshore

Regulatory Standard OWASP TOP 10
requirements

' Additional Information | NA

IV) Configuration Review

V) Compliance check with CERT-In and OWASP guidelines

VI) Gray box testing

Vil) Submission of detailed audit report with risk classification and
mitigation measures.

VIll) Re-testing after compliance (if required)

3. Eligibility Criteria

i
ii.

. The firm must be CERT-In empaneled.
Experience in Security Audit of websites

. Submission of valid GST, PAN, and relevant registration documents.

iv. The firm shall submit a self-declaration/undertaking stating that the firm has

not been debarred, blacklisted, or banned by the Department of
Expenditure, Government of India, or by any Ministry, Department, State
Government, Union Territory Administration, or any Government/Public
Sector Organization as on the date of submission of the bid.

4. Deliverables

I
ii.

Audit Report
Certificate of Audit Clearance, clearly indicating that the site is safe to host.

5. Evaluation Criteria

Technical evaluation based on eligibility and experience
Financial evaluation of technically qualified bidders.

The department reserves the right to accept or reject any or all bids
without assigning any reason.



6. Completion Timeline
The audit shall be completed within 15 days from the date of issuance of the
work order in coordination with application developing technical team/department.

7. Tender Fee - Waived

8. Earnest Money Deposit (EMD)/ Performance Security Deposit (PSD) -
Waived.

9. Quotation Submission _ o
The hard copy of Quotation shall be submitted technical and financial bid

in separate sealed covers super scribed as .

Title: "Quotation for Security Audit of OJAS Portal of SSB, DNH & DD
- Technical and Financial "
Last date of submission: [} /09 /2026, up to 12:00 hrs]

10. Address for Submission:
Office of the Director-cum-Joint Secretary and Member Secretary,
Daman and Diu e-Governance Society,
Department of Information Technology
4t Floor, Vidyut Bhawan,
Moti Daman — 396 220
UT of Dadra & Nagar Haveli and Daman & Diu

11.Contact Details
Email: ddegs-dd@ddd.qov.in

‘A’WTT K W
/
MS (DDeGS) DNH & DD,
Daman

To,

CERT-In empaneled agencies.



FINANCIAL BID

Sr. No.

Description

Amount

(in ¥)

Security Audit of OJAS Portal (Complete Scope as per
Tender)

Applicable GST

Total Amount (Including GST)

Date:

I 12026. (Signature of Bidder)




