No.31/11/2018-CW-I
Government of India
Ministry of Women and Child Development
(CW-I Section)
Room No. 628, A-Wing,
Dr. Rajendra Prasad Road,
Shastri Bhawan, New Delhi-110001
Date: }(.09.2018

To
Principal Secretaries/Secretaries/ Commissioner WCD/Social Welfare of all States /UTs

Subject: Advisory on online dangerous game (Momo Challenge)
- reg.

Madam/Sir,

I would like toinvite your attention to the media reports about new online challenge
game called “the Momo Challenge” which started on Facebook where members are
“challenged” to Communicate with unknown numbers . It went viral on social media platforms,
especially WhatsApp. The Momo Challenge consists of a variety of self harming dares which
becomes increasingly risky as the game progresses and it finally ends with suicide challenge.

2 The game involves challenges that encourage teenagers/ children/ any other user to

- engage in series of violent acts as challenges of the game. The game inspires teenagers / children
/ any other user (the player),to add unknown contacts on WhatsApp by the name of 'Momo'.
Once the contact is added, the image of the terrifying Japanese ‘Momo’ doll with bulging eyes
appears in contact. The game controller then entices children to perform a series of challenges
and they are threatened with violent images, audio or video, if they do not follow the
instructions. It is therefore, necessary to take appropriate action, including providing
comprehensive best practices for parents and schools. A sample of an Advisory is enclosed for
perusal.

3. You are therefore, requested to kindly give wide publicity to the enclosed Advisory on
‘Momo Challenge and also upload the same on website of your Ministry/Departments .

Yours faithfully,
) -, -
M A A 1A,
\D}\ ©ICPS, DAMAN. 7, N
: LeRiipenkit 19, -_ (Aastha Saxenia Khatwani)
:(:,-Eﬂ':n;f Invsard NO---L s Joint Secretary to the Government of India

Encls.: As above
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Ministry of Women and Child Development
(Child Welfare-I Section)

Subject : ADVISORY ON " MOMO CHALLENGE GAME"

It is reported in the media that there is new online challenge game called “the Momo

Challenge” which started on Facebook where members are “challenged” to
Communicate with unknown numbers . It went viral on social media platforms,
especially WhatsApp. The Momo Challenge consists of a variety of self harming dares
which becomes increasingly risky as the game progresses and it finally ends with
suicide challenge. The game involves challenges that encourage teenagers/ children/
any other user to engage in series of violent acts as challenges of the game. The game
inspires teenagers/ children / any other user (the player)to add unknown contacts on
WhatsApp by the name of 'Momo’. Once the contact is added, the image of the
terrifying Japanese ‘Momo’doll with bulging eyes appears in contact. The game
controller then entices player to perform a series of challenges and playing the game are
threatened with violent images, audios or videos, if player do not follow instructions.

Look out for following Signs and Symptoms:

1.) Becoming withdrawn from friends and family

2.) Persistent low mood and unhappiness
3.) Looking worried that stops him/her from carrying out day to day tasks

4.) Sudden outbursts of anger directed at themselves or others

5.) Loss of interest in activities that they used to enjoy
6.) Visible marks like deep cuts or wounds on any part of the body of the child.

How to protect your child from this game:

1.) Check in with your child, ask how things are going. Ask if there have been things
stressing them,or anything that has them worried. If your child is talking about any
level of distress, do not hesitate to ask them about changes in mental health.

2.) Unless there is reason to believe your child already knows of or has played the game,

don't
discuss about the Momo challange. By doing so, you increase the chance that your child

will
search for it on their own.

3.) Monitor your children's online & social media activity to ensure they are not
engaging with this challenge.



4.) Keep your eyes open for:

a) Unusually secretive behaviour, mostly related to their online activity
b) A sudden increase in the time they spend online, especially social media
c) They seem to change screens on their device when approached

d) They become withdrawn or angry, after using the internet or sending text

messages

e) Their device suddenly has many new phone numbers and email contacts

5.) Install a good cyber/ mobile parenting software which helps them in monitoring

your children.

6.) Parents should take reports from child counsellor present in the school at regular

intervals.

7.) If you fear your child may be at risk, get professional help right away.

8.) Remind your child that you are there and will support them as they face life

challenges
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ON FOR PROTECTION OF CHILD RIGHTS
NATIONAL COMMISSI RP NCPER

5 fewei-110 001
New Delhi- 110 001

R EG I EG TR | 5&?}1
GOVERNMENT OF INDIA 1P

No.2601/08/2018-POCSO/NCPCR / 7§94
Dated: 6™ September 2018

1. Chief Secretary, All States/Union Territories
2. DGP, All States/Union Territories
3. Secretary, Education Department, all States/UTs

Subject: Advisory on Online dangerous game (Momo Challenge)— Child Online Safety-reg

Sir/Madam,

_ The NCPCR has noticed that there are media reports that children have been becoming
victims of Momo Challenge Game. It is reported to be a game played by invitation only. The
children are attempting to commit suicide. Copies of extracts of website regarding Ajmer’s
victim of Momo Challenge Game and news published in the Times of India dated 26™ August
2018 regarding incidents in West Bengal, are enclosed.

2. It is reported in the media that the Momo Challenge Game was initially started on
Facebook but is now spreading via Whatsapp. Momo is a social media account on WhatsApp,
Facebook and YouTube. The image used for the Momo game has been adopted from the work
of Japanese artist Midori Hayashi, who has no connection with the game. As per reports
published, sometimes the account challenges users to communicate with an unknown number,

Voo

and complete a series of vioient acts that uitimaicly eud in death. I one retuses o foilow the
game’s orders, he or she is sent threatening and disturbing images. Sometime, the threat given is
that of corrupting social media accounts of the victims and to label fake allegations against
him/her. This account seems to be connected to three numbers in Japan, Mexico and Columbia

and a number of smaller islands on both sides of Latin America.

3. ‘The NCPCR had requested concerned departments/ministries in Government of India to
take immediate preventive steps to stop its spread in India. The Ministry of Electronics and
Information Technology has issued advisory on “MOMO CHALLENGE GAME” (copy

enclosed).

4. It is requested that all concerned may please be directed to take appropriate preventive
steps for child online safety. '

Thanking you,
: ittan = 11 Z8 0. : | Yours ‘fefaithfull}*,
Encl: As above. Ve PR ' ’:;i . i
Letter inward ""10}’ - (Yashﬁ;;ﬁt- ..I:’.v,ir,)
Copy to: ]1;:1(3\:’,\“_\\% Member

-~ Chairperson, ali States CPCR — with a request to ensure awareness on the subject in your State.
e 2._MWCD (DS-W.I) = wrt their OM No.31/11/2018-CW.| (e-59702) dated 30" August 2018.
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s L 3 Ministry of Electronics & IT (MeitY )
| | { Cyber Laws & e-Security Group )

Dated : 27 Aug 2018

Subject : onzsomr ON "MOMO CHALLENGE GAME"

nedia that there is new online challenge game called "the Momo Challenge” which

It is reporied in the
It

started on Facebook where members are “challenged” to Comrunicate with unknown numbers .
went viral on social media platforms, especially WhatsApp.

The Momo Challenge consists of a variety of self harming dares which becomes increasingly risky as
the game progresses and It finally ends with suicide challenge. The game involves challenges that
encourage teenagers/ children / any other user. to engage in seﬁes of violent acts as challenges of the

game.

The game inspires teenagers/ children / any other user (the player), to add unknown contacts on
WhatsApp by the name of ‘Momo’. Once the contact is added, the image of the terrifying Japanese
*Momo’ doll with bulging eyes appears in contact. The game controller than entices player to perform a
series of challenges and playing the game are threatened with violent images, audios or videos, if

player do not follow mstructlons

Look out for following SIgns and Symptoms :

Becoming withdrawn from friends and family

Persistent low mood and unhappiness

‘Looking worried that stops him/her from carryrng out day to day tasks
Sudden outbursts of anger directed at themselves or others

Loss of interest in activities that they used to enjoy

Visible marks like deep cuts or wounds on any part of the body of the child.
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How to protect your child from this game.
1. Check in with your child, ask how things are going. Ask if {here hiave been tnings stressing them,

or anything that has them worried. If your child is talking about any level of distress, dc not
hesitate to ask them about changes in mental health.

Unless there is reason to believe your child already knows of or has played the game, don't
discuss about the Blue Whale game. By doing so, you increase the chance that your child will
szarch for it on their own.
3. Monitor vour children's cniine & sccis! media activity to ensure they are not engaging with this

- game '
4, P’eee ycur eyes open for:
a) ﬂuauany secretive behaviour, mostly reiated to their online activi ty

B) A sudden increass in the time they spend online, especizlly social media

¢l They seem to chznge screens.on their devica w‘len approached

d) Theay become withdrawn or angry, after using the internet or sending text messages

g) Their device cudden!y has many niew phorie numbers and =mai] contacts

5. Install 2 good cybar/mabile parenting scftware which helps them.in monitoring your chiidren.
€. Parents should take rep-.;rts from child counsellor present in tha school at regular intervais.
7. If you fear your child may be at risk, get professional heip right away

8. Remind your child that you are there and wili support them as they face life challenges.
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Ajmer teen first victim of Momo Challenge in India, ‘commits
suicide’

According to the rzports, a class 10th giri student clit her vrists. After that, she hung herself to death. Police have
found that the girl was playing an online game ‘The Momo Challenge’. This came to the light after the cops
checked the Internet browsing history in the girl’'s mobile phone. -

' g Rimjhim Jethani (https:/Awww.pinkcitypost.com/author/rimjhim/) | August 22,2018 | Last Updated:
August 22, 2018 4:54 pm

Home (https://www.pinkcitypost.com/) > State (https://www.pinkcitypost. com/category/state/) » Ajmer teen first victim of Momo
Challenge in India, ‘commits suicide’ :
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= # of Templates 110+
View Formats PODF | Microsoft? Word | Microseit’
PowerFomt | Microsait” Excet
Ternplates

Runs On Windows" 7, Windows' B. Vista, &
XP gperating systems

Jaipur: The WhatsApp virtual suicide game The Momo Challenge’ has claimed its first life in India. A
15-year-old girl committed suicide in Ajmer district of Rajasthan after accepting ‘The Momo
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Kolkata techie receives Momo Challenge invite | Kolkata News - Times of India

Aalkata techie receives I\/Iomo

‘Challenge invite

Dwaipayan Ghosh | TNN | Updated: Aug 26, 2018, 09:06 IST

- Police.

KOLKATA: At least

~ two persons from

different parts of the
state — one of them
from Kolkata and the |

- other from Siliguri —

received the invite for

- Momo Challenge
~ on Whatsapp around

11pm on Thursday. -
Rajorshi Upadhay, the

~IT employee from

Kolkata, has sought

“help from Kolkata
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Upadhyay received the Whatsapp message when the mobile phone was
- being charged. Upadhayay, who has a eight-year old kid, said they were

hitps:/timesofindia.indiatires comicity/kolkata/kolkata-techie-receives-momn-challenge-invite/articleshow/65547959.cms
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spreadmg via Whalsapp
KOLKATA: At least two persons from dlft’erent parts of the state — one of them

the invite for Momo Challenge on Whatsapp around 11pm on Thursday. Rajorsl:u Upadhay,
help from Kolkata Police.
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¢ Momo challenge was initially started on Face_book but is now

from Kolkata and the other from Siliguri — received
the IT employee from Kolkata, has sought



Kolkata techie receives Momo Challenge invite | Kolkata News - Times of India

!QQrding to psychiatrists, sending messages at night shows there are
sinister plans as the mind is at the weakest at night and especially
dangerous for those who are suffering from depression. So when
should you raise the alarm as @ parent? PSY_Ch(?lOngtS say any abrupt
change in behaviour should be enough to trigger an alarm. Sudden
willingness to be left alone — shutting doors, speaking to somenne

over phone or sociai media and ignoring family members — are some
common exampies. Cuts and bruises too need to be looked into. '
““Some of these are absolutely normal behaviour for teens, so you need
to be careful how you raise the issue,” pointed out one of them.
The Momo challenge was initially started on Facebook but is now
spreading via Whatsapp. ‘Momo’ is a social media account on . |
WhatsApp, Facebook and YouTube. The image used for the Momo
game is a haunting image of a woman with exaggerated features taken
from the work of Japanese artist Midori Hayashi, who has no
connection with the game. Several web security blogs describe the
Momo game as a social engineering attack, which may not necessarily .
be real, but can still cause harm through online harassment and cyber

- bullying. : _
T — e ———— | NE @ccOUNt challenges users 10
TOP COMMENT . communicate with an unkra-own number,
N o and complete a series of violent acts
I get and win momo challenge that ultimately end in death. If one
everyday. Especially if its cheese -~ refuses to follow the game’s orders, he
moema fFom WaW oo or she is sent threatening and
Dingleberry Handpump | disturbing images. Sometimes the
.  threat given is that of corrupting the
RTF ALL COMMENTS | social media accounts of the victim and
| £DD COMMENT to label fake allegations against him/

her. This account seems to be
| connected to three numbers in
Japan, Mexico and Columbia and a number of smaller islands on both
sides of Latin America.
“We have asked our cyber cell to put all the numbers from which the

invites are being sent on surveillance,” said a senior staw official.
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