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E———
Introduction: What is Cyber Abuse?

Cyber abuse means hurting, insulting, threatening, or disturbing
someone through mobile phones, the internet, social media, or
online platforms. Many children think bullying ends after school,
but cyber abuse can continue even after a student reaches home.
Today, bullying does not remain limited to classrooms and
playgrounds. It often shifts to WhatsApp groups, Instagram
comments,online gaming chats,and video calls.

Cyber abuse is serious because it spreads very fast. A message,
screenshot, photo, or edited video can reach hundreds of people
within minutes. Sometimes, even children from other schools may

seeit.This can cause deep embarrassment and emotional pain.

Cyber abuse is not a small issue. It affects a student’s confidence,
mental health, studies, and social life. It is also punishable under
Indian law.

Common Forms of Cyber Abuse Faced by Children
1. Fake Accounts and Impersonation

Many children face problems when someone creates a fake social
media account using their name, photo, or identity. Such fake
accounts are used to post wrong content or send messages that
damage the student’s reputation. This creates confusion and can
spoil friendships and trust.

2. CyberBullyingin Class Groups

Class WhatsApp groups and school-related online groups are often
misused. Some children send insulting jokes, rude comments, or

humiliating stickers. Sometimes, one student becomes the target
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of the whole group.Thisis cyber bullying.
3. Sharing Personal Photos Without Permission

A student may share a photo with a friend, trusting them. Later,
that photo may be forwarded to others without permission. Even
if it is shared as a “joke,” it is still wrong and harmful. Once a photo
isshared online,it becomes difficult to control where it goes.

4. Hurtful Memes and Edited Photos

Some children edit someone’s picture and create memes with
insulting captions. Such memes spread quickly and can cause
humiliation. This may make the student feel ashamed and

emotionally weak.
5. Threatening Messages and Abuse in Private Chats

Many children receive threatening messages such as, “I will beat
you,” or “l will ruin your image.” Some children also receive abusive
and vulgar messages. These messages create fear and mental

pressure.
6. OnlineStalking

Online stalking happens when someone repeatedly sends
messages, calls, or tries to follow a student’s activities online. The
person may continuously check their social media profile,
comment again and again, or message them even after being
ignored.This makes the student feel unsafe.

7. ForcingaStudentto Share Private Information

Some people ask children for personal information such as their
address,phone number,school name,or photographs.Sometimes,
they demand private pictures or video calls. Children must
understand that such demands are dangerous and should never
be accepted.
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8. Blackmail and Online Pressure

Sometimes, children are blackmailed by messages such as, “If you
do not talk to me, I will upload your picture,” or “If you do not do
what | say, | will leak your chats.” This is a serious crime. Many
children remain silent due to fear, but silence makes the criminal
stronger.

Why Cyber Abuse Spreads So Fast?

Cyber abuse spreads quickly because mobile phones allow instant
sharing. Screenshots can be taken easily. Messages can be
forwarded repeatedly. Photos and videos can be saved by anyone.
Even if the original post is deleted, it may still remain saved in
someone else’s phone. This is why cyber abuse can harm a student
foralongtime.

Asingle insult in a group chat can become a school-wide issue in a
few minutes. A single edited picture can reach many children and
even strangers. This is why children must take cyber abuse
seriously.

How Excessive Phone Use Harms Children?

Mobile phones are useful for study, learning, and communication.
However, excessive mobile use can harm school-going children in
many ways.

1. ItReduces Concentration and Memory

Children who spend too much time on phones often struggle to
concentrate. Their mind becomes restless and they find it difficult
to sit and study for long hours. Their memory becomes weaker
because their brain gets used to quick entertainment instead of

deep learning.
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s
2. ItCreates Addiction

Many social media apps and games are designed to keep children
scrolling for hours. Children start feeling uncomfortable and
irritated without their phone. Slowly, they lose self-control. This

addiction can damage discipline and daily routine.
3. ItReducesInterestin Studies and Sports

Children may stop enjoying books, sports,outdoor games,and real
friendships. They start living more in the online world than in real
life. This reduces physical activity and weakens both body and
mind.

4. Itincreases Angerand Irritation

Children who play violent games or watch aggressive content
often become short-tempered. They may start behaving rudely
with parents, teachers, and friends. This affects their personality

andrelationships.
5. ItCausesSleep Problems

Using phones at night harms sleep. Children may remain awake
watching reels, gaming, or chatting. Lack of sleep causes tiredness,

headache,poor health,and low performance in studies.
6. ItCreates Anxiety and Depression

Social media creates unhealthy comparison. Children start
comparing their looks, clothes, lifestyle,and followers with others.
They may feel inferior or rejected. This can lead to stress, anxiety,
depression,and low self-confidence.
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-_______________________________________________________________________________________
Dangers of Social Media for School Children

Social media is not always safe for children. It can create serious
risks.

Many strangers create fake profiles and try to talk to children.
Some pretend to be friendly classmates. Some pretend to be
teenagers of the same age. Their purpose is often harmful. They
may try to get personal information, pictures,or private chats.

Children must understand that social media is not a safe place to
trust unknown people. Not every follower is a friend. Not every

message is harmless.

Children should also understand that posting personal photos,
school location, home address, or travel details is risky. Such

information can be misused by criminals.

Online Gaming Risks for Children

Online games are very popular among children. However, many
online games are addictive and harmful. Some games include
violent content,abusive language,and dangerous strangers.

In many games, strangers use voice chat to talk to children. They
may ask personal questions such as where the student lives, which
school they attend, and what their phone number is. Some
criminals use online games to develop friendship and later exploit
the student.

Online gaming addiction also harms studies and health. Many
children lose interest in homework, school discipline, and daily

routine because they spend long hours playing games.
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Child Pornography and Online Sexual Exploitation

Children must clearly understand that child pornography is a very
serious crime.

Child pornography means any sexual photo, video, or content
involving a child. Such content is illegal. Watching it, saving it,
forwarding it,orsharingitisalsoillegal.

Many criminals target school-going children through social media
and online chats. They try to gain trust and slowly ask for private
photos or video calls. This process is called grooming. They may
pretend to be a friend, a classmate, or a student from another
school.

Children must understand that if someone demands private
photos, it is not friendship. It is a crime. If a student sends a private
picture once, the criminal may start blackmailing them repeatedly.
The student may feel trapped and scared. This can destroy
confidence and mental peace.

Children should remember that no one has the right to ask for
private photos or private video calls. Such behaviour must be
reported immediately.

Warning Signs That a Studentis Facing Cyber Abuse

A student may be facing cyber abuse if the student suddenly
becomes silent, scared, or stressed. A student may stop using the
phone openly and start hiding it. A student may start avoiding
school or friends. A student may lose interest in studies and appear
disturbed.

Children should never ignore such signs in themselves or their
friends. Cyber abuse is not a personal weakness. It is a crime done
by wrong people.
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E———
How Children Can Stay Safe Online?

Children can protect themselves by following simple safety rules.

A student should never share personal information such as home
address, phone number, school name, passwords, or OTP with
anyone online. A student should never accept unknown friend
requests on social media. A student should keep social media
accounts private. A student should avoid chatting with strangers.

A student should never send personal photos to anyone online. A
student should never agree to meet an online friend without
informing parents. A student should never click on unknown links,
because such links may steal information or hack the phone.

Children should also avoid using mobile phones late at night. A

healthy routine isimportant for both studies and mental health.

What a Student Should Do if Cyber Abuse Happens?

If cyber abuse happens,astudent must act wisely and without fear.
A student should not reply angrily. A student should not argue or
threaten back. A student should take screenshots of abusive
messages, fake accounts, posts, and comments. Evidence is
important.

A student should immediately inform parents, teachers, or a
trusted adult. Children should never hide cyber abuse out of
shame. Cyber abuse is not the fault of the victim. It is the fault of
the wrongdoer.

A student should block the abusive person and report the account
on the platform. If the matter is serious, a complaint should be

made to the cyber police or concerned authorities.
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E———
Cyber Abuse is Punishable Under Law

Cyber abuse is punishable under Indian law. The Bharatiya Nyaya
Sanhita, 2023 (BNS) protects every citizen, including school
children, from threats, harassment, stalking, blackmail, and

harmful acts done through digital means.

The law also protects children strongly against sexual exploitation
and harmful content. Any person who threatens, blackmails,
harasses, stalks, or humiliates a child online can be punished

strictly.

Children must understand that the law is always on the side of
children.Thelaw punishes the offender, not the victim.

Role of RSLSA and DLSA for Student Protection

The Rajasthan State Legal Services Authority (RSLSA) and District
Legal Services Authorities (DLSAs) work for the protection of
children. They conduct awareness programmes in schools and

provide legal guidance to children and parents.

They also help victims of cyber abuse by providing free legal aid
and support. Children should not hesitate to seek help when
needed.

Important Helpline Numbers for Children
Children must remember these helpline numbers:
1098 - CHILDLINE (24x7 Free Helpline)

112 - Emergency Police Help

1930 - Cyber Fraud Helpline (For Online Money Fraud)
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Conclusion: A Smart Student Stays Safe Online

Cyber abuse is a serious issue for school-going children. It can
harm studies, confidence, reputation, and mental health. Mobile
phone addiction, social media misuse, online gaming addiction,
and exposure to harmful content can destroy a student’s discipline

and emotional balance.

A student must use technology wisely. A student must protect
privacy and personal dignity. A student must speak up and report

cyber abuse without fear.

Every student has the right to safety, respect, and a peaceful
childhood.

Stay alert. Staysafe. Speakup.
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Stay
Safe

Don't give out
your persanal
Information to
people / places

wau don't know,

Q2
&

Don't
Meet Up

Meeting someone|
you have only |
been in touch

with anline can be|

dangerous.

Always check with|

an adult you trust.|

' Accepting

Files

Accepting emails,
files, pictures or
texts from peaple
you don't know
can cause
problems,
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Tell
Reliable? =
Someone
Check information| | Tell anm aduln if |
before you believe SCHTIEONE O
it s the'person | | samething makes
or website telling | | vou feel woried
the truth? or uncomforiable,
P = .
roa
A !
| =
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RAJASTHAN STATE LEGAL SERVICES AUTHORITY

Rajasthan High Court Campus, Jaipur Bench
Vidhik Seva Sadan, Vidhik Seva Marg, C-Scheme, Jaipur
Phone No. : 0141-2227481, FAX: 2227602
Toll Free Help Line 15100/9928900900
Email: rslsajp@gmail.com, website: http://rajasthan.nalsa.gov.in



