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Handbook on Basics of Digital Hygiene for Higher Education Institutions  

INTRODUCTION  

 

In the emerging era of digitalization, education requires tech-assisted teaching, learning solutions, 

and fast-paced innovations. Students and teachers now have access to smart mobile devices as well 

as a variety of remote e-learning and evaluation options. The various e-learning tools like 

smartboards, projectors have been promoted in educational institutions for better understanding 

and learning.  

 

A shift towards Virtu al Classrooms and Collaborative Learning Environment   

Traditional classroom and distant learning experiences have been greatly enhanced by digital tools 

and techniques. Whiteboards and smartboards, for example, are excellent tools for visually 

explaining concepts and making the teaching-learning process truly interactive. The smartboards 

have touch screen displays that allow the user to move objects around on the board with their 

fingers and write on them using tools which is possible on traditional blackboards. 

 

The virtual classroom essentially duplicates the physical classroom environment, but without the 

constraints of time and location. It also saves the expenses of putting up physical classrooms in 

different places,  and provides the ability for professors and students to teach and learn almost 

anywhere and at any time, as well as the ability to record the lectures and share it later.  

 

The convenience of online courses and certifications, as well as the availability of large digital 

resources with micro-learning modules, have made them increasingly popular among students and 

educators worldwide as this model provides learners with various options at ease.  

 

Newer Technologies being used to Conduct Virtual Classrooms 

 

According to the Pearson Global Learner Survey, 78 percent of Indian students say that technology 

aids their learning and makes it fun. Artificial Intelligence (AI) and Machine Learning (ML) 
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technologies, for example, can help personalize learning processes for each student depending on 

their ability, preferred learning mode, and experience. Instead of providing a single curriculum for 

all students, educators will be aided by AI, which will use the same basic curriculum to give a 

wide range of hyper-personalized information tailored to each student's individual needs. 

 

Apart from AI, augmented reality (AR) and virtual reality (VR) are projected to become more 

popular in classrooms and experiments. Many tech companies are now focusing on the education 

industry, with purpose-built hardware, platforms, and digital tools aimed at elevating the classroom 

learning experience. 

 

Redefined Objectives of a Teacher for conducting Virtual Classes 

 

Virtual classrooms have brought a distinct perspective on the teaching-learning process as we 

move to teach online. A professor conducts the discussions in an online setting, but differently, as 

a facilitator. Student learning is more about their ability to grasp knowledge than it is about the 

professor. 

 

Technology plays a role in e-learning, and online teaching necessitates some technological 

knowledge. However, the technical components of running an online course are more complex 

than they appear. The online educator takes on the role of tech specialist, selecting tools that are 

suitable for learning objectives and within students' technical skills. 

 

It is futile to simply replicate the course in an online format by uploading lectures and handouts. 

As the delivery media are diverse, different approaches are necessary. The online educator takes 

on the role of e-learning designer, rethinking and redesigning the course for the online space. 

 

To bring the virtual classroom to life, the educator must actively build a sense of connectedness 

and introduce forms of communication among all students using online live cameras, emails, 

discussion forums, chat rooms, multimedia, or other methods. Personal introductions, chat rooms, 

prompt responses to inquiries, and prompt feedback on tasks are all examples of how this might 

be accomplished. 
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Redefined Behavior Protocols for a Student in Virtual Classes 

 

There are numerous crucial characteristics of remote teaching that might be detrimental to the 

entire school community. Teachers, on the other hand, should be concerned about attacks that 

occur during virtual classroom lectures while the discussion is in progress. These threats can be 

divided into two categories:  

1) the violation of the classroom as a safe and secure learning environment, and  

2) the invasion of the privacy of the school community which includes students too. 

 

 Risk can be reduced in online classes by taking the following basic precautions: 

ǒ Join the online classroom by using URLs shared only by authorized and confirmed faculty 

IDs. 

ǒ Faculty should always make the classroom URL unique and/or secure access with a strong 

            password. 

ǒ Faculty should enable waiting room feature.The educator can establish norms and 

protocols for online classes. 

ǒ Do not publish the virtual session URL or classroom information on any public forum  

            including WhatsApp groups. 

ǒ Do not reveal any personal information until it is verified that everyone in the virtual 

            session has permission to be there. 

ǒ Always be aware of what has been presented in the classroom, and prohibit the things  

            which disobey/break the guidelines right away. 
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CHAPTER 2 

 

BASIC CONCEPTS AND DEFINITIONS  

 

DIGITALIZATION AND ITS BENEFITS  

 

Digitalization is the process of using new IT technologies to maximize the use of the digital 

resources available.  The use of digital technologies to modify a business model and generate new 

revenue and value-producing opportunities is known as digitalization; it is the transition to a digital 

business.  

 

Digitalization 

 

Due to the centralization and accessibility of data, the digital era delivers all types of information 

at our disposal.  

 

Nowadays, countless apps allow users to send messages instantly. Digitalization has also 

transformed the ability of the user to communicate. For example, in a social media post, saying 

someone's name or making a video. It has also given a better platform to users to share new ideas 

and to spread them more efficiently. 

 

Digitalization has opened up a new universe of career opportunities for   information technology 

professionals where the Internet has provided the facility to the user to work from remote areas 

where the employee is not required to be present physically. 

 

Moreover, digitalization has boosted up commercial competition to the point where customers now 

have a greater variety of choices* . Digital currency is another benefit of the digital era, as it speeds 

up and simplifies financial transactions.  

 

CYBERSPACE 
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According to the National Institute of Standards and Technology, cyberspace is ñA global domain 

within the information environment consisting of the interdependent network of information 

systems infrastructures including the Internet, telecommunications networks, computer systems, 

and embedded processors and controllers.ò In simple words, cyberspace is a virtual environment 

of interconnected network and digital systems to facilitate communication among various objects 

present in that network. 

 

DIGITAL FOOTPRINTS  

It is abundantly clear that we live in the Big Data world where ñRight to be Forgottenò or ñRight 

to be Erasedò is not that easy as the identity of an individual is disclosed not only privately but on 

public platforms too. The metadata plays an important role due to which digital footprints are 

always left behind in one form or another to find the digital trail towards an individual. Your likes 

on social media posts, the content that you watch, web cookies on the websites you visit, etc., can 

make up your digital footprints. 

 

DEEP WEB  

The deep web is a part of the internet that isn't indexed by the standard search engines. The deep 

web is located under the surface and contains around 90% of all web pages.Visiting this part of 

the web would not pose any threat to your computer or your data. 

 

The following are some of the largest parts of the deep web: 

ǒ Databases are file collections, both public and private, that are not connected to other parts 

of the web and may only be searched within the database itself. 

ǒ Intranets are private networks used by businesses, governments, and educational 

institutions to communicate and regulate aspects of their operations. 

 DARK WEB  

The dark web is a subset of the deep web that is intentionally hidden, requiring a specific 

browserðTorðto access. 
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The dark web is a part of the deep web but only covers a small part of it. The dark web is a hidden 

collective of websites that can only be accessed with a specialized web browser. It's used to keep 

internet activity private and anonymous, which can be useful in both legal and unlawful situations.  

 

 

These are mostly onion sites that can be accessed via Tor and their domain names are made in a 

manner so that they are hard to remember. The dark web's reputation has been associated with 

criminal intent or illegal activities, as well as "trading" sites where users can buy illegal items or 

services. Legal parties, on the other hand, have taken advantage of this framework as well. 4Why 

Do People Fall Victim to Cyber Crimes? 

Biggest myth is that I will never be hacked. It is a prevalent cyber pronoun ï ñThere are two kinds 

of people. One who has been hacked and the other who will soon be hacked.ò 

 

People fall prey to cybercrimes, majorly, for the following reasons:  

 

Ễ Trusting strangers - Scammers' strategies have considerably advanced and appear genuine 

to the innocent victims. Hackers have recently started breaking into company networks and 

sending emails posing as coworkers, asking for sensitive information such as passwords and 

company credit card details. 

Ễ  Unawareness ï Being unaware of the current trends in cybercrimes can cause a person to 

become a victim of one. Cyber attackers spend months analyzing their target and searching for 

loopholes. These perpetrators create a sense of urgency and take advantage of the confusion on the 

part of the victim to deceive them into giving their sensitive financial /personal information.   

Ễ Underestimating the risk - Victims usually underestimate the risk of cybercrimes. It's all 

too easy to get complacent over time, putting oneself at risk of becoming a target. 

 

 

THREAT LANDSCAPES 

 

 
4 Available at https://www.kaspersky.com/resource-center/threats/deep-web as accessed on 11-02-2022 

https://www.kaspersky.com/resource-center/threats/deep-web
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TARGETS 

Target/victim could be an individual, organization, or nation. 

 

THREAT ACTORS  

The threat actors include cybercriminals, malicious insiders, or hacker groups which are a threat 

to the IT Security of any individual, organization, or nation who hacked their data or made their 

data inaccessible for malicious reasons. 

 

MOTIVES/REASONS 

Threat actors' motives can be anything from amusement to financial gains.  The different 

cyberattacks vary from an individual, organization, or nation by way of disruption of various 

services which affects their financial capacity through misleading, deceptive or illegal practices or 

cyber espionage which is a kind of cyberattack by accessing the sensitive data for economic gains. 

These will be further explained in this chapter later. 

 

ATTACK VECTORS 

Attack vector in cybersecurity is a kind of method that a hacker uses to breache the security or to 

infiltrate the usersô network. Attack vector includes viruses like malware, Ransomware, Trojan, 

etc or other cybercrime techniques. 

 

 

 

COMMON CYBERCRIME TECHNIQUES  
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Social Engineering 

 

Social engineering assaults usually include psychological manipulation to persuade unaware users. 

It involves calling, sending an email or other message to a target that elicits feelings of urgency, 

fear, or other comparable emotions, prompting the victim to reveal sensitive information, click a 

harmful link, or open a malicious file. People often find it difficult to avoid such attacks. Some of 

the most common social engineering tactics are phishing via SMS or email, baiting individuals by 

offering free giveaways or by using scareware. All these methods will be later explained in detail. 

The Kali Linux operating system also offers some social engineering attack tools for free like 

Maltego and Social Engineering Toolkit(SET), etc. 

 

 

Misinformation/Disinforma tion 

Misinformation is simply false information that is disseminated, whether or not the purpose is to 

deceive, whereas disinformation is intentionally misleading or biased information that is based on 

distorted narratives or facts to achieve propaganda. 

 

Standards on Disinformation and Propaganda:  

a. General prohibitions on the dissemination of information based on vague and ambiguous ideas, 

including ñfalse newsò or ñnon-objective informationò, are incompatible with international 

standards for restrictions on freedom of expression, as set out in paragraph 1(a), and should be 

abolished.  

b. Criminal defamation laws are unduly restrictive and should be abolished. Civil law rules on 

liability for false and defamatory statements are legitimate only if defendants are given a full 

opportunity and fail to prove the truth of those statements and also benefit from other defences, 

such as fair comment.  

c. State actors should not make, sponsor, encourage or further disseminate statements which they 

know or reasonably should know to be false (disinformation) or which demonstrate a reckless 

disregard for verifiable information (propaganda).  

d. State actors should, in accordance with their domestic and international legal obligations and 

their public duties, take care to ensure that they disseminate reliable and trustworthy information, 



 

13 

including about matters of public interest, such as the economy, public health, security and the 

environment5 

 

Deep Fakes 

Deep Fakes are a new and complex type of audio, video, or image creation technology that uses a 

form artificial intelligence called deep learning and is typically used for malicious purposes. They 

can quickly spread fraudulent words and actions to a global audience, and they can be difficult to 

tell apart from genuine information. 

 

Case: In early 2020, a bank manager in the Hong Kong received a call from a man whose voice he 

recognized as the director of a company with whom he had spoken to and worked with before. He 

told the bank manager that his company was about to make an acquisition and so he needed the 

bank to authorize some transfers of around $35 million. Believing everything was legitimate, the 

manager authorized and initiated the transfer. What he didnôt know was the transfer was going 

straight into the accounts of the criminals.6  

 

Impersonation 

Impersonation is used as a technique where basic credentials are stolen. The threat actor or bad 

actor pretends to be someone else by adopting that person's identity to get access to resources, 

credit, or other benefits in that person's name and fame. 

 

Spoofing 

Spoofing occurs when cyber threat actors try to hide their true identities by faking the sender of a 

message to regularly fool the recipient by thinking that it came from someone else. To illicitly take 

information from a receiver, harvest user login credentials, perpetrate fraud, or spread malware, 

cyber threat actors frequently fake electronic communications from the targeted organization or a 

trusted partner. 

 

 
5 Available at https://www.osce.org/files/f/documents/6/8/302796.pdf 
6 Available at https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-

tech-to-steal-millions/?sh=462e58e47559 as accessed on 11-02-2022. 

https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/?sh=462e58e47559
https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/?sh=462e58e47559
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Example: Spoofing of Caller ID and Phone Numbers - forges the phone number or caller ID shown 

on incoming calls and text messages. 

 

Morphing  

Morphing is the process of smoothly transitioning from one image to another without any changes 

using online morphing tools. Usually, girls are harmed by this sort of morphing, which involves 

downloading photographs of girls from numerous social media sites using fake or real profiles and 

then morphing them. By threatening to publish the morphed photographs, these transformed 

images might be used to blackmail the girl or her family. Now-a-days, deep fake technology is 

also being used to morph the images and create fake videos of victims to deceive/harass their 

families. 

 

 

Man-In-The-Middle 

Man-in-the-Middle (MITM) attacks occur when an attacker intercepts communications between 

two parties. These attacks allow attackers to intrude and eavesdrop on the communication or data 

transfer between the two targets, as well as change the traffic flowing between them. The ótargets' 

in these attacks are usually a human and a service. The attacker can take a passive role in the chat 

or go as far as stealing credentials, altering emails and other messages, or impersonating the person 

being talked to. 

 

MOTIVES/REASONS FOR CYBERATT ACKS 

 

Identity/Credential Theft  

 

Identity theft is the obtaining of some other person's personal information without their permission. 

Personal information may contain a person's name, phone number, address, bank account number, 

Aadhaar number, credit/debit card number, passwords among other things. Identity theft includes 

the theft of personal information that allows cyber thieves to impersonate another individual. 

Identity Theft takes place through access to social media accounts, personal documents, or 

skimming of credit/debit cards. The identity theft can be carried out by using sophisticated 
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cyberattack techniques like social engineering, phishing attack and malwares. According to Norton 

Cyber Safety Insights report, almost percent of adult internet users in India faced identity theft in 

one way or the other in the year 2020 alone making it the biggest cyber security threat in India.7  

 

Identity Fraud  

Identity frauds happens when someone uses the stolen identity to commit fraud of various kinds. 

A personôs identity and personal information are wrongfully used to gain access to various 

resources, services or goods. Examples of such fraud include opening a bank account, obtaining 

credit cards, purchasing goods, applying for loans, committing crimes such as murder, theft or 

other serious crimes, applying for jobs and obtaining documents such as passports or licences. 

Online Financial Fraud 

 

Financial fraud occurs when someone steals oneôs money or  harms one's financial health by 

deceitful, dishonest, or unlawful tactics. This can be accomplished through a variety of means, 

including identity theft and investment fraud. The modus operandi for each type of financial fraud 

may differ but one precautionary measure that is common in case of all types of online financial 

frauds is to be aware and never share sensitive personal information with anyone over text, email 

or call. 

 

Example: Fraud on fake loan app where a user applied for a loan and was instantly given some 

small amount money to build trust in exchange for personal information. The victim was then 

asked to return the money with unbearably high interest within an unreasonable short time frame. 

After the victim was unable to payback, he was asked to download another fake loan app to repay 

the previous loan. The cycle goes on and the amount of debt keeps on increasing which the victim 

has to pay back or else him and his family will be harassed. 

 

 

 

 
7 Available at 

https://now.symassets.com/content/dam/norton/campaign/NortonReport/2021/2021_NortonLifeLock_Cyber_Safety

_Insights_Report_Global_Results.pdf as accessed on 1-02-2022 

https://now.symassets.com/content/dam/norton/campaign/NortonReport/2021/2021_NortonLifeLock_Cyber_Safety_Insights_Report_Global_Results.pdf
https://now.symassets.com/content/dam/norton/campaign/NortonReport/2021/2021_NortonLifeLock_Cyber_Safety_Insights_Report_Global_Results.pdf
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Cyber Espionage 

Cyber espionage is an act of intrusion or spying that can give the desired information. Traditional 

espionage, like cyber espionage, is not an act of war, and both are widely considered to be ongoing 

amongst major countries. Regardless of this presumption, some occurrences can generate severe 

tensions between states and are frequently referred to as ñattacksò.  

 

Example: Edward Snowden exposed massive US eavesdropping on numerous countries in 2013. 

Following the disclosure of the NSAôs snooping on German Chancellor Angela Merkel was 

disclosed, the Chancellor compared the NSA to the Stasi (the official state security service of the 

German Democratic Republic). Without the consent of the Bahamian government, the NSA 

records almost every mobile phone conversation in the Bahamas, as do similar operations in 

Kenya, the Philippines, Mexico, and Afghanistan. 

 

INFORMATION SECURITY  

The practice of preventing unauthorized access, use, disclosure, disruption, alteration, inspection, 

recording, or destruction of data is known as information security.  Information can be anything 

from personal information to social media profiles, cell phone data, biometrics, and so on. As a 

result, Information Security encompasses a wide range of research areas, including cryptography, 

mobile computing, cyber forensics, and online social media, among others. 

 

 

CIA TRIAD  

Information security programs are built around three principles, generally referred to as the 

CIA Triad - Confidentiality, Integrity, and Availability.  
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RMIAS MODEL  

 

Information Assurance & Security (IAS) is a dynamic domain that evolves in response to societal, 

corporate, and technological changes. A Reference Model of Information Assurance and Security 

(RMIAS) attempts to address recent patterns in the growth of IAS, particularly diversification and 

de-perimeterization. 

The model has four dimensions: the Information System Security Life Cycle, the Information 

Taxonomy, the Security Goals, and the Security Countermeasures. 

 

 

 

 

 

 

 

 

 

  

   Availability 

CIA  

TRIAD 

Confidentiality:  Protection against 

unauthorised access to data and 

systems. 

 

Integrity:  Protection against 

unauthorised changes or modifications 

to data. 

 

Availability:  Providing access to 

authorised users as and when they need. 
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CHAPTER 3 

 

 

 

TRENDING CYBERCRIMES  
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Fig 1: Cybercrimes 

 

 

 

PHISHING  

A phishing attack is a means of tricking people into disclosing confidential information by 

answering an email. It involves obtaining or attempting to gain specific banking information (e.g. 

username, password, credit card numbers, etc). 

   

Phishing emails and SMS messages may claim to have seen some strange activity or attempted 

log-ins, assert to have an issue with the account or payment information, ask to verify some 

personal information, send a fake invoice, demand payment by clicking on a link, show eligibility 

for a government refund or provide a coupon for free goods. 

 

 

     Fig.2 Phishing Attack Example 
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Fake Messages: Scammerôs frame personalized messages posing as people or institutions that one 

trusts. To make their messages more compelling, they frequently obtain personal information 

about a person from social media platforms or a hacked account of someone they know. 

 

Example: The Delhi Police's cybercrime unit is warning people about a potential scam in which 

criminals are duping unsuspecting users by requesting them to verify their phone numbers due to 

Know Your Customer (KYC) concerns. According to a tweet from the Delhi Police's cyber-crime 

unit, scammers are sending false messages to consumers saying that their SIM cards will be 

disconnected if they do not contact the phone numbers provided in the message. 
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Email Phishing: This type of attack tries to steal confidential information by sending an email 

that appears to be from a trusted organization. It is not a targeted attack and can be carried out in 

large numbers. 

 

Spear Phishing/Whaling: Sending emails to particular and well-researched victims while posing 

as a trustworthy sender is known as spear phishing. The goal is to infect devices with malware or 

persuade victims to divulge personal information or money. Unlike most phishing attacks, spear-

phishing is a highly targeted, well-researched attack that primarily targets business executives, 

public personas, and other valuable targets. 
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Vishing: Vishing, also known as voice phishing, is when a malicious caller poses as tech support, 

a government agency, or another institution to get sensitive information such as banking or credit 

card details through a phone call or voice message. 

 

Example:  Any call from an unknown source may prove dangerous to the receiver. Especially 

calls taken with two digits or three digits numbers with the prefix ñ+ò. 

 

Fake Websites: This type of cyber fraud comes in a variety of forms. In one, the scammers 

establish a genuine-looking website for a well-known brand or even a mobile phone company and 

advertise low-cost products. They trick the unsuspecting buyer into paying online, but the customer 

never receives the items they bought. 

 

Example: A false website created has a policy whereby if a customer purchases any goods that 

cost more than a specific amount, he or she will be eligible for a free costly item. As soon as the 

buyer purchases the product, the buyer receives a call from the fraudulent website's customer 

service informing the customer to pay a particular refundable amount toward shipping, service, 

GST, and other aspects of the freebie. As a result, the scammers trick the unsuspecting internet 

buyer into depositing thousands of rupees into multiple bank accounts.                                         
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Safe Tips: 

Doôs - 

ǒ Look for spelling or grammatical mistakes in the email body 

ǒ Check the domain name if sent from a public domain email 

ǒ Check the authenticity of a message before forwarding it on social media platforms 

Donôts - 

ǒ Do not click on suspicious links or attachments 

ǒ Do not take phone calls from unknown sources 

ǒ Do not login to fake/illegal websites 

 

FINANCIAL FRAUDS  

 

Internet Banking-related Fraud: All banking services are now available online. Online services 

include accessing account statements, transferring funds to other accounts, getting a cheque book, 

and producing demand drafts, among others. As more services move to online platforms, cyber 

fraud in the financial sector is on the rise. This can be done through an attack on digital payments 

applications, by the hacking of bank accounts due to weak passwords, or by hacking multiple 

accounts due to the same password. 

 

 

 

UPI Fraud: It's a frequent method for scammers to deceive people by sending them a payment 

request over their UPI app. This request makes it simple for them to transfer the money. When the 

payment request is approved, the UPI app prompts users for the PIN, which is the final step in the 

process. When a person enters their UPI PIN, they lose all of their earnings. 

 

OTP Fraud: Victims get SMS / Instant messages from fraudsters impersonating as NBFCs offering 

loans or enhancement of credit limit and are asked to contact the fraudsterôs mobile number. When 

the victims call the number, the fraudsters ask them to fill few forms (even online) containing 

financial details and they incite / convince them to share the OTP or PIN details, resulting in loss 

of money. The OTP frauds can also happen after the person has been a victim of social engineering 
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attack where he/she provided the financial details to the attacker via email, etc. and the attacker 

then initiates a transaction from the victimôs bank account and calls the victim convincing him/her 

to give the OTP. 

 

E-Wallet Fraud: KYC has been made compulsory for mobile wallet users by the Reserve Bank 

of India. KYC has been misused by scammers as an access point. Many network service operators 

send nudges to not fall bait to the KYC-related messages for an account. They deny asking for any 

personal information through messages or calls. 

 

Example: Typically, the victim receives a text message claiming that the e-wallet requires KYC 

compliance and that they must call the specified phone number. The person is invited to download 

an application, usually, TeamViewer Quick Support or AnyDesk, which are remote access control 

mobile apps, to update their KYC. To check the status of the e-wallet, the scammers ask for a Re. 

1 transfer. While the customer is typing in a password or PIN for the e-wallet, the scammers are 

gathering data. They now have access to the password and ID for the mobile wallet. The wallet is 

debited to other accounts using separate transactions as the bank account is linked to the phone. 

 

Credit/Debit Card: Frauds using cards and digital transactions are constantly changing. Frauds 

exploiting credit and debit cards are growing more widespread. Unauthorized use of a credit or 

debit card or a comparable payment method (ACH, EFT, recurring charge, etc.) to unlawfully 

obtain money or property is described as credit/debit card fraud. Numbers for credit and debit cards 

can be taken through insecure websites or obtained through an identity theft scam. 
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SIM Swap Fraud: SIM swap simply means changing mobile SIM cards. If this is done without 

the user's permission, it is most likely for fraudulent purposes. SIM swap fraud occurs when 

scammers obtain a new SIM card from the mobile service provider using the registered phone 

number. They can acquire One Time Password (OTP) and other alerts needed to execute financial 

transactions through the bank account with the use of the new SIM. 

 

Sim Cloning: This is basically creating a duplicate SIM from the original one. It is similar to SIM 

swapping. However, this is a technically sophisticated technique, where software is used to copy 

the real SIM card. It is done to get access to victims International Mobile Subscriber Identity 

(IMSI) and encryption key, which are used to identify and authenticate subscribers on mobile 

telephony. Cloning the SIM will enable the fraudster to take control and track, monitor, listen to 

calls, make calls and send texts using the mobile number. 

 

Demat/Depository Fraud: The protection of the shares and securities is the responsibility of 

India's two depositories, CDSL and NSDL.  CDSL and NSDL, however, do not deal directly with 

Demat account holders. They supply stockbrokers and intermediaries with Depository Participant 

(DP) licenses, which allow consumers to open Demat accounts. For instance, in some cases, 
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brokers have transferred ETF units to use as collateral for margin funds on trades without the 

permission of investors. 

 

Cryptocurrency Fraud: Due to its fast transactions, mobility, and global reach, cryptocurrency 

can be used as a new tool for evading taxes, money laundering, and bribery. Fraudsters may try to 

manipulate the markets for cryptocurrency and similar derivative assets. Spoofing, front-running, 

churning, and other methods are forms of improper market manipulation. Cryptojacking is a form 

of cryptocurrency cybercrime in which hackers misuse people's electronic devices such as 

computers, cellphones, tablets, and even servers to mine for bitcoin without their permission. 

Example: Investors' crypto wallets can be hacked, allowing scammers to steal their funds. They 

can create fake wallets to defraud counterparties, as well as fake crypto exchanges to steal money 

from clients. 

 

Safe Tips: 

 

Doôs - 

ǒ Make a separate email address for online buying to prevent harmful emails disguised as 

sales promotions. 

ǒ Always use an onscreen keyboard to enter password and log out of the banking 

portal/website after completing an online payment using public computers. Also, remove the 

browsing history from the web browser. 

ǒ Check the seller's reputation and credibility before making online payments.  

ǒ When buying a second -hand phone make sure that it does not come with any suspicious  

pre-installed Apps that may contain malwares. 

Donôts - 

ǒ Do not give the net-banking password, One-Time Password (OTP), ATM or phone banking 

PIN, CVV number, or other sensitive information to anyone, even if they pretend to be a bank 

employee or representative, and notify the bank if this happens. 

ǒ Do not scan any QR codes to receive payments from unknown sources. 

ǒ Do not save banking/personal information in a browser or on a payment site while making 

a purchase. 
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SOCIAL MEDIA CRIMES  

 

Cyberstalking: Cyberstalking is a crime when a victim is harassed by the attacker utilizing e-

mail, Instant Messaging (IM), internet messages, discussion groups, etc., to communicate 

electronically with the victim. A cyberstalker depends on the fact that in the internet realm his real 

identity is unknown. A cyberstalker targets and follows victims through with threatening/abusive 

communications. 

Example: A boy is stalking a girl on social media and then bothering her by texting on her social 

media about her online posts.. 

 

Cyberbullying: Cyberbullying is bullying through digital technology where the unpleasant, 

damaging, and wrong content about someone else can be sent, posted, or shared. The purpose is 

to induce confusion or shame. Users may be able to watch, interact, or share material via SMS, 

social media, forums, or gaming applications. Cyberbullying poses a risk to those who are socially 

active on numerous social media platforms. 

 

Sexting: Sexting is defined as sending or sharing sexually provocative text messages and images, 

including nude or semi-nude photos, via mobile phones or the Internet. These photos and messages 

are extremely private in nature and if a criminal gets access to these, then it can become a serious 

problem.  This could happen as a result of hacking, in which the photographs are taken from the 

original receiver, or as a result of the intended receiver spreading them without the sender's 

permission (either with other friends or in web forums). When photographs are shared without the 

victim's consent, sexting becomes a concern and the victim is said to have become a prey to  a 

cybercrime. Users/Senders may be unaware that their photographs may be distributed, or a 

previously trusted recipient may turn out to be unworthy of such trust. 
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Honey Trapping: Honey trapping uses the cyber espionage technique in which a cyberattack 

occurs through romantic or sexual relationships with civilians whereby the attacker takes 

advantage of the intimacy in the relationship to coerce or blackmail the victim. The threat actors 

use this cybercrime to discover or reveal sensitive information. 

 

Trolling: Trolling is defined as intentionally inflicting hatred, discrimination, racism, sexism, or 

simply arguing with others. It's the anti-social act of provoking online personal disputes and 

controversy. Trolls are people who engage in trolling behaviors. It was termed "flaming" in the 

early days of the Internet. Individuals use blog sites, social networks like Facebook, Instagram, 

and Twitter, news sites, discussion forums, and game chats, as well as any other place that allows 

them to make public remarks. 
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Safe Tips: 

 

Doôs - 

ǒ Keep social media profilesô privacy settings as strict as possible, especially for the 

public/others. 

ǒ Exercise extreme caution when sharing anything on the internet. 

ǒ Log out after each session. 

Donôts - 

ǒ Do not give out social media login information to anyone. 

ǒ Do not accept friend requests from strangers. 

ǒ Do not click on any links that appear to be suspicious. 

 

MORPHING  

 

Pornography: Pornography is defined as any obscene or sexually explicit information. 

Pornography is available in a variety of media on the internet. These include images, small 

animated films, sound files, and stories. The Supreme Court has defined obscene as ñoffensive to 

modesty or decency; lewd, filthy, repulsive.ò 

 

Revenge Pornography: One of the most serious threats to online modesty or reputation issues is 

revenge pornography. The behavior could be motivated by a desire to smear the person's morality 

in public. The person may misuse the individual's identity and converse as a person who is sexually 

motivated, often pretending to be a call girl, revealing the victimôs real name and photograph. For 

instance, someone seeking vengeance might either hack into the real accounts or simply make false 

profiles.  

 

 

Grooming: Grooming is the way in which somebody may get close to a child, with the intention 

of sexually exploiting them. Grooming could be done by anyone, of any age or gender, and could 

be done in person or online. With the advent of Internet and social media, grooming practices have 

become more common and prevalent. Predators can very easily make a fake profile on any social 
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media platform to appear younger or someone the child may know. Young children between the 

ages 13 to 15 are especially susceptible to be groomed or manipulated by the adults they meet 

online. Many countries have laws preventing adults from ñcorruptingò minors or engaging in 

sexually explicit conversations with those under the age of 18. In addition, it is illegal to send 

pornographic to minors or to encourage and pressure minors to send explicit photographs or videos 

of themselves. 

 

Safe Tips: 

 

Doôs - 

ǒ Set limits in online/offline friendships. 

ǒ Be cautious while sharing or taking intimate pictures or videos. 

ǒ Remember that anything shared online will remain in cyberspace and can be misused 

anytime. 

 

Donôts - 

ǒ Do not pursue or engage in relationships that pressurize sharing of personal pictures or 

videos. 

ǒ Do not forward any sexual pictures or videos as it can cause a violation of trust. 

ǒ Do not suffer in silence, in case of any threats. 
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MOBILE APPS 

 

Dangerous game challenges: Anyone who plays an online game or spends more time in online 

gaming,  must know the risks associated with online gaming. In-game resources, well-developed 

game characters, paid game accounts, or linked credit-card data are potential targets for 

cybercriminals. These can be taken from users in a variety of ways, including phishing, password-

stealing software, and in-game fraud.  
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Malicious apps: The app which upon installation infects the mobile of the victim withmalicious 

viruses or spyware trojans or harms the device of the user, and collects the user information by 

asking for unnecessary access permissions to files, GPS coordinates, e-mail address, contact lists, 

etc.,and sends it to the third parties. 

 

Case: India's Computer Emergency Response Team (CERT-In) had issued an advisory to bank 

customers of an android malware that stole information and money. The malicious app disguised 

as Income Tax Department app and asked the users for permissions to the user's SMS, call logs 

and contacts. The information included personal details like full name, PAN, Aadhar number, 

address, date of birth, mobile number, and email address. It also demanded financial information 
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such as account number, IFS code, CIF number, debit card number, expiry date, CVV and PIN. 

The app then sent all the userôs details to the attacker and rendered a fake update screen to the user.  

 

Matrimonial Frauds: Fraudsters befriend the victim after creating an intriguing online marriage 

profile on any reputable matrimonial site and posing as a prospective candidate. Through emails, 

online chats, and sometimes phone calls, they gain trust and get connected to the victim. Fraudsters 

then propose marriage and, when speaking with the victim they're trying to trick, they use voice-

changing applications to impersonate their parents and guardians. Once they have the victim's 

trust, the scammers urge them to deposit money into their bank accounts, claiming an emergency. 

They disappear as soon as the payment is made, and the cycle begins again with the next victim. 

 

Career frauds: Another form of fraud is employment-related fraud, as people have started looking 

for job opportunities online, it has allowed scammers to trick people into scams. Scammers offer 

fake job opportunities to job seekers through various online services claiming to hold positions in 

recognized companies and this makes it difficult for people to find out if the offer is legitimate or 

not. 

 

Safe Tips: 

 

Doôs - 

ǒ Look for matrimonial sites or job portals that are genuine and trustworthy. 

ǒ Check social media profile on Facebook or LinkedIn of the person who is offering marriage 

proposal/job. 

 

Donôts - 

ǒ Do not stream or download movies, music, books, or apps from unreliable sources.  

ǒ Do not play online games with strangers. 

ǒ Do not share personal/financial information with online friends or recruiters. 
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MALWARE TYPES  

 

Virus  

A virus is a kind of malware that replicates itself by inserting its code into other applications. Since 

the early years of the commercial Internet, computer viruses have been a common threat. Viruses 

spread through infected websites, flash drives, and emails by attaching themselves to legal files 

and data. A virus is activated when a victim opens an infected application or file. A virus can erase 

or encrypt files, alter applications, or disable system functions once it has been actived. 

 



 

35 

 

 

Worm 

A worm virus is a harmful program that duplicates itself and spreads through a network 

automatically. The worm virus exploits flaws in the security software to steal important 

information, install backdoors that can be exploited to access the system, corrupt files, and perform 

other types of harm, according to this definition of computer worm. Worms use up a lot of memory 
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and take up a lot of bandwidth. As a result, servers, individual systems, and networks get 

overworked and fail.  

 

Trojan  

A Trojan horse, often known as a Trojan, is malicious  software that appears to be legal yet can 

take control of the computer. A Trojan is a computer program that is designed to hurt, disrupt, 

steal, or otherwise harm the data or network. To deceive the user, a Trojan tries to portray itself as 

a legitimate application or file. Viruses can execute and replicate. A Trojan is unable to do so. 

Trojans must be executed by the user and this is the reason it comes attached to an executable file  

 

Example: You downloaded an executable file thinking itôs a game you need to install but with it a 

Trojan Horse has also been attached. Once you run that exe file, along with the game, the Trojan 

also gets installed on your computer and the attacker gets access to your device remotely. 

 

 

Rootkits 

A rootkit is a kind of software that allows hackers to gain access to and command over a computer. 

Although most rootkits attack software and the operating system, some can also infect the 

hardware and firmware of the machine. Rootkits are good at hiding their presence, yet they are 

still active when they are hidden. Rootkits allow hackers to steal sensitive data and financial 

information, install malware or utilize computers as part of a botnet to send spam and participate 

in DDoS (distributed denial of service) attacks once they get unauthorized access to computers. 

 

 

Bots 

A bot is a computer program that performs automatic, repetitive, and pre-defined activities. Bots 

are designed to mimic or replace human behavior. They are significantly faster than human users 

since they are automated. They do essential tasks like customer support or indexing search engines, 

but they may also be malware, which is used to take complete control of a computer. Companies 

and Individuals employ bots to do repetitive activities that would otherwise be performed by 

humans. When compared to human effort, bot tasks are usually simple and completed at a 
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considerably faster rate. These bots are sometimes used for illegal operations including data theft, 

frauds, and DDoS assaults.  

 

Malware bots and internet bots can be programmed to breach user accounts, search the internet for 

contact information, transmit spam, and do other malicious actions. Attackers may deploy harmful 

bots in a botnet ï a bot network ï to carry out these assaults and conceal the source of the attack 

activity. A botnet is a collection of internet-connected devices that individually run one or more 

bots, frequently without the device owners' knowledge. 

Malware is distributed in the form of a download via social media or email communications that 
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instruct the victim to click a link. The link is frequently in the form of an image or a video, both 

of which include viruses and other malware. A bot might potentially show up as a warning stating 

that if the user does not click on the connected link, the machine will be infected with a virus. By 

clicking the link, the user can infect the machine with a virus. 

 

DAMAGE  TO COMPUTER  SYSTEMS 

 

Unauthorized access - Unauthorized Access refers to the unauthorized attempts to bypass the 

security mechanisms of a computer/information system or network. 

 

Data breach - A data breach is a security threat in which malicious insiders or external attackers 

gain unauthorized access to confidential data or sensitive information such as medical records, 

financial information or personally identifiable information (PII) and so on. 

 

Some other cybercrime and related instances  

 

IoT attacks ïIOT attacks include any cyberattacks that seek to gain access to (or control over) 

IOT devices with the intent to either cause harm to the devices or use them in attacks against other 

targets.  

 

Advanced persistent threat - An advanced persistent threat (APT) is a broad term used to 

describe an attack in which an intruder, or team of intruders, establishes an illicit, long-term 

presence on a network in order to mine highly sensitive data. 

 

Scareware - Scareware is malicious software that tricks computer users to visit malware infected 

websites or infested websites. Example-scareware may come in the form of pop-ups. 
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Adware 

Adware is software that displays unwanted (and sometimes irritating) pop-up adverts which can 

appear on your computer or mobile device. normally comes in software/programmes that you 

download from the internet ï usually freeware or shareware ï and it secretly installs itself onto 

your device without your knowledge. 

Free software which contains some ads may be annoying but is not illegal. However, if a third-

party programme adds malicious ad software onto your device without your consent, then it is 

illegal. Adware typically ends up on a userôs device through one of two ways: 

 

You might install a free computer program or app without necessarily realizing that it contains 

additional software that contains adware. This allows the app developer to make money but means 

you could download adware onto your systems without necessarily consenting. 

Alternatively, there may be a vulnerability in your software or operating system which hackers 

exploit to insert malware, including some types of adware, into your system. 
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CHAPTER 4 

 

A READY RECKONER TO STAY CYBER SAFE  

 

Doôs - 

 

ω Use caution and avoid signing in to personal or professional accounts such as e-mail or 

banking, while using a public Wi-Fi network.  

ω Install Web Browser with HTTPS enforcement.  

ω Install a reliable anti-virus software. 

ω One can use a Virtual Private Network (VPN) on their phone as a hotspot. 

ω Use a password manager - A password manager is an app or a program that collects and 

stores all the passwords in one location. To gain access to these passwords, one only needs a master 

key password. 

ω One must use AePS, a bank-led system that enables online inter-operable financial 

inclusion transactions at the PoS (Micro ATM) through any bank's business correspondent using 

Aadhaar verification. 
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Secure E-commerce usage ï 

 

 By the service providers: 

 

E-Commerce security refers to the practices that provide secure online transactions. It 

contains protocols that protect people who make purchases of goods and services on the 

internet.  

 

¶ To strengthen the security, it's a good idea to use many security layers. DDoS threats and 

infectious incoming traffic can be blocked by a Content Delivery Network (CDN). To 

avoid harmful traffic, machine learning can be used.  

 

 

¶ Use SSL Certificates. One of the most important features of SSL Certificates is that they 

encrypt sensitive data sent over the internet. It ensures that only the intended receiver gets 

the information. 

 

¶ To block untrusted networks and control the inflow and outflow of web traffic, use 

effective e-commerce software and plugins. They should have selective permeability, 

allowing only trusted traffic to pass. 

 

Measures to be taken by the consumers: 

 

¶ Install a program or software that detects and blocks harmful software, often known as 

malware, is required for electronic devices, computer systems, and online systems. Anti-

malware software is a type of protection software. All hidden viruses on the website should 

be rendered by effective anti-malware. 

¶ Always check that the websit starts with HTPPS. 

 

¶ Do not go blindly on reviews. Look for websites that are genuine and trustworthy. 
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¶ Do not trust the customer care numbers provided on google with personal information. 

They might not always be trustworthy. 

 

Secure computer/laptop usage - 

 

ǒ Use a firewall 

ǒ Use the latest antivirus software 

ǒ Close the webcam and computer audio when not in use 

ǒ Clear browsing history and browser cache from time to time to prevent the use of old forms, 

protect personal information and help applications run better 

ǒ To keep the software up to date, make sure to turn on automatic updates under the settings.  

ǒ Set up automatic updates for non-Microsoft software as well such as browsers, Adobe 

Acrobat Reader, and other programs that are used frequently. 

ǒ Do not use a USB or other external device, owned by some other person. Ensure that any 

external devices either belong to the owner or come from a reliable source to avoid infection by 

malware and viruses. 

ǒ Passwords for logins are important for preventing unauthorized access to the data during 

boot-up. Setting a password-protected lock screen on the laptop is a smart idea if it is frequently 

used in public places, such as an office. 

 



 

43 

 

 

Secure Mobile phone Practices - 

 

ǒ The first step is to ensure that all of the smartphones have screen locks enabled and that 

entering them requires a password or PIN since the devices have a plethora of personal 

information. 

ǒ Make sure the mobile phones' automatic software upgrades are turned on by default. 

Updating the operating system regularly guarantees users have the most up-to-date security 

configurations. 
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ǒ Do not use public Wi-Fi networks to download videos or content. This increases the risk 

of exposure to malware and viruses. Delete unused Wi-Fi networks. 

ǒ Use a password manager to not only remember the passwords for different accounts but 

also to generate strong unique passwords for all accounts such as bank accounts, social media, etc. 

ǒ Make a backup of the phone data to be able to rapidly access any data that has been 

compromised if any device is lost or stolen. 

ǒ Install the minimum necessary applications and only those from official app stores. 

Personal information given into applications should be treated with caution.  

ǒ When not using location services, turn them off. Do not switch them on in sensitive 

settings. 

ǒ Pop-ups that appear unexpectedly are typically harmful. Close all applications forcibly if 

one emerges. 

 

 

Secure Internet Browsing 

 

ǒ Be aware of what is being accessed or downloaded. Software should always be downloaded 

from a reliable source. 
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ǒ Before opening any email or clicking a link, double-check the senders' identities. 

ǒ Do not save official data to the cloud or on devices that are connected to the Internet.?? 

ǒ Stay away from services that demand location or ask for upload of photos with GPS 

coordinates. 

ǒ Free downloading software should be avoided at all costs. 
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In Case of Lost Mobile Phones 

 

ǒ Call the cell phone from a different device. One can also sound an alert by using the carrier's 

mobile app to override ringtone settings. 

ǒ If the phone's text messages are enabled to appear on the lock or home screen, leave a text 

with contact information in case someone finds it. 

ǒ Each phone has built-in security settings. One can monitor, ring, lock, or wipe the phone 

remotely using the ófind my phoneô feature if it is enabled. 

ǒ If a person is quite convinced that the phone has been stolen, one should wipe the data from 

it remotely as quickly as possible to keep personal information safe. 

ǒ If one cannot find the phone fast, use the ófind my phoneô option on the phone to lock it 

remotely from anywhere. Also, just in case, change the passwords on all accounts including 

financial accounts, emails, and social media. 

ǒ  

ǒ Block the phoneôs IMEI by any of the following means: 
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ǒ Through a form submitted on the website https://www.ceir.gov.in/ The procedure to do it 

is as follows: - 

a) File a report with the police, and keep a copy of the report. 

b) Get a duplicate SIM Card for the lost number from your telecom service provider (eg, 

Airtel, Jio, Voda/Idea, BSNL, MTNL etc.). This is essential because you will need to 

provide this as the primary mobile number (OTP will be sent on this number) while 

submitting the request for blocking your IMEI. 

Note: As per TRAI's regulation, SMS facility on re-issued SIMs is enabled after 24 hours 

of SIM activation. 

c) Get your documents ready - a copy of police report and an Identity Proof must be provided. 

You can also provide the mobile purchase invoice. 

d) Fill out the request registration form for blocking the IMEI of lost/stolen phone, and attach 

the required documents. 

e) After submitting the form, you will be given a Request ID. The same can be used for 

checking the status of your request and for unblocking the IMEI in future. 

ǒ Through TSPôs specified customer outlets by contacting the network service operator 

online. They can turn off the phone's service and, in most cases, make it inaccessible, even if the 

person uses a new SIM card or switches operators. 

ǒ Through State Police by filing a First Information Report (FIR) at the nearest police station. 

This is also necessary because even if the person may not get the phone back, he/she can at least 

fight fraudulent charges made with their device. 

 

 

PREVENTIVE MEASURES  

 

Antivirus  

 

Antivirus software is a type of application that is meant to prevent, detect, and eradicate malware 

attacks on individual computing devices, networks, and information technology systems. Antivirus 

software, which was initially meant to identify and remove viruses from computers, can now guard 

against a wide range of threats, including keyloggers, browser hijackers, Trojan horses, worms, 

rootkits, spyware, adware, botnets, and ransomware. 

Antivirus software generally operates in the background, checking PCs, servers, or mobile devices 

for malware and limiting its spread. Many antivirus software packages feature real-time threat 

https://www.ceir.gov.in/
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detection and prevention to defend against potential vulnerabilities as they occur, as well as system 

scans that check device and system data for potential threats.  

 

Antivirus software often performs the following fundamental functions: 

Ÿ Scanning directories or files for known harmful patterns that indicate the existence of 

malicious malware. 

Ÿ Running a scan when a new device is inserted into the computer system. 

Ÿ Allowing users to schedule scans for automatic execution. 

Ÿ Allowing users to start new scans at any moment, as well as removing any harmful software 

detected. Some antivirus software applications do this automatically in the background, while 

others warn users of infestations and prompt them to delete the files. 

Ÿ To scan computers thoroughly, antivirus software is typically granted privileged access to 

the whole system. 

As a result, antivirus software is a frequent target for attackers, and in recent years, researchers 

have uncovered remote code execution and other severe flaws in antivirus software programs. 

Hence, it is absolutely necessary to get a reputed and reliable antivirus software, and update it 

regularly from its official site as the company comes out with patches against the latest discovered 

vulnerabilities. 
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Firewall  

 

A firewall is a network security device, either hardware or software-based, that monitors all 

incoming and outgoing traffic and allows, rejects, or drops that specific traffic depending on a 

predetermined set of security rules.  

 

The networks are changing and developing on a regular basis to adapt to new situations such as 

reorganization, acquisition, outsourcing, fusion, joint ventures, and strategic partnerships, and the 

increasing degree of internet connectivity in internal networks. The increasing complexity and 

openness of the network makes it more complex than before for the security issue and requires the 

development of advanced security technologies at the interface of networks in various security 

fields such as between Intranet, the Internet, or Extranet.  
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A firewall can be the best way to ensure interface safety. The firewall checks network traffic 

against the rule set defined in its table. When the rule is matched, the associated action is applied 

to the network traffic. 

 

Passwords 

 

Passwords are one of the most important aspects of the cyber world. From a social media account 

to a bank login, one requires a password for everything whether it's for accessing the device or for 

any WiFi. Passwords act as a deterrent against cyber attackers who may try to gain access to the 

accounts or devices and steal the data. It is very important to store all the passwords in a very 

secure place. Also, one should have a very strong password which should be difficult to crack and 

update frequently. 

 

Following are some of the best practices to consider while setting up and managing a password:  

a) Create strong password with a minimum length of ideally 10 characters and comprising of 

mix of alphabets, numbers and characters.  

b) All passwords (e.g., email, computer, etc.) should be changed periodically at least once 

every three months.  

c) Donôt reuse old passwords.  

d) Passwords should not be stored in readable form in computers, notebook, notice board or 

in any other location where unauthorized persons might discover or use them.  

e) Treat passwords as sensitive information and do not share it with anyone.  

f) Always use different passwords for every log-in accounts you have. Using the same 

password for more than one account risks multiple exposures if one site you use is hacked.  

g) If your work requires you to communicate passwords, such as while sending password for 

an encrypted file sent as an attachment through email it must be communicated through a 

different channel such as over a phone call or SMS.  

h) Always decline the use of the "Remember Password" feature wherever it is prompted by 

the applications. 

i) Remember weak passwords have the following characteristics:  

i. The password contains less than 10 characters  
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ii.  The password is a word found in a dictionary (English or foreign)  

iii.  The password is a common usage word such as: Names of family, pets, 

friends, colleagues, Movie / Novel / Comics characters, etc. Computer terms 

and names, commands, sites, companies, hardware, software.  

iv. Birthdays and other personal information such as addresses and phone 

numbers.  

v. Word or number patterns like 123456, aaaaa, qwerty, asdfg, zxcvb, etc. 

j) Some suggested way to construct a strong password are as follows,  

i. A secure password not only consist of letters, must also use numbers, special 

characters and caps. One suggested way to replace letters with numbers and 

special characters, so an ñiò will become ñ!ò, an ñoò turns into a ñ0ò and ñsò is 

written as ñ$ò. This way, the simple term ñMicrosoftò changes to the 

substantially harder word ñM!cr0$0ftò.  

ii.  Password length matters, the longer the password, the harder it is to crack.  

iii.  Think of a sentence and select the first letters of each word in a row will get a 

complex password and easy to remember as well. 

For example, sentence like this, ñMy Name is Dinesh Anandan and I was born on 1 January 1986!ò 

would produce the following password: ñMNiDAaIwbo1J1986!ò. It s long, contains numbers, 

special characters, caps and letters, and it s easy to remember and won t be in dictionary.8 

 

 
8 Available at https://www.mha.gov.in/sites/default/files/Documents_InformationSecurity_25062019.pdf 
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Incognito Mode 

 

All major online browsers have a function that allows the user to open a private browsing window 

that deletes the browsing history when closed. It's known as Incognito Mode, Private Browsing, 

or InPrivate Browsing depending on the browser being used. Following are a few advantages of 

using private mode: 

 

ǒ Deletes cookies: Cookies are commonly used to provide a more targeted and customized 

browsing experience. Websites, on the other hand, can track these cookies and follow people 

around the web, compiling a thorough profile of their online behavior before sending them 

customized commercials. When a person logs out with Incognito Mode enabled, the browser will 

remove these cookies, keeping the personal settings hidden. 

 

ǒ Keeps browsing history private: If a person needs to check their email or shop online on 

a public computer, there's a good possibility the computer will save the browser history. This 

implies that the next person who logs on may be able to see all of the websites visited and even 
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get into them using their credentials. Incognito Mode prevents this by removing any temporary 

browser data as soon as the person logs out. 

 

ǒ Enables multiple sessions: It allows people to login into multiple accounts at the same 

time. For example, a person may use an Incognito window to log into the work account while 

using a regular window to stay in their account. 

 

TOOLS TO SAFEGUARD 

 

Digi Locker 

 

ǒ The Government of India's Digi Locker is a cloud-based document storing solution. 

ǒ One of the main projects under the Digital India program is Digital Locker, which aims to 

eliminate the need for physical papers and facilitate the exchange of e-documents among 

government institutions via a process that verifies the documents' authenticity online. 

ǒ Users can also use the e-sign feature to submit their electronic documents and digitally sign 

them. These digitally signed papers can be shared with other government agencies or businesses. 

 

Objectives of Digi Locker 

 

ǒ Enable digital empowerment of users by providing them with Digital Locker on the cloud. 

ǒ Enable e-Signing of documents and make them available electronically and online. 

Minimize the use of physical documents.  

ǒ Ensure the authenticity of the e-documents and thereby eliminate the usage of fake 

documents.  

ǒ Secure access to Govt. issued documents through a web portal and mobile application for 

residents. 

ǒ Reduce the administrative overhead of Govt. departments and agencies and make it easy 

for the users to receive services. 

ǒ Anytime, anywhere access to the documents by the user.  
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ǒ Open and interoperable standards-based architecture to support a well-structured standard 

document format to support easy sharing of documents across departments and agencies.  

ǒ Ensure privacy and authorized access to usersô data. 

 

Benefits of Digi Locker 

 

ǒ Users may exchange and view their digital papers from anywhere at any time. This is both 

practical and time-saving. 

ǒ It even cuts down on government agencies' administrative costs by reducing their reliance 

on paper. 

ǒ The most essential aspect is that because papers are issued directly by registered issuers, 

Digi Locker makes it easy to verify their validity. 

 

How to use Digi Locker to keep originals 

 

Step 1: To gain access to the digital locker, go on the official website, digitallocker.gov.in. 

Alternatively, the user can download the Digi Locker app on the device. 

 

Step 2: After that, the user must click on Sign Up. 

 

Step 3: On the following screen, enter the Aadhaar number. 

 

Step 4: After the user has entered the 12-digit Aadhaar number, click Next. Two alternatives would 

be seen for moving forward: Use OTP or Use Fingerprint. 

 

Step- 5: The user must first enter the Username and Password. The user can now enter the email 

address after selecting the chosen username and password for the Digital Locker account. If the 

user doesn't have one, simply select the Sign Up option. 

 

 

Blockchain 
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A Blockchain is a digital, immutable, distributed ledger that records transactions in near real-time 

and tracks assets in a virtual network. An asset can be tangible (a house, car, cash, land) or 

intangible (intellectual property, branding). Virtually anything that has any value attached to it can 

be tracked and traded on a blockchain network. Each transaction is to be entered into the ledger, 

therefore providing a continual system of control regarding manipulation, mistakes, and data 

quality. 

Blockchain, well known as the underlying technology driving Bitcoin, is one of the developing 

technologies that is now in use. Blockchain is a protocol that allows value to be exchanged over 

the internet without the necessity of a middleman. 

 

Features Of a Blockchain 

 

ǒ Near-real time: Blockchain provides near-real-time settlement of recorded transactions, 

eliminating friction, and lowering risk. 

ǒ No middleman: Instead of faith, blockchain technology is based on cryptographic 

evidence allowing any two parties to interact directly with one other without the use of a 

middleman. 

ǒ Distributed ledger:  A public history of transactions is kept by the peer-to-peer distributed 

network. The blockchain is made publicly available and widely accessible. Only the evidence of 

the transaction's existence is generally preserved by the blockchain, not the identities of the parties 

or the transaction data. 

ǒ Irreversibility  & Immutability:  The blockchain maintains a precise and verifiable record 

of every single transaction that has ever occurred. This prohibits previous blocks from being 

changed, therefore preventing duplicate spending, fraud, abuse, and transaction manipulation. 

ǒ Smart Contracts: Stored procedures that run on a Blockchain to perform predefined 

business processes and complete a commercially/legally enforceable transaction without the need 

for a middleman. 

Parental Controls 
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Parental controls are features or software that allow parents to monitor and restrict what their child 

does online. There are a wide variety of programs that do such things as block and filter websites 

and content, record their activities, limit their time online, and view their browsing history and 

communications. 

With ease of access, the internet exposes kids to various threats like identity theft, cyberbullying, 

social media scams, and malicious content. That is why parental control has become 

an essential requirement to protect kids. 

 

M-Kavach 

  

M-Kavach is a complete mobile device security solution for Android smartphones that addresses 

a variety of mobile phone risks. It defends against JavaScript Malware and handles dangers linked 

to the usage of resources such as WiFi, Bluetooth, Camera, and Mobile Data by blocking 

unauthorized access to these resources.  Users may limit access to important apps such as mobile 

wallets and media apps, as well as prevent unsolicited calls and SMS. It also allows customers to 

follow SIM card changes on their smartphone in the event of device loss or theft, as well as erase 

contacts/call logs and factory reset the device remotely. 

 

Features Of M-Kavach 

ǒ  Access to essential apps is restricted. 

ǒ Access to Wi-Fi, Bluetooth, Camera, and Mobile Data is controlled by hardware. 

ǒ SMS notification of illegal SIM changes to a trustworthy cell phone number. 

ǒ Contacts and Call Logs may be remotely erased using the SMS Factory Reset option. 

ǒ Unwanted Calls & SMS are blocked when the device is reset remotely through SMS. 

ǒ Backups and restores are simple. 

ǒ Defends against JavaScript-based malware. 
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Demystifying Institutional Framework of Cyber Security in India  

 

National Cyber Security Centre 

The National Cyber Security Centre (NCSC) was established in October 2016 with headquarters 

in London, bringing together expertise from CESG (GCHQ's information assurance arm), the 

Centre for Cyber Assessment, CERT-UK, and the Centre for Protection of National Infrastructure. 

 

Ministry of Electronics and Information Technology (MeitY) 

One of the most relevant objectives of MeitY is to handle e-security by securing Indiaôs 

cyberspace. It plays an important role in preparing cyber laws, the administration of the 

Information Technology Act of 2000 (21 of 2000), and other IT-related legislation. 

 

CERT-In  

(Indian Computer Emergency Response Team) 

Since January 2004, CERT-In has been in operation. The Indian Cyber Community is CERT-

constituency. In's CERT-In is the federal entity in charge of responding to computer security 

incidents as they arise. CERT-In has been appointed as the national agency in charge of performing 

various cyber security functions. 

The "Cyber Swachhta Kendra" (Botnet Cleaning and Malware Analysis Centre) is a part of the 

Indian Computer Emergency Response Team (CERT-In). It has been set up for analyzing 

BOTs/malware characteristics and providing information and enabling citizens for removal of 

BOTs/malware. In addition, "Cyber Swachhta Kendra" will strive to create awareness among 

citizens to secure their data, computers, mobile phones and devices such as home routers. 

 

The National Cyber Coordination Centre (NCCC)  

It is an operational cybersecurity and e-surveillance agency in India. It is jurisdictionally under the 

Ministry of Home Affairs. The NCCC coordinates with multiple security and surveillance agencies 

as well as with CERT-In of the Ministry of Electronics and Information Technology. Components 

of the NCCC include a cybercrime prevention strategy, cybercrime investigation training and 

review of outdated laws. 
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Centre for Development of Advanced Computing (CDAC) 

The Ministry of Electronics and Information Technology's (MeitY) Centre for Development of 

Advanced Computing (C-DAC) is the ministry's primary research and development center for IT, 

electronics, and related fields. C-DAC has been conducting research and development in many 

sub-areas within the Cyber Security sector. 

 

Information Security  Education and Awareness (ISEA) 

In 2014, MeitY approved a program named "Information Security Education and Awareness 

(ISEA) Phase II," which aims to build capacity in the area of information security by creating the 

right kind of qualified human resources to meet the ever-evolving challenges in this area through 

learning (formal and non-formal courses), training of government officials, and public awareness 

campaigns. 

 

Cyber Surakshit Bharat Programme 

Recognising the need to strengthen the cyber security ecosystem in India, and in alignment with 

the Honorable Prime Minister's vision for a 'Digital India,' the Ministry of Electronics and 

Information Technology (Meity), launched the Cyber Surakshit Bharat initiative in association 

with National e-Governance Division (NeGO) and industry partners. The purpose of the program 

is to spread awareness, build capacity as well as enable government departments on steps that need 

to be taken to create a resilient IT set up. 

 

National Critical Information Infrastructure Protection Centre (NCIIPC)  

The National Critical Information Infrastructure Protection Centre (NCIIPC) is a government of 

India entity that was established under Sec 70A of the Information Technology Act, 2000 (as 

amended 2008). In terms of Critical Information Infrastructure Protection, it has been designated 

as the National Nodal Agency. The goal is to provide a safe, secure, and reliable information 

infrastructure for the nation's critical sectors. 

 

Ministry of Home Affairs (MHA)  
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Cyber And Information Security (C&Is) Division  

The division is responsible for Cyber Security, Cyber Crime, the National Information Security 

Policy and Guidelines (NISPG), and the implementation of NISPG, NATGRID, and other related 

issues. 

 

Indian Cyber Crime Coordination Center 

The government recently launched the Indian Cyber Crime Coordination Centre (I4C). In addition, 

the National Cyber Crime Reporting Portal has been launched across India. In October 2018, the 

plan to establish I4C was authorized, to deal with all sorts of cybercrime in a comprehensive and 

coordinated manner. 

 

@CyberDost  

The Ministry of Home Affairs started the @CyberDost Twitter handle in 2018 intending to raise 

awareness about cybercrime and the necessary safeguards to be taken. All the citizens and 

government officials must follow this Twitter handle to be greatly benefited. This will improve 

their basic understanding of cybercrime and the actions that should be taken to avoid it. 

 

Cybercrime Prevention Against Women And Children (CCPWC) Scheme 

Under the scheme: 

ǒ States/UTs have been given an INR 87.12 crore grant to set up Cyber Forensic Training 

Labs and hire Jr Cyber Forensic Consultants to run the labs in their respective states. 

ǒ States/UTs have been given INR 6 crore in funding to train 40500 police, prosecutors, and 

judicial officers by 31-3-2020. 

ǒ For tweets about cybercrime awareness, the Twitter handle "CyberDost" was created. 

ǒ Proposals have been received for the establishment of a Cyber Crime Prevention and 

Control Centre of Excellence for R&D. 

ǒ NEPA offered a five-day course on "Cybercrime Investigation" for twenty-three police 

personnel from Meghalaya from April 2 to 6, 2018. 

 

 

State Cyber Cells 
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The Delhi Police's CyPAD (Cyber Prevention & Awareness Detection) unit is part of the Special 

Cell. The Delhi Police's Cyber Crime Cell is a specialized division that investigates all complex 

and sensitive cyber incidents, particularly those involving women and children as victims. The 

Cyber Crime Cell has a Cyber Lab with cyber forensic capabilities such as data extraction from 

hard drives and mobile phones, imaging and hash value calculation, forensic servers, and portable 

forensic tools for the on-site examination. 
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CHAPTER 6 

 

Glimpses into the Legal Framework for Cyber Security and Privacy in India 

 

IT ACT 2000 / ITAA 2008 

New types of cybercrime have emerged as a result of the rapid growth in the usage of computer 

systems and internet users, for which the Central Government has made frequent amendments. 

The following are some key provisions to consider: 

 Relevant IT Act Sections: 

ǒ Section 43 ï Penalty and Compensation for damage to a computer, computer system, etc. 

ǒ Section 65 ï Tampering with Computer Source Documents  

ǒ Section 66A ï Punishment for sending offensive messages through communication service 

 

Relevant Case - Bomb Hoax mail: 

In 2009, a 15-year-old Bangalore teenager was arrested by the cybercrime investigation cell 

(CCIC) of the city crime branch for allegedly sending a hoax email to a private news channel. In 

the email, he claimed to have planted five bombs in Mumbai, challenging the police to find them 

before it was too late. At around 1 p.m. on May 25th, the news channel received an email that read: 

ñI have planted five bombs in Mumbai; you have two hours to find it.ò The police, who were 

alerted immediately, traced the Internet Protocol (IP) address to Vijay Nagar in Bangalore. 

The Internet service provider for the account was BSNL, said officials. 

 

ǒ Section ï 66F Cyber Terrorism:  

ǒ Section 66C ï Punishment for identity theft  

ǒ Section 66D ï Punishment for cheating by impersonation using computer resources 

ǒ Section 67 ï Punishment for publishing or transmitting obscene material in electronic form 

Relevant Case: 

This case is about posting obscene, defamatory, and annoying messages about a divorced woman 

in the Yahoo message group. Emails were forwarded to the victim for information by the accused 

through a false e-mail account opened by him in the name of the victim. These postings resulted 
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in annoying phone calls to the lady. Based on the ladyôs complaint, the police nabbed the accused. 

Investigations revealed that he was a known family friend of the victim and was interested in 

marrying her. She was married to another person, but that marriage ended in divorce and the 

accused started contacting her once again. On her reluctance to marry him he started harassing her 

through the internet. 

Verdict: The accused was found guilty of offenses under sections 469, 509 IPC, and 67 of IT Act 

2000. He is convicted and sentenced for the offense as follows: As per 469 of IPC, he must undergo 

rigorous imprisonment for 2 years and must pay a fine of Rs.500/-. As per 509 of IPC, he is to 

undergo 1-year simple imprisonment and to pay Rs 500/-. As per Section 67 of IT Act 2000, he 

must undergo for 2 years and to pay a fine of Rs.4000/-. All sentences were to run concurrently. 

The accused paid the fine amount, and he was lodged at Central Prison, Chennai. This is considered 

the first case convicted under section 67 of the Information Technology Act 2000 in India. 

 

ǒ Section 66E ï Punishment for violation of privacy  

Relevant Cases: 

Jawaharlal Nehru University MMS scandal - In a severe shock to the prestigious and renowned 

institute, Jawaharlal Nehru University, a pornographic MMS clip was made on the campus and 

transmitted outside the university. Some media reports claimed that the two accused students 

initially tried to extort money from the girl in the video but when they failed the culprits put the 

video out on cell phones, on the internet, and even sold it as a CD in the blue film market. 

 

ǒ Section 69 ï Powers to issue directions for interception or monitoring or decryption of 

any information through any computer resource  

 

Indian Penal Code (IPC), 1860 

 

The Indian Penal Code codifies criminal offenses and guides cybercrime as well. The acts covered 

by the Information Technology Act of 2000 are based on the offenses codified under the Indian 

Penal Code (IPC), 1860, which are related to computer and internet use. To make the punishment 

severe for the offender, Legal Enforcement Agencies use parts of the Indian Penal Code (IPC) 

from 1860 as well as the Information Technology Act of 2000. 
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National Cyber Security Policy, 2013 

 

The purpose of this policy document is to ensure secure cyberspace for citizens, businesses, and 

the government. As per Cyber security guidelines (ISO/IEC 27032-2012) óCyberspaceô is a 

complex environment consisting of interactions between people, software, and services supported 

by the worldwide distribution of information and communication technology (ICT) devices and 

networks.  

 

With the growth of the IT sector in the country, ambitious plans for rapid social transformation 

and inclusive growth, and the prominent role of India in the IT global market, a national policy 

was much needed for creating a secure computing environment for building adequate trust and 

confidence in information flow, public service delivery and electronic transactions occurring via 

cyberspace.  

 

The National Cyber Security Policy was formulated by the Ministry of Electronics and Information 

Technology (MeitY), Government of India in 2013. The policy is aimed at building secure and 

resilient cyberspace for citizens, businesses, and governments.  

 

It also enables the individual sectors and organizations in designing appropriate cyber security 

policies to suit their needs. The mission of the policy is to protect information and information 

infrastructure in cyberspace, build capabilities to prevent and respond to cyber threats, reduce 

vulnerabilities and minimize damage from cyber incidents through a combination of institutional 

structures, people, processes, technology, and cooperation. 

 

 

CHAPTER 7 

 

What To Do If A Victim Of A CyberCrime  

 

How and Where To Lodge a Cyber Crime Complaint 
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ǒ Open the website ïhttps://cybercrime.gov.in/ 

 

Step 1 - After opening the website, the person will see a prompt on the screen. One can notice, 

next to the home button tab, there are two other options ï Report Women/Child-Related Crime 

and Report Other Cyber Crime. 

 

Step 2 - If a woman or a child is a victim of cybercrime, then click this button. Upon clicking, the 

person will find an option of Report anonymously and report & track. If one wants to hide the 

identity, then the anonymous option can be chosen, else the report and track button should be 

pressed. 

 

Step 3: In the next window, users have to press ï File a complaint and I Accept button to move 

forward. One must read the conditions and accept. The portal states ð Please contact local police 

in case of an emergency or for reporting crimes other than cybercrimes. The national police 

helpline number is 112. The national women helpline number is 181. 

 

Step 4: Here, the user creates a user id and registers the mobile number on which they will receive 

OTP, and fill in the name and state columns. After successfully logging in to the page, one can 

easily choose the respective area and register a complaint. Fill in the relevant details about the 

offense. 

 

https://cybercrime.gov.in/
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Follow similar steps to file a complaint under the ñreport other cybercrimesò option. Select the 

appropriate category and sub-category. 

 

Tracking the complaint 

Once the person has registered the complaint on the website, they will receive a unique number 

for reference. Further communication regarding the investigations will be done via a unique 

number generated. The number can also be used to track the status of the complaint. 

 

Registering complaint via an email 

One can also send a mail to complaint-mwcd@gov.in, a hotline created by the Ministry of Women 

and Child development to report online bullying and abuse. 

 

There is also a facility for getting the investigation done without getting identity disclosed. There 

are Cyber Nodal Officers designated in almost every corner of the country. 

 

A complaint can be registered by emailing security officers on their respective email id. Full List 

here: https://cybercrime.gov.in/Webform/Crime_NodalGrivanceList.aspx 

https://cybercrime.gov.in/Webform/Crime_NodalGrivanceList.aspx
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A PDF file with the list of email id and contact numbers of the nodal officers is available in the 

Contact Us section on the cybercrime.gov.in website. 

 

Helpline numbers and Portals 

 

Helpline number for reporting cybercrime: 1930 

Portal to lodge a complaint: cybercrime.gov.in   

 

 

 

National Cyber Crime Reporting Portal 

http://cybercrime.gov.in/
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ǒ It is a citizen-centric initiative that was launched in 2019 that allows citizens to report 

cybercrime online. 

ǒ The portal focuses on crimes against women and children, including child pornography, 

child sex abuse material, and online content related to rapes/gang rapes, among other things. 

ǒ It also focuses on financial crimes and crimes involving social media, such as stalking and 

cyberbullying. 

ǒ It will strengthen law enforcement agencies' capacity to investigate cases after they have 

been completed successfully by improving coordination between law enforcement agencies from 

different states, districts, and police stations. 

ǒ In the case of an emergency or to report crimes other than cybercrime, contact the local 

police department. The number for the national police helpline is 100. 

 

Helplines and Portals (Women and Children) 

 

Å Women 

 Helpline number: 1091, 181 

 Portal to lodge complaint by National Commission for Women: ncw.nic.in   
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Å Children 

 Helpline number: 1098 

 Helpline number by DCPCR (Delhi Commission for Protection of Child Rights) : +91-

9311551393 

 

Reporting International Fraud Calls: 

DoT Tollfree: 1800110420/ 1963 
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CHAPTER 8 

 

Strengthening Students  

 

Career Opportunities  

 

 

 

Job Profiles 

ǒ Cybercrime Investigator 

ǒ Intelligence Analyst 

ǒ Consultant 

ǒ Cyber Forensics Expert 

ǒ IT Security Risk and Compliance Analyst 

ǒ Cyber Security Researchers 

ǒ Technology Analyst 

ǒ Cyber Security Instructor 

 

Universities 

 

Bachelorsô Programmes 
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ǒ B.E in cyber security (SRM Valliammai Engineering College, Kancheepuram) 

ǒ B.Tech. in Computer Science and Engineering (Cyber security) (HITAM Hyderabad) 

ǒ B.Sc. in cyber security (K.R. Mangalam University (Gurgaon), NIMAS (Kolkata)) 

ǒ B.Tech CSE-Networking and cyber security (Sharda University, Greater Noida) 

 

Mastersô Programmes 

ǒ M.Sc. in Cyber Security/M.Tech in cyber security (Calicut University) 

ǒ M.Sc. in Advanced Networking and Cyber Security (Brainware University) 

ǒ M.Sc. in Information and Cyber Security (NSHM Knowledge Campus(Kolkata), Amity 

University (Jaipur), Webel Fujisoft Vara Centre of Excellence (Kolkata), Marwadi University 

(Rajkot)) 

ǒ M.Sc. in Advanced Networking and Cyber Security (Swami Vivekananda University 

(SVU), Kolkata) 

ǒ M.Tech CSE-Networking and cyber security (Sharda University, Greater Noida) 

ǒ M.Tech CSE ï Cyber Forensics and Information Security (ERDC Institute of Technology, 

Thiruvananthapuram) 

 

Diploma Programmes 

ǒ PG Diploma in Information Security and Cloud Computing-certificate in information 

security (NIELIT Delhi) 

ǒ Diploma in Cyber Security (HITS Chennai) 

Certifications and Other 

 

The CCISO certificate is the highest achievement offered to chief information security officers. 

OSCP (Offensive Security Certified Professional), SANS Technology Institute, ISFCE 

(International Society of Forensic Computer Examiners), IACIS (The International Association of 

Computer Investigative Specialists), GIAC (Global Information Assurance Certification), CISSP 

(Certified Information Systems Security Professional), and (ISC)2 (International Information 

Systems Security Certification) are among the organization unauthorized that provide training and 

certifications. 

MOOC (NCTC)  

ǒ Common Cyber Crime Course 

ǒ Cybercrime Awareness for Police Officers 

ǒ Cybercrime Investigation: Case Studies 

ǒ Cybercrime Investigation: Hands-on Approach 

ǒ Fingerprint Course 

ǒ Judiciary / Prosecution Track 

ǒ Investigation Track 

CHAPTER 9 
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Strengthening Educational Setups 

 

Tool Kits Available  

 

CCMP  

For combating cyber attacks, the government has developed a Cyber Crisis Management Plan 

(CCMP), which will be implemented by all Central Government Ministries/Departments, State 

Governments and their entities, and critical sectors. 

Other related sources available 

 

ǒ Child Victims of Cyber Crime Legal Toolkit 

https://ncpcr.gov.in/showfile.php?lang=1&level=1&&sublinkid=1298&lid=1519 

ǒ ITU Toolkit for Cyber Crime Legislation 

https://www.combattingcybercrime.org/files/virtual-library/assessment-tool/itu-toolkit-for-

cybercrime-legislation-%28draft%29.pdf 

 

Suggested Cyber Policy Guidelines for HEIs 

 

Policies that clearly define what should be done and what should not be done while executing 

specific tasks can help minimize the risk of cyber threats. Various federal rules require IHEs to 

guarantee the privacy, security, and confidentiality of personally identifiable information (PII) 

and/or information security. These include the following: 

 

ǒ The Family Educational Rights and Privacy Act (FERPA) prohibits educational institutions 

from revealing student PII or education information without written consent. 

ǒ The Federal Information Security Modernization Act of 2014 (FISMA 2014) mandates the 

security of federal data. 

ǒ The Gramm-Leach-Bliley Act (GLBA) requires financial institutions, including colleges 

and universities, to protect customer personal information (PII). 

https://ncpcr.gov.in/showfile.php?lang=1&level=1&&sublinkid=1298&lid=1519
https://www.combattingcybercrime.org/files/virtual-library/assessment-tool/itu-toolkit-for-cybercrime-legislation-%2528draft%2529.pdf
https://www.combattingcybercrime.org/files/virtual-library/assessment-tool/itu-toolkit-for-cybercrime-legislation-%2528draft%2529.pdf
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ǒ The Health Insurance Portability and Accountability Act (HIPAA) requires institutions to 

secure health records and other identifiable health information by implementing privacy 

safeguards and prohibiting unauthorized uses and disclosures. 

ǒ Higher Education Act (HEA) requires IHEs with Title IV programs to have information 

security policies, controls, monitoring, and management procedures. 

ǒ Enrollment Agreement with the Student Aid Internet Gateway (SAIG) requires IHEs with 

Title IV programs to preserve all Federal Student Aid applicant information. 

 

When developing cybersecurity plans, policies, and procedures for use by staff (IT, emergency 

management, academic, research, administrative, and other), students, and visitors, IHEs must 

keep these Federal regulations in mind, as well as state and local laws related to managing 

information security in the academic setting. 

 

NISPG Guidelines by MHA 

 

The Ministry of Home Affairs (MHA) has been given the task of coordinating and managing public 

and private sector information security activities. It developed a National Information Security 

Policy and Guidelines (NISPG), established information handling processes, and provided security 

guidelines for classified information assets. 

 

The policy proposes that each government organization establish a security division responsible 

for planning, implementing, and overseeing all activities related to information security in a 

comprehensive and focused manner. The security division will be responsible for risk analysis 

based on threat and risk assessments emerging from technology adoption. 

 

Eight domains are critical for implementing a good information security program as they handle 

the specifics that have been crucial to its performance. Each domain's contribution to the 

information security program's success is linked with the maturity and success of the other 

domains. As a result, they work together to establish a foundation for a strong information security 

program. These domains are: 
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ǒ Network and Infrastructure security 

ǒ Identity, access, and privilege management 

ǒ Physical security 

ǒ Application security 

ǒ Data security 

ǒ Personnel security 

ǒ Threat and vulnerability management 

ǒ Security and incident management 
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CHAPTER 10 

 

Strengthening Teachers & IT Teams of HEIs 

 

Some Existing Training Initiatives - CISO training  

 

The Certified CISO (CCISO) program is a unique training module in terms of providing training 

and certification for information security executives at the highest levels. The CCISO focuses on 

the application of information security management principles from an executive management 

perspective, rather than on technical competence. For present and aspiring CISOs, the program 

was created by sitting CISOs. The Chief Information Security Officer Certification Training covers 

policy development, project management, audit management, executive strategy, contract 

management, and financial competence. 

 

Design Reference Samples: 
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