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Handbook on Basics of Digital Hygiene foHigher Education Institutions

INTRODUCTION

In the emerging era of digitalization, education requires-éssisted teaching, learning solutions,

and fastpaced innovations. Students and teachers now have acsesart mobile devices as well

as a variety of remote-learning and evaluation options. The varioukeaning tools like
smartboards, projectors have been promoted in educational institutions for better understanding

and learning.

A shift towards Virtual Classrooms and Collaborative Learning Environment
Traditional classroom and distant learning experiences have been greatly enhanced by digital tools
and techniquesWhiteboards and smartboards, for example, are excellent tools for visually
explainingconcepts and making the teachiegrning process truly interactive. The smartboards
have touch screen displays that allow the user to move objects around on the board with their

fingers and write on them using tools which is possible on traditional Waoks

The virtual classroom essentially duplicates the physical classroom environment, but without the
constraints of time and location. It also saves the expenses of putting up physical classrooms in
different places,and provideghe ability for profesors and students to teach and learn almost

anywhere and at any timas well aghe ability to record the lectures and share it later

The convenience of online courses and certifications, as well as the availability of large digital
resources with mro-learning modules, have made them increasingly popular among students and
educators worldwide as this model provides learners with various options at ease.

Newer Technologies being used to Conduct Virtual Classrooms

According to the Pearson Global Learner Survey, 78 percent of Indian students say that technology

aids their learning and makes it fun. Artificial Intelligence (Al) and Machine Learning (ML)



technologies, for example, can help personalize learning predesssach student depending on
their ability, preferred learning mode, and experience. Instead of providing a single curriculum for
all students, educators will be aided by Al, which will use the same basic curriculum to give a
wide range of hypepersontized information tailored to each student's individual needs.

Apart from Al, augmented reality (AR) and virtual reality (VR) are projected to become more
popular in classrooms and experiments. Many tech companies are now focusing on the education
industry, with purposebuilt hardware, platforms, and digital tools aimed at elevating the classroom

learning experience.

Redefined Objectives of a Teacher for conducting Virtual Classes

Virtual classrooms have brought a distinct perspective onethehinglearning process as we
move to teach online. A professor conducts the discussions in an online setting, but differently, as
a facilitator. Student learning is more about their ability to grasp knowledge than it is about the
professor.

Technologyplays a role in dearning, and online teaching necessitates some technological
knowledge. However, the technical components of running an online course are more complex
than they appear. The online educator takes on the role of tech specialist, seledititat are

suitable for learning objectives and within students' technical skills.

It is futile to simply replicate the course in an online format by uploading lectures and handouts.
As the delivery media are diverse, different approaches are ngcédsaronline educator takes

on the role of dearning designer, rethinking and redesigning the course for the online space.

To bring the virtual classroom to life, the educator must actively build a sense of connectedness
and introduce forms of communtaan among all students using online live cameras, emails,

discussion forums, chat rooms, multimedia, or other methods. Personal introductions, chat rooms,
prompt responses to inquiries, and prompt feedback on tasks are all examples of how this might

be acomplished.



RedefinedBehavior Protocols for a Student in Virtual Classes

There are numerous crucial characteristics of remote teaching that might be detrimental to the
entire school community. Teachers, on the other hand, should be concerned abkaittetac
occur during virtual classroom lectures while the discussion is in progress. These threats can be
divided into two categories:

1) the violation of the classroom as a safe and secure learning environment, and

2) the invasion of the privacy of tlsehool community which includes students too.

Risk can be reduced in online classes by taking the following basic precautions:

0 Join the online classroom by using URLs shared only by authorized and confirmed faculty

IDs.

o] Faculty should always make thlassroom URL unique and/or secure access with a strong
password.

o] Faculty should enable waiting room feattilee educator can establish norms and

protocols for online classes.

o

0 Do not publish the virtual session URL or classroom informationmynpaublic forum

including WhatsApp groups.

0 Do not reveal any personal information until it is verified that everyone in the virtual
session has permission to be there.
0 Always be aware of what has been presented in the classrodnpra@mbit the things

which disobey/break the guidelines right away.



CHAPTER 2

BASIC CONCEPTS AND DEFINITIONS

DIGITALIZATION AND ITS BENEFITS

Digitalization is the process of using new IT technologies to maximize the use of the digital
resources available. The use of digital technologies to modify a business model and generate new
revenue and valdproducing opportunities is known as digitatiea; it is the transition to a digital

business.

Digitalization

Due to the centralization and accessibility of data, the digital era delivers all types of information

at our disposal.

Nowadays, countless apps allow users to send messages instantly. Digitalization has also
transformed the ability of the user communicate. For example, in a social media post, saying
someone's name or making a video. It has also given a better platform to users to share new ideas

and to spread them more efficiently.

Digitalization has opened up a new universe of career opptesifior information technology
professionalsvhere thelnternethas provided the facility to the user to work from remote areas

where the employee is not required to be present physically.
Moreover, digitalization has boosted up commercial competititime point where customers now
have a greater variety of choi¢e®igital currency is another benefit of the digital era, as it speeds

up and simplifies financial transactions.

CYBERSPACE



According to the National Institute of Standards and Technplogg y ber space i s fAA
within the information environment consisting of the interdependent network of information
systems infrastructures including the Internet, telecommunications networks, computer systems,

and embedded processors and controfién simple words, cyberspace ivigtual environment

of interconnectedetwork and digital systems to facilitate communication among various objects

present in that network.

DIGITAL FOOTPRINTS

It is abundantly clear that we live in the Big Datawavith e r e A Ri ght t o be For (
to be Erasedo is not that easy as the identit
public platforms too. The metadata plays an important role due to which digital footprints are
always left behid in one form or another to find the digital trail towards an individvaiir likes

on social media posts, the content that you watch, web cookies on the websites you visit, etc., can

make up your digital footprints.

DEEP WEB
The deep web is a part dfet internet that isn't indexed Hye standardearch engine3he deep
web is located under the surface and contains around 90% of all webVisitieg.this part of

the web would not pose any threat to your computer or your data.

The following are some of the largest parts of the deep web:

0 Databasesre file collections, both public and private, that are not connected to other parts
of the web and may only be searched within the database itself.

0 Intranets are private networks used by businesses, governments, and educational
institutions to communicatand regulate aspects of their operations.

DARK WEB

The dark web is a subset of the deep web that is intentionally hidden, requiring a specific
browsed Tord to access.



The dark web is a part of the deep vioeib only covers a small part of the dark we is a hidden
collective of websites that can only be accessed with aadized web browser. It's used to keep

internet activity private and anonymous, which can be useful in both legal and unlawful situations.

These are mostly onion sites that carabeessed via Tor and their domain names are made in a
manner sdhat theyare hard to remembefhe dark web's reputation has been associated with
criminal intent or illegal activities, as well as "trading" sites where users can buy illegal items or
services. Legal parties, on the other hand, have taken advantage of this framework*sighyell.

Do People Fall Victim to Cyber Crimes?

Biggest myth is that | will never be hacked. It is a prevalent cyber prandulfiere are two kinds

of people. Onewhbas been hacked and the other who wil

People fall prey to cybercrimgmajorly, for the following reasons:

E Trusing strangers Scammers' strategies have considerably advanced and appear genuine
to the innocent victims. Hackers have recently started breaking into company networks and
sending emails posing as coworkers, asking for sensitive information such as passvdords
company credit card details.

E Unawar@ess Being unaware of the current trends in cybercrimes can cause a person to
become a victim of oneCyber attackers spend months analyzing their target and searching for
loopholesThese perpetrators createsase of urgency and take advantage of the confusion on the
part of the victim to deceive them into giving their sensitive finadpeisonalnformation.

E Underestimang the risk- Victims usually underestimate the risk of cybercrimes. It's all
too easyto get complacent over time, putting oneself at risk of becoming a target.

THREAT LANDSCAPES

4 Available athttps://www.kaspersky.com/resourcenter/threats/deepebas accessed on-DP-202
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TARGETS

Target/victim could be an individual, organization, or nation.

THREAT ACTORS
The threat actors include cybercriminals, malicious insidersacker groups which are a threat
to the IT Security of any individual, organization, or nation who hacked their datadertheir

data inaccessible for malicious reasons.

MOTIVES/REASONS

Threat actors' motivesan be anything from amusement to finanagains. The different
cyberattacks vary from an individual, organization, or nation by way of disruption of various
services which affects their financial capacity through misleading, deceptive or illegal practices or
cyber espionage which is a kind of eyhttack by accessing the sensitive data for economic gains.

These will be further explained in this chapter later.

ATTACK VECTORS
Attack vectorin cybersecuritys a kind of methodhat a hacker uses bweache the security t
infiltrate t Attackwdoeincudes vireseswke malware, Ransomware, Trojan,

etc or other cybercrime techniques.

angets Threat Actors Motives Vectors/Techniques

o Hackers, disgruntled Financial reasons, $ So'flal_ EngHcCungy
Individual employees, students | harassment, identity theft SRl
e Malware

o organizational Data breach fo'r .fmancial (Virus, Trojan, Worm,

Organ]zatlon groups reasons/ ct?mpet%nve secrets, Backdoor, RootKit, etc.)
L oipen « Botnets
/ Natior \ nation- Cyber e.spionage, cyber ¢ Impersonation
states terrorism, cyberwar e Misinformation

COMMON CYBERCRIME TECHNIQUES
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Social Engineering

Social engineering assaults usually include psychological manipulation to persuade unaware users.
It involvescalling, sending an email or other message to a target that elicits feelings of urgency,
fear, or other comparable emotions, prompting the vithimeveal sensitive information, click a
harmful link, or open a malicious file. People often find it difficult to avoid such att&cksee of

the most common social engineering tactics are phishing via SMS or email, baiting individuals by
offering free gveaway=or by using scareware. All these methods will be later explained in detail.
The Kali Linux operating system also offers some social engineering attack tools for free like

Maltego and Social Engineering Toolkit(SET), etc.

Misinformation/Disinforma tion
Misinformation is simply false information that is disseminated, whether or not the purpose is to
deceive, whereas disinformation is intentionally misleading or biased information that is based on

distorted narratives or facts to achieve propaganda.

Standards on Disinformation and Propaganda:

a. General prohibitions on the dissemination of information based on vague and ambiguous ideas,
including Af alohkej ecegwsy®e amf dnmati ono, are i nc
standards for restrictic on freedom of expression, as set out in paragraph 1(a), and should be
abolished.

b. Criminal defamation laws are unduly restrictive and should be abolished. Civil law rules on
liability for false and defamatory statements are legitimate only if defésmcae given a full
opportunity and fail to prove the truth of those statements and also benefit from other defences,
such as fair comment.

c. State actors should not make, sponsor, encourage or further disseminate statements which they
know or reasonaplshould know to be false (disinformation) or which demonstrate a reckless
disregard for verifiable information (propaganda).

d. State actors should, in accordance with their domestic and international legal obligations and

their public duties, take cate ensure that they disseminate reliable and trustworthy information,

12



including about matters of public interest, such as the economy, public health, security and the

environmert

Deep Fakes

Deep Fakes are a new and complex type of audio, vidémagecreation technologthatuses a

form artificial intelligence called deep learning aadypically used for malicious purposes. They

can quickly spread fraudulent words and actions to a global audience, and they can be difficult to

tell apart from geuine information.

Case: In early 2020, a bank manager in the Hong Kong received a call from a man whose voice he
recognized as the director of a company with whom he had spmke worked witlbefore.He

told the bank manager that his company was about to make an acquisition and so he needed the
bank to authorize some transfers of around $35 milB&hieving everything was legitimatene

managem ut hori zed and i niti atkeow washhe transfeawas doeg . Wh

straight into the accounts of the crimin&ls.

Impersonation
Impersonation is used as a technique where basic credentials are stolen. The threat actor or bad
actor pretends to be someone else by adopting that persortity itteiget access to resources,

credit, or other benefits in that person's name and fame.

Spoofing

Spoofing occurs when cyber threat actors try to hide their true identities by faking the sender of a
message to regularly fool the recipient by thinkirgt ihcame from someone else. To illicitly take
information from a receiver, harvest user login credentials, perpetrate fraud, or spread malware,
cyber threat actors frequently fake electronic communications from the targeted organization or a

trusted parter.

5 Available athttps://www.osce.org/files/f/documents/6/8/302796.pdf
6 Available athttps://www.forbes.corsites/thomasbrewster/2021/10/14/mimgmkfraud-usesdeepfake-voice
techto-steatmillions/?sh=462e58e475%& accessed on-DP-2022.
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Example:Spoofing of Caller ID and Phone Numbefsrges the phone number or caller ID shown

on incoming calls and text messages.

Morphing

Morphing is the process of smoothly transitioning from one image to another without any changes
using onlinemorphing tools. Usually, girls are harmed by this sort of morphing, which involves
downloading photographs of girls from numerous social media sites using fake or real profiles and
then morphing them. By threatening to publish the morphed photographs, tthesformed
images might be used to blackmail the girl or her fanNlgw-a-days, deep fake technology is

also being used to morph the images and create fake videos of victims to deceive/harass their

families.

Man-In-The-Middle

Manrin-the-Middle (MITM) attacks occur when an attacker intercepts communications between
two parties. These attacks allow attackers to intrude and eavesdrop on the communication or data
transfer between the two targets, as wad | as
in these attacks are usually a human and a service. The attacker can take a passive role in the chat
or go as far as stealing credentials, altering emails and other messages, or impersonating the person

being talked to.

MOTIVES/REASONS FOR CYBERATT ACKS

Identity/Credential Theft

Identity theft is the obtaining of some other person's personal information without their permission.
Personal information may contain a person's name, phone number, address, bank account number,
Aadhaar numbegredit/debit card number, passwords among other things. Identity theft includes
the theft of personal information that allows cyber thieves to impersonate another individual.
Identity Theft takes place through access to social media accounts, persomakmscuor

skimming of credit/debit cardsThe identity theft can be carried out by using sophisticated

14



cyberattack techniques like social engineering, phishing attack and mal@resiing to Norton
Cyber Safety Insights report, almost percent of adidtrnet users in India faced identity theft in

one way or the other in the year 2020 aloraking it the biggest cyber security threat in India.

Identity Fraud

Identity frauds happens when someone uses the stolen identity to commit freutbo$ kinds.

A persondés identity and personal I nformati on
resources, services or goods. Examples of such fraud include opening a bank account, obtaining
credit cards, purchasing goods, applying for loans,naittimg crimes such as murder, theft or

other serious crimes, applying for jobs and obtaining documents such as passports or licences.

Online Financial Fraud

Financi al fraud occurs when someone steals ol
deceiful, dishonest, or unlawful tactics. This can be accomplished through a variety of means,
including identity theft and investment frauithe modus operandi for each type of financial fraud

may differ but one precautionary measure that is common in cadetyjfes ofonline financial

frauds is to be aware and never share sensitive personal information with anyaestogerail

or call.

Example:Fraud onfake loan app whera user applied for a loan and was instantly given some
small amounimoney to bud trust in exchange for personal informatidrhe victim was then

asked to return the money witinbearably higlinterest within an unreasonable short time frame.
After the victim was unable to payback, he was asked to download another fake loan app to repay
the previous loanThe cycle goes on and the amount of debt keeps on increasing which the victim

has to pay &ck or else him and his family will be harassed.

7 Available at
https://now.symassets.com/content/dam/norton/campaign/NortonReport/2021/2021 NortonLifeLock Cwiyer Safe
Insights_Report_Global Results.fadf accessed on(R-2022
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Cyber Espionage

Cyber espionage is an act of intrus@rspyingthat can give the desired information. Traditional
espionage, like cyber espionage, is not an act of war, and both are widely consiberedgoing

amongst major countries. Regardless of this presumption, some occurrences can generate severe

tensions between states and are frequently re

Example: Edward Snowdesxposed massive US eavesdropping on numerous countéé43

Foll owing the disclosure of the NSAO0s snoopi
disclosed, the Chancellor compared the NSA to the Stasi (the official state security service of the
German Democratic Republic). Without the consent of the Bamagovernment, the NSA

records almost every mobile phone conversation in the Bahamas, as do similar operations in

Kenya, the Philippines, Mexico, and Afghanistan.

INFORMATION SECURITY

The practice of preventing unauthorized access, use, disclosuretidisralteration, inspection,
recording, or destruction of data is known as information security. Information can be anything
from personal information to social media profiles, cell phone data, biometrics, and so on. As a
result, Information Security eompasses a wide range of research areas, including cryptography,

mobile computing, cyber forensics, and online social media, among others.

CIA TRIAD
Information security programs are built around three principles, generally referred to as the
CIA Triad - Confidentiality, Integrity, and Availability.
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Confidentiality: Protection against
unauthorised access data and
systems.

Integrity: Protection against
unauthorised changes modifications
to data.

Availability: Providingaccess to
authorised usemss and when they neeq

¢®  Avallability

RMIAS MODEL

Information Assurance & Security (IAS) is a dynamic domain that evolves in response to societal,
corporate, and technological changes. A Reference Model of Information Assurance and Security
(RMIAS) attempts to address recent patterns in the growth ofd&®cularly diversification and

de-perimeterization.
The model has four dimensions: the Information System Security Life Cycle, the Information

Taxonomy, the Security Goals, and the Security Countermeasures.
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CHAPTER 3

TRENDING CYBERCRIMES

© Cyber Crimes 0o

www_ infosecawareness

' Cyber Crimes C

www._ infosecawareness._in
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Fig 1. Cybercrimes

PHISHING
A phishing attack is a means of tricking people into disclosing confidential information by

answering an email. It involves obtaining or attempting to gain specific banking information (e.g.
username, passwd credit card numbers, etc).

Phishing emails and SMS messages may claim to have seen some strange activity or attempted
log-ins, assert to have an issue with the account or payment information, ask to verify some
personal information, send a fak&oice, demand payment by clicking on a link, show eligibility

for a government refund or provide a coupon for free goods.

Google KEY = 0]

Gmail ~ - a 0 = R B -
Important: Your Password will expire in 1 day(s) Inbox  x &> B
MyUniversity 12:18 PM (50 minutes ago) - v

to me [+
Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

G )
Thank you
MyUniversity Network Security Staff

~

MY UNIVERSITY

Fig.2 Phishing Attack Example
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Fake MessagesSc ammer 60 s frame personalized mesnsages
trusts. To make their messages more compelling, they frequently obtain personal information

about a person from social media platforms or a hacked account of someone they know.

Example: The Delhi Police's cybercrime unit is warning people about anpatescam in which
criminals are duping unsuspecting users by requesting them to verify their phone numbers due to
Know Your Customer (KYC) concerns. According to a tweet from the Delhi Police's-cxibver

unit, scammers are sending false messages teuowrs saying that their SIM cards will be

disconnected if they do not contact the phone numbers provided in the message.

This list is of Awardees
for 2020 & NOT 2021

Padma Shri list released for 2021 &

- No Bollywood actor, no Cricketer, no

politician, but ONLY down to earth people |
| - who live and work for other people

#PIBFactCheck
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Email Phishing: This type of attack tries to steal confidential information by sending an email
that appears to be from a trusted organization. It is not a targeted attack and can be carried out in

large numbers.

Spear Phishing/Whaling: Sending emails to particular anell-researched victims while posing

as a trustworthy sender is known as spear phishing. The goal is to infect devices with malware or
persuade victims to divulge personal information or money. Unlike most phishing attacks, spear
phishing is a highly targed, wellresearched attack that primarily targets business executives,

public personas, and other valuable targets.

LSS NATIONAL CYBER SECURITY

for KID

2 AWARENESS MONTH Ly

RD

Phishing Attacks
Vicky wes very octive bay in hit schosl  He love e ploy Online games ond felt them O doy, he dewmleaded ¢ gorwe semed A popep cime on the screen with dowsleed ok
vemy challerging d “Game of hingt” end completed the  for the ful verson of game

Later, e vt get sy epgrede for the full Meamhin, his dod got @ message af
versien of The game {

M sest Vichy whathes he usedd Nt Credt  Vicky
cord witheut Nz permaron The cord detais in a farm enfine for

'-\'
.o

aatrm by

_C’_‘ cerfin<sy "ti
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Vishing: Vishing, also known as voice phishing, is when a malicious caller poses as tech support,
a government agency, or another institution to get sensitive information such as banking or credit

card details through a phone call or voice message.

Example: Any call from an unknown source may prove dangerous to the receiver. Especially

calls taken with two digits or three digits n

Fake Websites:This type of cyber fraud comes in a variety of forms. In one, the scammers
establish a gene-looking website for a welknown brand or even a mobile phone company and
advertise lowcost products. They trick the unsuspecting buyer into paying online, but the customer
never receives the items they bought.

Example: A false website created hagalicy whereby if a customer purchases any goods that
cost more than a specific amount, he or she will be eligible for a free costly item. As soon as the
buyer purchases the product, the buyer receives a call from the fraudulent website's customer
serviceinforming the customer to pay a particular refundable amount toward shipping, service,
GST, and other aspects of the freebie. As a result, the scammers trick the unsuspecting internet

buyer into depositing thousands of rupees into multiple bank accounts.

[0 el NATIONAL CYBER SECURITY [ o
R Rl AWARENESS MONTH At Mahotsav
OCTOBER, 2021

Beware of
Fake ‘Free Online Offers’

Save yourself from possible
Data leaks and Malware attacks

Do not forward Never click on
fake messages/ unknown links or
links/ mails download

without proper unauthorized apps or
Never believe the verification or Never share your software on your

free gift offers authentication personal details or digital devices
messages or mails financial information

circulated online as like login credentials/
bait by fraudsters passwords/credit or
' debit card details

s,

)

“‘f‘”;”m,.,.,@ o = Ii(;. @ ® é
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Safe Tips:

Doés

o] Look for spelling or grammatical mistakes in the email body

o] Check the domain name if sent from a public domain email

0 Check the authenticity of a message before forwarding it on social plat@ms
Donét s

0 Do not click on suspicious links or attachments

o] Do not take phone calls from unknown sources

0 Do not login to fake/illegal websites

FINANCIAL FRAUDS

Internet Banking-related Fraud: All banking services are now available online. Onliee/ges

include accessing account statements, transferring funds to other accounts, getting a cheque book,
and producing demand drafts, among others. As more services move to online platforms, cyber
fraud in the financial sector is on the rise. This caddree through an attack on digital payments
applications, by the hacking of bank accounts due to weak passwords, or by hacking multiple

accounts due to the same password.

UPI Fraud: It's a frequent method for scammers to deceive people by sehdimga payment
request over their UPI app. This request makes it simple for them to transfer the money. When the
payment request is approved, the UPI app prompts users for the PIN, which is the final step in the

process. When a person enters their UPI BHBY lose all of their earnings.

OTP FraudVictims get SMS / Instant messages from fraudsters impersonating as NBFCs offering

| oans or enhancement of credit |imit and are
the victims call thenumber, the fraudsters ask them to fill few forms (even online) containing
financial details and they incite / convince them to share the OTP or PIN details, resulting in loss

of money.The OTP frauds can also happen after the person has been a vidombésgineering

23



attack wherene/sheprovided the financial details to the attacker via email, etc. and the attacker
then initiates a transaction from the vic@bank accourdndcallsthe victim convincing him/her
to give the OTP.

E-Wallet Fraud: KYC has been made compulsory for mobile wallet users by the Reserve Bank
of India. KYC has been misused by scammers as an access point. Many network service operators
send nudges to not fall bait to the K¥€&lated messages for an account. They deny aski@ayor

personal information through messages or calls.

Example: Typically, the victim receives a text message claiming thatwadlet requires KYC
compliance and that they must call the specified phone number. The person is invited to download
an applicéon, usually, TeamViewer Quick Support or AnyDesk, which are remote access control
mobile apps, to update their KYC. To check the status of-thallet, the scammers ask for a Re.

1 transfer. While the customer is typing in a password or PIN for-thalet, the scammers are
gathering data. They now have access to the password and ID for the mobile wallet. The wallet is
debited to other accounts using separate transactions as the bank account is linked to the phone.

Credit/Debit Card: Frauds using cardsnd digital transactions are constantly changing. Frauds

exploiting credit and debit cards are growing more widespread. Unauthorized use of a credit or
debit card or a comparable payment method (ACH, EFT, recurring charge, etc.) to unlawfully
obtain moneyr property is described as credit/debit card fraud. Numbers for credit and debit cards

can be taken through insecure websites or obtained through an identity theft scam.
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A éf;\ . Information Security Education & Awareness
‘I§ ﬁ Ministry of Electronics and Information Technology

Government of India

Security Thre:\

Identity theft
The fraudulent acquisition and use of person’s private identifying
information, usually for financial gain. It can be divided into two broad
categories :

Application fraud

Application fraud happens when a criminal uses stolen or fake

documents to open an account in someone else’s name. Criminals may try to steal documents such as utility bills and bank
statements to build up useful personal information.

Account takeover

Account takeover happens when a criminal tries to take over another person’s account, first by gathering information about
the intended victim, and then contacting their card issuer while impersonating the genuine cardholder, and asking for the
mail to be redirected to a new address. The criminal then reports the card loss and asks for a replacement to be sent.

SIM Swap Fraud: SIM swap simply means changing mobile SIM cards. If this is datie®ut

the user's permission, it is most likely for fraudulent purposes. SIM swap fraud occurs when
scammers obtain a new SIM card from the mobile service provider using the registered phone
number. They can acquire One Time Password (OTP) and othsrrededed to execute financial

transactions through the bank account with the use of the new SIM.

Sim Cloning: This isbasically creating a duplicate SIM from the original one. It is similar to SIM
swapping. Howevethis is a technically sophisticatecchkamique, where software is used to copy
the real SIM card. It is done to get access to victims International Mobile Subscriber Identity
(IMSI) and encryption key, which are used to identify and authenticate subscribers on mobile
telephony. Cloning the SIMiill enable the fraudster to take control and track, monitor, listen to

calls, make calls and send texts using the mobile number.

Demat/Depository Fraud: The protection of the shares and securities is the responsibility of
India's two depositories, CDSInd NSDL. CDSL and NSDL, however, do not deal directly with
Demat account holders. They supply stockbrokers and intermediaries with Depository Participant

(DP) licenses, which allow consumers to open Demat accounts. For instance, in some cases,
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brokers hag transferred ETF units to use as collateral for margin funds on trades without the

permission of investors.

Cryptocurrency Fraud: Dueto its fast transactions, mobility, and global reach, cryptocurrency

can be used as a new tool for evading taxes, mianegering, and bribery. Fraudsters may try to
manipulate the markets for cryptocurrency and similar derivative assets. Spoofinguifmang,
churning, and other methods are forms of improper market manipulation. Cryptojacking is a form
of cryptocurreng cybercrime in which hackers misuse people's electronic devices such as
computers, cellphones, tablets, and even servers to mine for bitcoin without their permission.
Example: Investors' crypto wallets can be hacked, allowing scammers to steal theiTheyds

can create fake wallets to defraud counterparties, as well as fake crypto exchanges to steal money

from clients.
Safe Tips:

Doés

o] Make a separate email address for online buying to prevent harmful emails disguised as
sales promotions.

0 Always use an onscreen keyboa enter passworagnd log out of the banking
portal/website after completing an online payment using public computers. Also, remove the
browsing history from the web browser.

0 Check the seller's reputation and credibilitydsefmaking online payments.

0 When buying a secondhand phone make sure that it does not come with any suspicious
pre-iinstalled Apps that may contain malwares.

Donét s

o] Do not give the nebanking password, OrEime Password (OTP), ATM or phone banking
PIN, CVV number, or other sensitive information to anyone, even if they pretend to be a bank
employee or representative, and notify the bank if this happens.

0 Do not scan any QR codes to receive payments from unknown sources.

0 Do not save banking/personal imeation in a browser or on a payment site while making

a

purchase.
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SOCIAL MEDIA CRIMES

Cyberstalking: Cyberstalking is a crime when a victim is harassed by the attacker utilizing e
mail, Instant Messaging (IM), internet messages, discussion groups.tocetcommunicate
electronically with the victim. A cyberstalker depends on the fact that in the internet realm his real
identity is unknown. A cyberstalker targets and follows victims through with threatening/abusive
communications.

Example: A boy isstalking a girl on social media and then bothering her by tertiriger social

mediaaboutheronline posts.

Cyberbullying: Cyberbullying is bullying through digital technology where the unpleasant,
damaging, and wrong content about someone else csgnbeposted, or shared. The purpose is
to induce confusion or shame. Users may be able to watch, interact, or share material via SMS,
social media, forums, or gaming applications. Cyberbullying poses a risk to those who are socially

active on numerous siat media platforms.

Sexting: Sexting is defined as sending or sharing sexually provocative text messages and images,
including nude or sermude photos, via mobile phones or the Interfileése photos and messages

are extremely private in nature and iraminal gets access to the#igen it can become a serious
problem. This could happen as a result of hacking, in which the photographs are taken from the
original receiver, or as a result of the intended receiver spreading them without the sender's
permission (either with other friends or in web foruma&len photographs are shared without the
victim's consent, sexting becomes a concern and the victim is said to have become a prey to a
cybercrime.UsergSenders may be unaware that their photographs meaglistributed, or a

previously trusted recipient may turn out to be unworthy of such trust.
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)\ Cyber Dost &
Y @Cyberdost

Refrain from sharing sensitive
personal photographs and videos
on social media. Beware and Be
#Cybersafe #CyberSecMonth

National Cyber Security
Awareness Month

Refrain from sharing sensitive
personal photographs and
videos on social media

Honey Trapping: Honey trapping uses the cyber espionage technique in which a cyberattack
occurs through romantic or sexual relationships with civilians whereby the attacker takes
advantage of the intimacy in the relationship to coerce or blackmail the victim. Theabheaat

use this cybercrime to discover or reveal sensitive information.

Trolling: Trolling is defined as intentionally inflicting hatred, discrimination, racism, sexism, or
simply arguing with others. It's the asbcial act of provoking online persongdisputes and
controversy. Trolls are people who engage in trolling behaviors. It was termed "flaming" in the
early days of the Internet. Individuals use blog sites, social networks like Facebook, Instagram,
and Twitter, news sites, discussion forums, aathg chats, as well as any other place that allows
them to make public remarks.
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Safe Tips:

Doés

o] Keep soci al me di a pr strictab posdible, pespecially doy thes et t |
public/others.

0 Exercise extreme caution when sharing anythintherinternet.

o] Log out after each session.

Donét s

0 Do not give out social media login information to anyone.

0 Do not accept friend requests from strangers.

0 Do not click on any links that appear to be suspicious.

MORPHING

Pornography: Pornography is defite as any obscene or sexually explicit information.
Pornography is available in a variety of media on the internet. These include images, small
ani mated films, sound files, and stories. The

modesty or decay; lewd, filthy, repulsived

Revenge PornographyOne of the most serious threats to online modesty or reputation issues is
revenge pornography. The behavior could be motivated by a desire to smear the person's morality
in public. The person may misusetindividual's identity and converse gseason who is sexually
motivated often pretending to be a call girl, revealing¥he c tréahménse and photograph. For
instance, someone seeking vengeance might either hack into the real accounts or simfaisenak

profiles.

Grooming: Grooming is the way in which somebody may get close to a child, with the intention
of sexually exploiting them. Grooming could be done by anyone, of any age or gender, and could
be done in person or online. With the advent of Internet and social medianiggopractices have

become more common and prevalent. Predators can very easily make a fake profile on any social
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media platform to appear younger or someone the child may know. Young children between the
ages 13 to 15 are especially susceptible to benged or manipulated by the adults they meet

onlinee.Many <countries have | aws preventing adult.
sexually explicit conversations with those under the age of 18. In addition, it is illegal to send
pornographic to minorgr to encourage and pressure minors to send explicit photographs or videos

of themselves.

Safe Tips

Doés

o] Set limits in online/offline friendships.

0 Be cautious while sharing or taking intimate pictures or videos.

o] Remember that anything sharedline will remain in cyberspace and can be misused
anytime.

Donét s

o] Do not pursue or engage in relationships that pressurize sharing of personal pictures or
videos.

0 Do not forward any sexual pictures or videos as it can cause a violation of trust.

o] Do not suffer in silence, in case of any threats.
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Revenge Pornography

What is it ?
Revenge pornography refersto the act of circulating
private and sexually explicit images and videos
of sexual acts online without the consent of the
individual.

The private sexual act recorded by an intimate
partner is used to intimidate, humiliate, blackmail,
coerce, commit sextortion or punish the victim as
an act of revenge, on a public platform. .

Why should we be concerned ?
Revenge pron damages your social image & reputation, you face humiliating, degrading remarks and messages
and are trolled mercilessly, it leaves you emotionally, mentally and psychologically scarred for life.

How can we safeguard ourselves against such offence ?

It is quite important to understand and be aware of the possible dangers of the offence and take appropriate care
and caution before hand to protect yourself. Mentioned below are few helpful tips-

Remember that anything
1 ! shared online will remain
I , in cyber space and can be
misused any time.
o g ; Be cautious while sharing
Set limits to your online/ or taking intimate pictures
offline friendships and or videos, remember
never go overboard relationships may turn sour.
Do not forward any sexual pictures or c
images as it is violation of trust and in -
case can be a serious crime too. i
Do not pursue or engage in ¥ .
SRR P 5 A EdE! In case of threats Don't suffer in
maintaining relation with someone 5
5 silence, reach out for help from
who pressurizes you to share ; 2
5% : Z family and friends
personal intimate pictures or videos.

™

Gov | [&

i e

NG

MOBILE APPS

Dangerous game challengefAnyone who plays an online game or spends more time in online
gaming, musknow the risks associated with online gaminggdme resources, welleveloped
game characters, paid game accounts, or linked aadit data are potential targets for
cybercriminals. These can be taken from users in a variety of ways, including ghpstsaword

stealing software, and-+game fraud.
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STORYBOARD

Beware of in-game purchases for online games

Tarun and Ravi were playing an online game
during their free time.

Oh, thats nice Tarun, Look
there seems to be an offer
to upgrade your game to
the next level which
seems interesting.

Yes, that's right Ravi . Let's
click on the link and see

Look Ravi, | have crossed the
next level in this game.

farun tells his dad about the
spgrade offer related link While some of them can be
fraudulent, others can collect
your personal & financial
details and make in-app auto
purchases.

Personal Information:
Name :

Oh, how can that
be harmful dad.

You should be aware and
careful about such
offers Tarun.

It seems to be asking us to enter
our personal details Tarun, Let's

You are right. Let's go.
talk to dad before we proceed. 2 - P
When you select auto purchase and submit your Always disable your in-app auto purchase option,
financial details, your amount will be deducted set up a strong PIN for your wallet and never share
unknowingly on every small update option. This way any personal or financial information.
youloose ot of moner. L] <= Make a habit to limit the

time and control your

‘ . g . l

online gaming habits.
b e

Programme by

- '2-

12 .

A4 .
Sure dad, o) >
' i \

Implemented by

Supported by

Malicious apps: The app whictupon installation infects the mobile of the victim wtalicious
virusesor spyware trojans or harms the device of the,ws®t collects the user informatidny
asking forunnecessary access permissions to f#3S coordinates;mail address, contact lists,

etc.,and sends it to the thiparies

Case India's Computer Emergency Response Team (CERTad issued an advisory to bank
customers of an android malware thalesinformation and moneyl'he malicious app disguide
as Income Tax Department app andeaktheusers for permissions tbe user's SMS, call logs
and contacts. The information inclutipersonal details like full name, PAN, Aadhar number,
address, date of birth, mobile number, and email address. It also aztfiaadcial information
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such asaccount number, IFS code, CIF number, debit card number, expiry date, CVV and PIN.
Theappthersertallt he user 6 s dedndrendesed & fake tipbate saekert tatlre kisen

Matrimonial Frauds: Fraudsters befriend the victim after creating an intriguing online marriage
profile on any reputable matrimonial site and posing as a prospeatigédate. Through emails,

online chats, and sometimes phone calls, they gain trust and get connected to the victim. Fraudsters
then propose marriage and, when speaking with the victim they're trying to trick, they use voice
changing applications to impensate their parents and guardians. Once they have the victim's
trust, the scammers urge them to deposit money into their bank accounts, claiming an emergency.

They disappear as soon as the payment is made, and the cycle begins again with the next victim.

Career frauds: Another form of fraud is employmenglated fraud, as people have started looking
for job opportunities online, it has allowed scammers to trick people into scams. Scammers offer
fake job opportunities to job seekers through various onéngces claiming to hold positions in

recognized companies and this makes it difficult for people to find out if the offer is legitimate or

not.

Safe Tips:

Doés

0 Look for matrimonial sites or job portals that are genuine and trustworthy.

0 Check social mdia profile on Facebook or LinkedIn of the person who is offering marriage
proposal/job.

Donét s

0 Do not stream or download movies, music, books, or apps from unreliable sources.

0 Do not play online games with strangers.

0 Do not share personal/financial information with online friends or recruiters.
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MINISTRY OF
HOME AFFAIRS

BEWARE OF FAKE
FRIEND REQUEST

Cyber criminals often
create fake social media
profile to befriend
potential victims for
obtaining their
confidential or personal

L 155260

MALWARE TYPES

Virus

A virus is a kind of malware that replicates itself by inserting its code into other applications. Since
the early years of the commerciaternet, computer viruses have been a common threat. Viruses
spread through infected websites, flash drives, andi®imaattaching themselves to legal files

and data. A virus is activated when a victim opens an infected application or file. A virus can erase

or encrypt files, alter applications, or disable system functions once it has beed active
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Adrozek Malware
Virus Type: Browser Modifiers

It has been reported that a new malware named Adrozek
is affecting user's device globally. It infects the device
and then proceeds to modify web browsers and their
settings in order to inject ads into search results pages.

(v) Don't open attachments in unsolicited e-mails, even
if they come from people in your contact list, and never
click on a URL contained in an unsolicited e-mail, even if
the link seems benign. In cases of genuine URLs close

out the e-mail and go to the organization’'s website
Countermeasures directly through browser
(i) Follow safe practices when browsing the web.
Ensure the web browsers are secured enough with

appropriate content controls.

(vi) Users are advised to enable URL filtering solutions
on browsers to prevent such attacks.

(ii) Users are advised to update their devices with
patches as & when released by respective OEM.

(vii) Users are advised to use Antivirus solutions which
uses behaviour-based, machine learning-powered detec-
tions to block Adrozek.

(iii) If devices found infected, it is recommended to
re-install the browsers. (viii) Users are advised to use "Browser JSGuard" to
detect and defend malicious HTML & JavaScript attacks
(iv) Be aware of the risks of downloading and installing through web browser based on Heuristics.
software from untrusted sources and clicking ads or

links on suspicious websites.

Adrozek's attack chain is shown as under:

Distribution _
3 2 infra 5

Ad-injection =
N

é

Downloaded from the web
setup_xyz_[0-9}{10+).exe

B

CE—

Has random name
DK WASGVIXYIlAOd exer
NaVSValvsBic exe

5 Registers a service
e e emrstence

Figure:1 Adrozek attack chain (Source: Microsoft)

For more details visit: https://cert-in.org.in/s2cMainServlet? pageid=PUBVA01&VACODE=CIVA-2020-1853

r_é_g_,[m‘ stk dov|[-|@)| (B ‘ (=)

Worm

A worm virus is a harmful program that duplicates itself and spreads through a network
automatically. The worm virus exploits flaws in the security software to steal important
information, install backdoors that can be exploited to access the systemt til@suand perform

other types of harm, according to this definition of computer worm. Worms use up a lot of memory
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and take up a lot of bandwidth. As a result, servers, individual systems, and networks get

overworked and fail.

Trojan

A Trojan horsepften known as a Trojan, is malicious software that appears to be legal yet can
take control of the computer. A Trojan is a computer program that is designed to hurt, disrupt,
steal, or otherwise harm the data or network. To deceive the user, a Tegda portray gelfas

a legitimate application or file. Viruses can execute and replicate. A Trojan is unable to do so.

Trojans must be executed by the umed this is the reason it comes attached to an executable file

Example: You downloadedanexéeca bl e f il e thinking itds a game
Trojan Horse has also been attached. Once you run that exe file, along with the game, the Trojan

also gets installed on your computer and the attacker gets access to your device remotely.

Rootkits

A rootkit is a kind of software that allows hackers to gain access to and command over a computer.
Although most rootkits attack software and the operating system, some can also infect the
hardware and firmware of the machine. Rootkits are gotddatg their presence, yet they are

still active when they are hidden. Rootkits allow hackers to steal sensitive data and financial
information, install malware or utilize computers as part of a botnet to send spam and patrticipate

in DDoS (distributed deal of service) attacks once they get unauthorized access to computers.

Bots

A botis a computer program that performs automatic, repetitive, andebreed activities. Bots

are designed to mimic or replaseman behavior. They are significantly fadtean human users

since they are automated. They do essential tasks like customer support or indexing search engines,
but they may also be malware, which is used to take complete control of a computer. Companies
and Individuals employ bots to do repetitigetivities that would otherwise be performed by

humans. When compared to human effort, bot tasks are usually simple and completed at a
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considerably faster rate. These bots are sometimes used for illegal operations including data theft,

frauds, and DDoS aaslts.
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QUICK HEAL BOT REMOVAL TOOL M

In collaboration with "Cyber Swachhta Kendra" under the Indian Computer Security Simplified
Emergency Response Team (CERT-In), Ministry of Electronics & IT, Quick

Heal has developed a Bot Removal Tool that helps users remove botnet

infection from their computer.

= Quick Heal
Bot Removal Tool

Detect and remove botnet infection
from your computer.

Developed in collaboration with

“Cyber Swachhta Kendra® under

Indian Computer Emergency Response Team Cerﬁﬂg
(CERT-In), Ministry of Electronics & IT. bt

Download Free Tool

WHAT IS A BOTNET INFECTION?

A group of computers controlled by cybercriminals to spread
malware and launch other malicious attacks on their targets is
called a botnet. A botnet infection is when your computer

WHAT IS THE QUICK HEAL BOT REMOVAL TOOL?

This tool helps you detect and remove any botnet infection from your computer. This tool can be run with or
without an antivirus program on your computer. Note that this tool only secures your computer against bots. It
does not provide protection against other malware or prevent any data theft.

HOW CAN YOUR COMPUTER BE BOT-INFECTED?

Attackers can make your computer a part of their botnet by infecting it with something called a ‘bot code’. They can
drop this code onto your computer by sending you emails containing malicious links or attachments, fake social
media posts, or exploiting existing security vulnerabilities on your system.

BENEFITS OF THE QUICK HEAL BOT REMOVAL TOOL:
For more information visit

No needtoinstall it. Simply run the tool when you need it. https://www.cyberswachhtakendra.
« Detectsand removes even the latest bot malware. gov.in/security-tools.html
* Runitalongwith your existing antivirus software.
« ltcanberunonall Windows-based operating systems.

certdy ‘#’A ‘ov|[C- “@ @
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Malware bots and internet bots can be programmed to breach user accounts, search the internet for
contact information, transmit spam, and do other malicious actions. Attackers may deploy harmful
bots in a botnet a bot network to carry outthese assaults and conceal the source of the attack
activity. A botnet is a collection of interrebnnected devices that individually run one or more

bots, frequently without the device owners' knowledge.

Malware is distributed in the form of a download gocial media or email communications that

37



instruct the victim to click a link. The link is frequently in the form of an image or a video, both
of which include viruses and other malware. A bot might potentially show up as a warning stating
that if the wer does not click on the connected link, the machine will be infected with a virus. By
clicking the link, the user can infect the machine with a virus.

DAMAGE TO COMPUTER SYSTEMS

Unauthorized access Unauthorized Access refers to the unauthorized ateno bypass the

security mechanisms of a computer/information system or network.

Data breach- A data breach is a security threat in which malicious insiders or external attackers
gain unauthorized access to confidential data or sensitive informatbnasumedical records,

financial information or personally identifiable information (PIl) and so on.

Some other cybercrime and related instances

loT attacks 110T attacks include any cyberattacks that seek to gain access to (or control over)
IOT devices with the intent to either cause harm to the devices or use them in attacks against other
targets.

Advanced persistent threat- An advanced persistent threatRA) is a broad term used to
describe an attack in which an intruder, or team of intruders, establishes an illicitedong

presence on a network in order to mine highly sensitive data.

Scareware- Scareware is malicious software that tricks computersusevisit malware infected

websites or infested websites. Examptareware may come in the form of paps.
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& Antivirus - Threaths detected x

/A WARNING!

5 viruses detected!!

Our latest scan has detected 5 viruses and tracking
cookies that may steal your personal info. You need to
remove the threats now to avoid:

# System crashing

# Files deleted

#¢ Personal info stealing

¥ Loss of Wi-Fi

# Infecting your other devices

| Remove viruses now | don’t want to be safe

Adware

Adware is software that displays unwanted (and sometimes irritatingdgpagverts which can
appear on your computer or mobile devinermally comes in software/programmes that you
download from the interndt usually freeware or sharewaireand it secretly installs itself onto

your device without your knowledge.

Free software which contains some ads may be annoying but is not Hegayver, if a third

party programme adds malicious ad software onto your device without your consent, then it is

il l egal. Adware typically ends up on a usero6s

You might install a free computer program or app without nec#gsealizing that it contains
additional software that contains adware. This allows the app developer to make money but means
you could download adware onto your systems without necessarily consenting.

Alternatively, there may be a vulnerability in yoswftware or operating system which hackers

exploit to insert malware, including some types of adware, into your system.
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CHAPTER 4
A READY RECKONER TO STAY CYBER SAFE

Doé6s

() Use caution and avoid signing in to personal or professional accounts suchadsoe
banking, while using a public \ARi network.

W Install Web Browser with HTTPS enforcement.

w Install areliable antivirus software

() One can use a Virtual Private Netwd@kk°N) on their phone as a hotspot.

w Use a password managef password manager is an app or a program that collects and
stores all the passwords in one location. To gain access to these passwords, one only needs a master
key password.

w One must use AePS, lankled system that enables online intgrerable financial
inclusion transactions at the PoS (Micro ATM) through any bank's business correspondent using
Aadhaar verification

Il MINISTRY O

tnskan Cyber Crave Coordirasion Cerser

Educate the kids for
not sharing any information
related to sensitive and
financial aspects at social

networks and
maintain privacy.
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Secure Ecommerce usagé

By the service providers:

E-Commerce security refers to the practices that provide secure online transactions. It
contains protocols that protect people who make purchases of goods and services on the

internet.

1 To strengthen the security, it's a good idea to use many security layers. DDoS threats and
infectious incoming traffic can be blocked by a Content Delivery Network (CDN). To

avoid harmful traffic, machine learning can be used.

1 Use SSL Certificate®One of the most important features of SSL Certificates is that they
encrypt sensitive data sent over the internet. It ensures that only the intended receiver gets

the information.

1 To block untrusted networks and control the inflow and outflow of weffic, use
effective ecommerce software and plugins. They should have selective permeability,

allowing only trusted traffic to pass.
Measures to be taken by the consumers:

1 Install aprogram or software that detects and blocks harmful software, aft@murkas
malware, is required for electronic devices, computer systems, and online systems. Anti
malware software is a type of protection software. All hidden viruses on the website should
be rendered by effective amtialware.

1 Always check that the websit starts with HTPPS.

1 Do not go blindly on reviews. Look for websites that are genuine and trustworthy.
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1 Do not trust the customer care numbers provided on google with personal information.

They might not always be trustworthy.

Secure computer/laptop usage

o] Use a firewall

o] Use the latest antivirus software

o] Close the webcam and computer audio when not in use

o] Clear browsing history and browser cache from time to time to prevent the use of old forms,

protect personahformation and help applications run better

o] To keep the software up to date, make sure to turn on automatic updates under the settings.
0 Set up automatic updates for nbticrosoft software as well such as browsers, Adobe
Acrobat Reader, and other progratinat are used frequently.

o] Do not use a USB or other external device, owned by some other person. Ensure that any
external devices either belong to the owner or come from a reliable source to avoid infection by
malware and viruses.

0 Passwords for logins amportant for preventing unauthorized access to the data during
bootup. Setting a passwoarotected lock screen on the laptop is a smart idea if it is frequently

used in public places, such as an office.
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Data Security measures for

Desktop/Laptop

Data security refers to the protection of data from
unauthorized access, use, change, disclosure and
destruction. There are different types of data
security measures such as data backup, encryption
and antivirus software, which will ensure the
security of your sensitive data.

Download Anti-Virus Software from a
Trusted Website and Install. Make sure it
automatically gets updated with latest
virus signatures.

Enable Auto-updates of your Operating
System and update it regularly.

Recovery Disk: Always keep recovery
disk suplied by Manufacturer / Vendor of

Backup : Periodically backup your
computer data on CD/ DVD or USB drive

etc.. in case it may get corrupted due to
HardDisk failures or when
reinstalling/format ting the system.

Strong password should be used for
“Admin” Account on computer and for
other important applications like E-mail
client, Financial Applications (accounting

the Computer System to recover the
Operating System in the event of boot
failures due to system changes such as
uncerificated Drivers/unknown Software
pub- lisher.

Download Anti-Spyware Software from a
Trusted Website and Install. Make sure it
automatically updates with latest
definitions.

etc).

Download Cyber Hygiene app from Play Store using the link :
https://play.google.com/store/apps/details?id=com.cyberhygiene
for information security updates
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Secure Mobile phone Practices

v

o] Thefirst step is to ensure that all of the smartphones have screen locks enabled and that
entering them requires a password or PIN since the devices have a plethora of personal
information.

v

0 Make sure the mobile phones' automatic software upgrades are turnag default.
Updating the operating system regularly guarantees users have the ntostatg security

configurations.

43



0 Do not use public WFi networks to download videos or content. This increases the risk

of exposure to malware and viruses. Delete ad(WiFi networks.

0 Use a password manager to not only remember the passwords for different accounts but
also to generate strong unique passwords for all accounts such as bank accounts, social media, etc.
0 Make a backup of the phone data to be ableapdly access any data that has been
compromised if any device is lost or stolen.

o] Install the minimum necessary applications and only those from official app stores.

Personal information given into applications should be treated with caution.

0 When not umg location services, turn them off. Do not switch them on in sensitive
settings.
0 Popups that appear unexpectedly are typically harmful. Close all applications forcibly if

one emerges.
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Security

Tips:

1. Switchoff wifi hotspot whenever its not required

2. Make it secured by enabling authentication for
your wifi hotspot

3. Restrict the number of users who can connect to
your wifi hotspot

Secure Internet Browsing

v

o] Be aware of what is beiragcessed or downloaded. Software should always be downloaded

from a reliable source.
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0 Before opening any email or clicking a link, doubleeck the senders’ identities.

o] Do not savefficial data to the cloud or on devices that are connected to the Irf2@rnet.

0 Stay away from services that demand location or ask for upload of photos with GPS
coordinates.

0 Free downloading software should be avoided at all costs.
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In Case of Lost Mobile Phones

o] Call the cell phone from a different device. One canstdsmd an alert by using the carrier's
mobile app to override ringtone settings.

0 If the phone's text messages are enabled to appear on the lock or home screen, leave a text

with contact information in case someone finds it.

0 Each phone has builh securitysettings. One can monitor, ring, lock, or wipe the phone
remotely wusing the 6find my phoned feature if
0 If a person is quite convinced that the phone has been stolen, one should wipe the data from

it remotely as quickly as possible to keepspeal information safe.

0 |l f one cannot find the phone fast, use t he
remotely from anywhere. Also, just in case, change the passwords on all accounts including
financial accounts, emails, and social media.

o

0 Bock the phonebés | MEI by any of the foll owi
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0 Through a form submitted ondhvebsitehttps://www.ceir.gov.inThe procedure to do it
is as follows:-

a) File a report with the police, and keep a copy ofrépmort.

b) Get a duplicate SIM Card for the lost number from your telecom service provider (eg,
Airtel, Jio, Voda/ldea, BSNL, MTNL etc.). This is essential because you will need to
provide this as the primary mobile number (OTP will be sent on this numbdg wh
submitting the request for blocking your IMEL.
Note: As per TRAI's regulation, SMS facility on-resued SIMs is enabled after 24 hours
of SIM activation.

c) Getyour documents reaewp copy of police report and an Identity Proof must be provided.
You can also provide the mobile purchase invoice.

d) Fill out the request registration form for blocking the IMEI of lost/stolen phone, and attach
the required documents.

e) After submitting the form, you will be given a Request ID. The same can be used for
checking the status of your request and for unblocking the IMEI in future.

0 Through TSPO6s s p e chytaontacting thel retworknsenvice openatbre t s
online. They can turn off the phone's service and, in most cases, make it inaccessibleheven if t
person uses a new SIM card or switches operators.

0 Through State Polidey filing a First Information Report (FIR) at the nearest police station.
This is also necessary because even if the person may not get the phone back, he/she can at least
fight fraudulent charges made with their device.

PREVENTIVE MEASURES

Antivirus

Antivirus software is a type of application that is meant to prevent, detect, and eradicate malware
attacks on individual computing devices, networks, and information technologmsystetivirus
software, which was initially meant to identify and remove viruses from computers, can now guard
against a wide range of threats, including keyloggers, browser hijackers, Trojan horses, worms,

rootkits, spyware, adware, botnets, and ransomwar

Antivirus software generally operates in the background, checking PCs, servers, or mobile devices
for malware and limiting its spread. Many antivirus software packages featutemredhreat
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detection and prevention to defend against potential vulnitiebas they occur, as well as system

scans that check device and system data for potential threats.

Antivirus software often performs the following fundamental functions:

Y Scanning directories or files for known harmful patterns that indicate the revasté

malicious malware.

Y Running a scan when a new device is inserted into the computer system.
Y Allowing users to schedule scans for automatic execution.
Y Allowing users to start new scans at any moment, as well as removing any harmful software

detected. Some antivirus software applications do this automatically in the background, while

others warn users of infestations and prompt them to delete the files.

Y To scan computers thoroughly, antivirus software is typically granted privileged access to

the whole system.

As a result, antivirus software is a frequent target for attackers, and in recent years, researchers
have uncovered remote code execution and other severe flaws in antivirus software programs.
Hence, it is absolutely necessary to getfauted and reliable antivirus software, and update it

regularly from its official site as the company comes out with patches against the latest discovered

vulnerabilities.
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Update your system
antivirus as per
schedule and avoid
delays to ensure
system safety.
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Firewall

A firewall is a network security device, either hardware or softwased, that monitors all
incoming and outgoing traffic and allows, rejects, or drops that specific traffic depending on a

predetermined set of security rules.

The networks are changirand developing on a regular basis to adapt to new situations such as
reorganization, acquisition, outsourcing, fusion, joint ventures, and strategic partnerships, and the
increasing degree of internet connectivity in internal networks. The increasingesityaind
openness of the network makes it more complex than before for the security issue and requires the
development of advanced security technologies at the interface of networks in various security

fields such as between Intranet, the Internet, orabet.
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A firewall can be the best way to ensure interface safety. The firewall checks network traffic
against the rule set defined in its table. When the rule is matched, the associated action is applied

to the network traffic.

Passwords

Passwords arene of the most important aspects of the cyber world. From a social media account
to a bank login, one requires a password for everything whether it's for accessing the device or for
any WiFi. Passwords act as a deterrent against cyber attackers whq toagain access to the
accounts or devices and steal the data. It is very important to store all the passwords in a very
secure place. Also, one should have a very strong password which should be difficult to crack and

update frequently.

Following are sme of the best practices to consider while setting up and managing a password:

a) Create strong password with a minimum length of ideally 10 characters and comprising of
mix of alphabets, numbers and characters.

b) All passwords (e.g., email, computer, etc.) should be changed periodically at least once
every three months.

c) Dond reuse old passwords.

d) Passwords should not be stored in readable form in computers, notebook, notice board or
in any other location where anthorized persons might discover or use them.

e) Treat passwords as sensitive information and do not share it with anyone.

f) Always use different passwords for every -logaccounts you have. Using the same
password for more than one account risks multipsures if one site you use is hacked.

g) If your work requires you to communicate passwordshsas while sending password for
an encrypted file sent as an attachment through email it must be communicated through a
different channel such as over a phoak @ar SMS.

h) Always decline the use of the "Remember Password" feature wherever it is prompted by
the applications.

i) Remember weak passwords have the following characteristics:

i. The password contains less than 10 characters
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ii. The password is a word foundardictionary (English or foreign)

iii. The password is a common usage word such as: Names of family, pets,
friends, colleagues, Movie / Novel / Comics characters, etc. Computer terms
and names, commands, sites, companies, hardware, software.

iv. Birthdays and otér personal information such as addresses and phone
numbers.

v. Word or number patterns like 123456, aaaaa, gwerty, asdfg, zxcvb, etc.

]) Some suggested way to construct a strong password are as follows,

i. A secure password not only consist of letters, misi use numbers, special
characters and caps. One suggested way to replace letters with humbers and
special characters, so an @i o wil!/ bec
written as A$o. This way, the simpl e
subs antially harder word AM!crO0$0fto.

ii. Password length matters, the longer the password, the harder it is to crack.

iii.  Think of a sentence and select the first letters of each word in a row will get a

complex password and easy to remember as well.

Forexamples ent ence | i ke this, AMy Name is Dinesh A
would produce the foll owing password: i MNi DAce
special characters, caps and |l ettemag® and it

8 Available athttps://www.mha.gov.in/sites/default/files/Documents_InformationSecurity 25062019.pdf
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intervals as a precautionary measure
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PASSWORD
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Password is a key or a Secret word or a string of characters which is used to
protect your assets or information from others in the cyber world. It is used for
authentication, to prove our identity or to gain access to our own resources. It
should be kept secret to prevent access by unauthorized users.

In social networking sites like Facebook, Orkut, and LinkedIn each of which is
dded with to used security i such as favourite
place, school, college, etc..

You are responsible for safeguarding
your ID and password

Importance of Passwords > e

+ Password represents the idenlity of an : other
individual for a system. persons and might be misused.

+ A password helps individuals in protecting Pa c nbe forgotlen
personal information from being viewed + Stolen password can be used by
unauthorized users. Hence it an unauthorized user who may
important to secure collect your personal

sswords. information

acts lke a Easy Passwords such as with
barrier between the users and name, date of birth, mobile numbers could
his personal information be guessed by anybody and misuse

would be 90% of easy chances to the hackers
to crackall account passwords.
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Tips to protect your

PASSWORD
L y 86868

Password are like socks 6’ - Use different passwords
change them regularly ‘ ‘5 for different accounts

© Be aware of Shoulder Surfers

Vs at public places while 5,
& you are entering your passwords o ¢
2 into the login accounts Md$hab]1

Never write passwords If it is hard to remember
on paper or on any C a password, switch

disk drive to store it 9‘ to passphrase
/ \

Making passwords more
complex increases the difficulty
of attacks that rely on brute Qb

force or educated guessing

Your brain is the best place to Never share your
store your passwords password with others

Incognito Mode

All major online browsers have a function that allows the user to open a private browsing window
that deletes the browsing history when closed. It's known as Incognito Mode, Private Browsing,
or InPrivate Browsinglepending on the browser being udedllowing are a few advantages of

using private mode:

0 Deletes cookiesCookies are commonly used to provide a more targeted and customized
browsing experience. Websites, on the other hand, can track these cookieficangbdople

around the web, compiling a thorough profile of their online behavior before sending them
customized commercials. When a person logs out with Incognito Mode enabled, the browser will

remove these cookies, keeping the personal settings hidden.
0 Keeps browsing history private:If a person needs to check their email or shop online on
a public computer, there's a good possibility the computer will save the browser history. This

implies that the next person who logs on may be able to see all of the websites visited and even
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get into them using their credentials. Incognito Mode prevents this by removing any temporary
browser data as soon as the person logs out.

o] Enables multiple sessionstt allows people to login into multiple accounts at the same
time. For example, a person mayeumn Incognito window to log into the work account while

using a regular window to stay in their account.

TOOLS TO SAFEGUARD

Digi Locker
o] The Government of India's Digi Locker is a cleb@sed document storing solution.
o] One of the main projectsnder the Digital India program is Digital Locker, which aims to

eliminate the need for physical papers and facilitate the exchangedafuements among
government institutions via a process that verifies the documents' authenticity online.

o] Users can alsose the esign feature to submit their electronic documents and digitally sign

them. These digitally signed papers can be shared with other government agencies or businesses.

Objectives of Digi Locker

0 Enable digital empowerment of usersgrgviding them with Digital Locker on the cloud.

0 Enable eSigning of documents and make them available electronically and online.
Minimize the use of physical documents.

0 Ensure the authenticity of thedecuments and thereby eliminate the usage of fake
documents.

0 Secure access to Govt. issued documents through a web portal and mobile application for
residents.

0 Reduce the administrative overhead of Govt. departments and agencies and make it easy
for the users to receive services.

0 Anytime, anywhere access the documents by the user.

54



w

0 Open and interoperable standabdsed architecture to support a wsthuctured standard
document format to support easy sharing of documents across departments and agencies.

w

o] Ensure privacy and atat hori zed access to us

Benefits of Digi Locker

w

0 Users may exchange and view their digital papers from anywhere at any time. This is both
practical and timesaving.

0 It even cuts down on government agencies' administrative costs by reducing their reliance
on paper.
0 The most essential aspect is that because papers are issued directly by registered issuers,

Digi Locker makes it easy to verify their validity.

How to use Digi Locker to keep originals

Step 1: To gain access to the digital locker, go on the official welobgeallocker.gov.in.

Alternatively, the user can download the Digi Locker app on the device.

Step 2: After that, the user must click on Sign Up.

Step 3: On the following screen, enter the Aadhaar number.

Step 4: After the user has entered thalit®t Aadhaar number, click Next. Two alternatives would
be seen for moving forward: Use OTP or Use Fingerprint.

Step 5: The user must first enter the Username and Password. The user can now enter the email
address after selecting the chosen username andgrds®r the Digital Locker account. If the
user doesn't have one, simply select the Sign Up option.

Blockchain
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A Blockchain is a digital, immutable, distributed ledger that records transactions in nd¢aneeal

and tracks assets in a virtuagtwork. An asset can be tangible (a house, car, cash, land) or
intangible (intellectual property, branding). Virtually anything that has any value attached to it can
be tracked and traded on a blockchain network. Each transaction is to be enteredéutgethe
therefore providing a continual system of control regarding manipulation, mistakes, and data

quality.

Blockchain, well known as the underlying technology driving Bitcoin, is one of the developing
technologies that is now in use. Blockchain is @tqguol that allows value to be exchanged over

the internet without the necessity of a middleman.

Features Of a Blockchain

o] Near-real time: Blockchain provides neaeaktime settlement of recorded transactions,
eliminating friction, and lowering risk.

o] No middleman: Instead of faith, blockchain technology is based on cryptographic
evidence allowing any two parties to interact directly with one other without the use of a
middleman.

0 Distributed ledger: A public history of transactions is kept by the ptepeer distributed
network. The blockchain is made publicly available and widely accessible. Only the evidence of
the transaction's existence is generally preserved by the blockchain, not the identities of the parties
or the transaction data.

0 Irreversibility & Immutability: The blockchain maintains a precise and verifiable record

of every single transaction that has ever occurred. This prohibits previous blocks from being
changed, therefore preventing duplicate spending, fraud, abuse, and transaction tizemipula

o] Smart Contracts: Stored procedures that run on a Blockchain to perform predefined
business processes and complete a commercially/legally enforceable transaction without the need
for a middleman.

Parental Controls
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Parental controls are features or software that allownfsate monitor and restrict what their child
does online. There are a wide variety of programs that do such things as block and filter websites
and content, record their activities, limit their time online, and view their browsing history and

communicatios.

With ease of access, the internet exposes kids to various threats like identity theft, cyberbullying,
social media scams, and malicious content. That is pahgntal controhas become

anessentiatequirement to protect kids.

M-Kavach

M-Kavach is acomplete mobile device security solution for Android smartphones that addresses

a variety of mobile phone risks. It defends against JavaScript Malware and handles dangers linked
to the usage of resources such as WiFi, Bluetooth, Camera, and Mobile Dhtackiyng
unauthorized access to these resources. Users may limit access to important apps such as mobile
wallets and media apps, as well as prevent unsolicited calls and SMS. It also allows customers to
follow SIM card changes on their smartphone in tené of device loss or theft, as well as erase
contacts/call logs and factory reset the device remotely.

Features Of M-Kavach

0 Access to essential apps is restricted.

0 Access to WAFi, Bluetooth, Camera, and Mobile Data is controlled by hardware.

o] SMSnatification of illegal SIM changes to a trustworthy cell phone number.

0 Contacts and Call Logs may be remotely erased using the SMS Factory Reset option.
o] Unwanted Calls & SMS are blocked when the device is reset remotely through SMS.
0 Backups and restoreseasimple.

0 Defends against JavaScripased malware.

CHAPTER 5
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Demystifying Institutional Framework of Cyber Security in India

National Cyber Security Centre
The National Cyber Security Centre (NCSC) was established in October 201teadtuarters
in London, bringing together expertise from CESG (GCHQ's information assurance arm), the

Centre for Cyber Assessment, CERK, and the Centre for Protection of National Infrastructure.

Ministry of Electronics and Information Technology (MeitY')

One of the most relevant objectives of MeitY is to handeecur ity by securi
cyberspace. It plays an important role in preparing cyber laws, the administration of the
Information Technology Act of 2000 (21 of 2000), and otherdl&ted legikation.

CERT-In

(Indian Computer Emergency Response Team)

Since January 2004, CERM has been in operation. The Indian Cyber Community is GERT
constituency. In's CERTn is the federal entity in charge of responding to computer security
incidents as thegrise. CER¥In has been appointed as the national agency in charge of performing
various cyber security functions.

The "Cyber Swachhtendra" (Botnet Cleaning and Malware Analysis Centre) is a part of the
Indian Computer Emergency Response Team (CGERTIt has been set up for analyzing
BOTs/malware characteristics and providing information and enabling citizens for removal of
BOTs/malare. In addition, "Cyber Swachhta Kendra" will strive to create awareness among

citizens to secure their data, computers, mobile phones and devices such as home routers.

The National Cyber Coordination Centre (NCCC)

It is an operational cybersecurityda@surveillance agency in Indi#.is jurisdictionally under the
Ministry of Home Affairs The NCCCcoordinates with multiple security and surveillance agencies
as well as with CERTn of the Ministry of Electronics and Information Technolo@pmponents

of the NCCC include a cybercrime prevention strategy, cybercrime investigation training and

review of outdated laws.

58



Centre for Development of Advanced Computing (CDAC)

The Ministry of Electronics and Information Technology's (MeitY) Centre for Developofe
Advanced Computing (DAC) is the ministry's primary research and development center for IT,
electronics, and related fields:[MAC has been conducting research and development in many

subareas within the Cyber Security sector.

Information Security Education and Awareness (ISEA)

In 2014, MeitY approved a program named "Information Security Education and Awareness
(ISEA) Phase Il," which aims to build capacity in the area of information security by creating the
right kind of qualified human resourcesmeet the eveevolving challenges in this area through
learning (formal and neformal courses), training of government officials, and public awareness

campaigns.

Cyber Surakshit Bharat Programme

Recognisinghe need to strengthen the cyber security ecosystem in India, and in alignment with
the Honorable Prime Minister's vision for a 'Digital India,’ the Ministry of Electronics and
Information Technology (Meity), launched the Cyber Surakshit Bharat initiatiassociation

with National eGovernance Division (NeGO) and industry partners. The purpose of the program

is to spread awareness, build capacity as well as enable government departments on steps that need

to be taken to create a resilient IT set up.

National Critical Information Infrastructure Protection Centre (NCIIPC)

The National Critical Information Infrastructure Protection Centre (NCIIPC) is a government of
India entity that was established under Sec 70A of the Information Technology Act, 2000 (as
amended 2008). In terms of Critical Information Infrastructure Protection, it has been designated
as the National Nodal Agency. The goal is to provide a safe, secure, and reliable information

infrastructure for the nation's critical sectors.

Ministry of Home Affairs (MHA)
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Cyber And Information Security (C&Is) Division
The division is responsible for Cyber Security, Cyber Crime, the National Information Security

Policy and Guidelines (NISPG), and the implementation of NISPG, NATGRID, and other related

isues.

Indian Cyber Crime Coordination Center

The government recently launched the Indian Cyber Crime Coordination Centre (14C). In addition,
the National Cyber Crime Reporting Portal has been launched across India. In October 2018, the
plan toestablish 14C was authorized, to deal with all sorts of cybercrime in a comprehensive and

coordinated manner.

@CyberDost

The Ministry of Home Affairs started the @CyberDost Twitter handle in 2018 intending to raise
awareness about cybercrime and the semgy safeguards to be taken. All the citizens and
government officials must follow this Twitter handle to be greatly benefited. This will improve

their basic understanding of cybercrime and the actions that should be taken to avoid it.

Cybercrime Preventon Against Women And Children (CCPWC) Scheme
Under the scheme:

0 States/UTs have been given an INR 87.12 crore grant to set up Cyber Forensic Training

Labs and hire Jr Cyber Forensic Consultants to run the labs in their respective states.

o] States/UTs have been given INR 6 crore in funding to train 40500 police, prosecutors, and
judicial officers by 313-2020.

0 For tweets about cybercrime awareness, the Twitter handle "CyberDost" was created.

0 Proposals have been received for the establishwfeat Cyber Crime Prevention and

Control Centre of Excellence for R&D.

v

0 NEPA offered a fiveday course on "Cybercrime Investigation” for twetiiyee police

personnel from Meghalaya from April 2 to 6, 2018.

State Cyber Cells
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The Delhi Police's CyPAD (Cybé&rrevention & Awareness Detection) unit is part of the Special

Cell. The Delhi Police's Cyber Crime Cell is a specialized division that investigates all complex
and sensitive cyber incidents, particularly those involving women and children as victims. The
Cyber Crime Cell has a Cyber Lab with cyber forensic capabilities such as data extraction from

hard drives and mobile phones, imaging and hash value calculation, forensic servers, and portable
forensic tools for the egite examination.
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CHAPTER 6

Glimpses into the Legal Framework for Cyber Security and Privacy in India

IT ACT 2000/ ITAA 2008

New types of cybercrime have emerged as a result of the rapid growth in the usage of computer
systems and internet users, for which @entral Government has made frequent amendments.
The following are some key provisions to consider:

Relevant IT Act Sections:

0 Section 43 Penalty and Compensation for damage to a computer, computer system, etc.

O«

Section 65 Tampering with Computer Source Documents

O«

Section 66A Punishment for sending offensive messages through communication service

Relevant CaseBomb Hoax mail:

In 2009, a 15/earold Bangalore teenager was arrested by the cybercrime investigaell

(CCIC) of the city crime branch for allegedly sending a hoax email to a private news channel. In

the email, he claimed to have planted five bombs in Mumbai, challenging the police to find them
before it was too late. At around 1 p.m. on May 286tl,news channel received an email that read:

Al have planted five bombs in Mumbai; you ha\
alerted immediately, traced the Internet Protocol (IP) address to Vijay Nagar in Bangalore.

The Internet service prader for the account was BSNL, said officials.

0 Sectioni 66F Cyber Terrorism:

0 Section 66Q Punishment for identity theft

0 Section 660 Punishment for cheating by impersonation using computer resources

0 Section 67 Punishment for publishing eransmitting obscene material in electronic form

Relevant Case:
This case is about posting obscene, defamatory, and annoying messages about a divorced woman
in the Yahoo message group. Emails were forwarded to the victim for information by the accused

through a false-enail account opened by him in the name of theimicThese postings resulted
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in annoying phone calls to the | ady. Based on
Investigations revealed that he was a known family friend of the victim and was interested in
marrying her. She was married too#imer person, but that marriage ended in divorce and the
accused started contacting her once again. On her reluctance to marry him he started harassing her
through the internet.

Verdict: The accused was found guilty of offenses under sections 469, 508nP€7 of IT Act

2000. He is convicted and sentenced for the offense as follows: As per 469 of IPC, he must undergo
rigorous imprisonment for 2 years and must pay a fine of Rs.588/per 509 of IPC, he is to
undergo lyear simple imprisonment and toypRs 500/. As per Section 67 of IT Act 2000, he

must undergo for 2 years and to pay a fine of Rs.4080/sentences were to run concurrently.

The accused paid the fine amount, and he was lodged at Central Prison, Chennai. This is considered
the first @ase convicted under section 67 of the Information Technology Act 2000 in India.

o] Section 66H Punishment for violation of privacy

Relevant Cases:

Jawaharlal Nehru University MMS scanddh a severe shock to the prestigious and renowned
institute, Jawadwrlal Nehru University, a pornographic MMS clip was made on the campus and
transmitted outside the university. Some media reports claimed that the two accused students
initially tried to extort money from the girl in the video but when they failed theritsilput the

video out on cell phones, on the internet, and even sold it as a CD in the blue film market.

0 Section 69 Powers to issue directions for interception or monitoring or decryption of

any information through any computer resource

Indian Penal Code (IPC), 1860

The Indian Penal Code codifies criminal offenses and guides cybercrime as well. The acts covered
by the Information Technology Act of 2000 are based on the offenses codified under the Indian
Penal Code (IPC), 1860, which are relatedomputer and internet use. To make the punishment
severe for the offender, Legal Enforcement Agencies use parts of the Indian Penal Code (IPC)

from 1860 as well as the Information Technology Act of 2000.
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National Cyber Security Policy, 2013

The purpase of this policy document is to ensure secure cyberspace for citizens, businesses, and
the government. As per Cyber security guidelines (ISO/IEC 220621 2 ) 060Cyberspac
complex environment consisting of interactions between people, software, dodssupported

by the worldwide distribution of information and communication technology (ICT) devices and

networks.

With the growth of the IT sector in the country, ambitious plans for rapid social transformation
and inclusive growth, and the promineate of India in the IT global market, a national policy

was much needed for creating a secure computing environment for building adequate trust and
confidence in information flow, public service delivery and electronic transactions occurring via

cyberspae.

The National Cyber Security Policy was formulated by the Ministry of Electronics and Information
Technology (MeitY), Government of India in 2013. The policy is aimed at building secure and

resilient cyberspace for citizens, businesses, and govermment

It also enables the individual sectors and organizations in designing appropriate cyber security
policies to suit their needs. The mission of the policy is to protect information and information
infrastructure in cyberspace, build capabilities to prevand respond to cyber threats, reduce
vulnerabilities and minimize damage from cyber incidents through a combination of institutional

structures, people, processes, technology, and cooperation.

CHAPTER 7

What To Do If A Victim Of A CyberCrime

How and Where To Lodge a Cyber Crime Complaint
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0 Open the websitehttps://cybercrime.gov.in/

Step 1- After opening the website, the person will see a prompt osdiezn. One can notice,
next to the home button tab, there are two other optidReport Women/ChilRelated Crime
and Report Other Cyber Crime.

Step 2- If a woman or a child is a victim of cybercrime, then click this button. Upon clicking, the
person wll find an option of Report anonymously and report & track. If one wants to hide the
identity, then the anonymous option can be chosen, else the report and track button should be

pressed.

Step 3: In the next window, users have to pfeBge a complaintand | Accept button to move
forward. One must read the conditions and accept. The portal tdésase contact local police
in case of an emergency or for reporting crimes other than cybercrimes. The national police

helpline number is 112. The natiomamen helpline number is 181.

l Filing a Complaint on National Cyber Crime Reporting Portal l‘

This portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal caters to complaints
pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported on this portal are dealt by law
enforcement agencies/ police based on the information available in the complaints. It is imperative to provide correct and accurate details while filing
complaint for prompt action.

Please contact local police in case of an emergency or for reporting crimes other than cyber crimes. National police helpline number is 100. National women
helpline number is 181.

L e
Y ‘O}@? certmegy  indiagovin [

Step 4: Here, the user creates a user id and registers the mobile number on which they will receive
OTP, and fill in the name and state columns. After successfully logging in to the page, one can
easily choose theespective area and register a complaint. Fill in the relevant details about the

offense.
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https://cybercrime.gov.in/

HOME REPORT WOMENCHILD RELATED CRIME REPORT OTHER CYBER CRIME

Report Anonymously

Complaint & Incident Details S

Category of complaint - * —Selec—

Complaint / Incident Details

3 Kunly 18 in he belkow form

wth dotafs of the come

Approwmate date & time of
Incidentireceiving/viewing of content
Reason for delay In reporting :

State /UTs : *

District :*

Police Station
Whare did the incident occur? -*

Please provide any additona
nformation atout the incident.*

Maximum of 1500 characters - 1500

CYBER VOLUNTEERS wew

» BEY (HH v DR MM v | A v

characters jeft

RESOURCES -~ CONTACTUS HELPLINE

Foll mi |

appropriate category and saategory.

oOw si ar steps

Tracking the complaint

a complaint wunde

Once the person has registered the complaint on the website, they will receive a unique number

for reference. Further communication regarding the investigations will be done via a unique

number generated. The number can also be used to track the statusarhhaint.

Registering complaint via an email

One can also send a mail to complamvcd@gov.in, a hotline created by the Ministry of Women

and Child development to report online bullying and abuse.

There is also a facility for getting the investigatidone without getting identity disclosed. There

are Cyber Nodal Officers designated in almost every corner of the country.

A complaint can be registered by emailing security officers on their respective email id. Full List

here:https://cybercrime.gov.in/Webform/Crime_NodalGrivanceList.aspx
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A PDF file with the list of email id and contact numbers of the nodal officers is available in the

Contact Us section on tloybercrime.gov.irwebsite.

Helpline numbers and Portals

Helpline number for reportig cybercrime1930

Portal to lodge a complaint: cybercrime.gov.in

HOME REPORT WOMENTHAD RELATED CRIME - REPORT OTHER CYBER CRIME CYBER VOLUNTEERS RESOURCES CONTACT US HELPLINE

\ Helpline Number - 155260
(Delhi, Rajasthan, Uttarakhand, Chhattisgarh,Uttar Pradesh ,Assam & Tamil Nadu) © 24*7
For Rest of the States/UTs ©(10:00 AM To 6:00 PM)

v %‘g certm<P india.gov.in @

Towswds o wow doe NePcn

Feedback FAQ | ComtactUs = Websile Policies | Disclasmer

VWhEsin Conant Mundaged Dy Minslry of Home Altars, Govt of i Best viowed @ Mo28a Freles, Googh Creoea

National Cyber Crime Reporting Portal
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Emv OF I@—

&5 HOME AFFAIRS National Cyber Crime Reporting Portal T

i b o Cosrnatin Cost

HOME REPORT WOMEN/CHILD RELATED CRIME v REPORT OTHER CYBER CRIME CYBER VOLUNTEERS v RESOURCES + CONTACT US HELPLINE

| Filing a Complaint on National Cyber Crime Reporting Portal '

This portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal caters to complaints
pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported on this portal are dealt by law
enforcement agencies/ police based on the information available in the complaints. It is imperative to provide correct and accurate details while filing
complaint for prompt action.

Please contact local police in case of an emergency or for reporting crimes other than cyber crimes. National police helpline number is 100. National women
helpline number is 181.

aD
@ Y
Learn about cyber crime File a complaint »

o] It is a citizencentric initiative that was launched in 2019 that allows citizens to report
cybercrime online.

o] The portal focuses ocrimes against women and children, including child pornography,
child sex abuse material, and online content related to rapes/gang rapes, among other things.

0 It also focuses on financial crimes and crimes involving social media, such as stalking and
cyberhullying.

0 It will strengthen law enforcement agencies' capacity to investigate cases after they have
been completed successfully by improving coordination between law enforcement agencies from
different states, districts, and police stations.

0 In the casedf an emergency or to report crimes other than cybercrime, contact the local

police department. The number for the national police helpline is 100.
Helplines and Portals (Women and Children)
A Women

0 Helpline number: 1091, 181

0 Portal to lodge complairby National Commission for Women: ncw.nic.in
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A Children
O Helpline number: 1098

0 Helpline number by DCPCR (Delhi Commission for Protection of Child Rights) : +91
9311551393

Reporting International Fraud Calls:
DoT Tollfree: 1800110420/ 1963
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CHAPTER 8

Strengthening Students

Career Opportunities

Secure Application
CASB Federated Identity Data Protection Network Design Development Boseline Configuret
Gloud Secerity Secure System Bulld
Security Architecture
H’lylkll Security
Access Control
D o
Identity Management Security Engineering @ m
o ) e c«m DER =
Privileged Access Identity & Access J F,

1 ¥ (Rhu Asmumom) (Pomlim ...g) b8

Industry Specific
DR Cyb rity Domai (nluenm) (mhbox)
Detection Protection : =
Recovery \ ‘ederal
Governance Laws and Regulations
State
BCP Prevention
Security Operation 1 == =
(vt B

= T (rions) S —

g Reports and Scorecards
Vulnerability Data Leakage User Education “ Company's Written Supervisory Pr?e.dum (WSPs)

soc Management

Incident Response @" ,-"Y Policy -
L ¥ P \ Guideline
=) [CT=0Y)

Awareness (reinforcoment)

Breach Notification Training (new skills)
Standard

Containment Investigation

Eradication Forensics

Job Profiles

0 Cybercrime Investigator

o] Intelligence Analyst

o] Consultant

0 Cyber Forensics Expert

0 IT Security Risk and Compliance Analyst
0 Cyber Security Researchers

0 Technology Analyst

o] Cyber Security Instructor

Universities

Bachel orsdé Programmes
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B.E in cyber security (SRM Valliammai Engineering College, Kancheepuram)
B.Tech. in Computer Science and Engineering (Cyber security) (HITAM Hyderabad)
B.Sc. in cybesecurity (K.R. Mangalam University (Gurgaon), NIMAS (Kolkata))
B.Tech CSENetworking and cyber security (Sharda University, Greater Noida)

O« O¢ O¢ O«

astersd Programmes

M.Sc. in Cyber Security/M.Tech in cyber security (Calicut University)

M.Sc. in Advanced Networkpg and Cyber Security (Brainware University)

M.Sc. in Information and Cyber Security (NSHM Knowledge Campus(Kolkata), Amity
University (Jaipur), Webel Fujisoft Vara Centre of Excellence (Kolkata), Marwadi University
(Rajkot))

0 M.Sc. in AdvancedNetworking and Cyber Security (Swami Vivekananda University
(SVU), Kolkata)

o] M.Tech CSENetworking and cyber security (Sharda University, Greater Noida)

o] M.Tech CSE Cyber Forensics and Information Security (ERDC Institute of Technology,
Thiruvananthapuram)

O« O¢ O« Z

Diploma Programmes

o] PG Diploma in Information Security and Cloud Computaagtificate in information
security (NIELIT Delhi)

o] Diploma in Cyber Security (HITS Chennai)

Certifications and Other

The CCISO certificate is the highest achievenwdfdred to chief information security officers.
OSCP (Offensive Security Certified Professional), SANS Technology Institute, ISFCE
(International Society of Forensic Computer Examiners), IACIS (The International Association of
Computer Investigative Spetigts), GIAC (Global Information Assurance Certification), CISSP
(Certified Information Systems Security Professional), and (ISC)2 (International Information
Systems Security Certification) are among the organization unauthorized that provide training and
certifications.

MOOC (NCTC)

0 Common Cyber Crime Course

0 Cybercrime Awareness for Police Officers
0 Cybercrime Investigation: Case Studies

o] Cybercrime Investigation: Hands Approach
0 Fingerprint Course

0 Judiciary / Prosecution Track

0 Investigation Track

CHAPTER 9
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Strengthening Educational Setups

Tool Kits Available

CCMP

For combating cyber attacks, the government has develo@gtex Crisis Management Plan
(CCMP), which will be implemented by all Central Government Ministries/Departments, State
Govanments and their entities, and critical sectors.

Other related sources available

o] Child Victims of Cyber Crime Legal Toolkit
https://ncpcr.gov.in/showfile.php?lang=1&level=1&&sublinkid=1298&Iid=1519

w

o] ITU Toolkit for Cyber Crime Legislation

https://www.combattingcybercrime.org/files/virtddrary/assessmettbol/itu-toolkit-for-

cybercrimeleqgislation%28draft%29.pdf

Suggested Cyber Policyzuidelines for HEIs

Policies that clearly define what should be done and what should not be done while executing
specific tasks can help minimize the risk of cyber threats. Various federal rules require IHEs to
guarantee the privacy, security, atwohfidentiality of personally identifiable information (PII)
and/or information security. These include the following:

0 The Family Educational Rights and Privacy Act (FERPA) prohibits educational institutions
from revealing student PIl or education infotroa without written consent.

o] The Federal Information Security Modernization Act of 2014 (FISMA 2014) mandates the
security of federal data.

0 The GrammlLeachBliley Act (GLBA) requires financial institutions, including colleges

and universities, to protectistomer personal information (Pll).
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0 The Health Insurance Portability and Accountability Act (HIPAA) requires institutions to
secure health records and other identifiable health information by implementing privacy
safeguards and prohibitingnauthorized uses and disclosures.

0 Higher Education Act (HEA) requires IHEs with Title IV programs to have information
security policies, controls, monitoring, and management procedures.

0 Enroliment Agreement with the Student Aid Internet Gateway (SAIG)ires| IHES with

Title IV programs to preserve all Federal Student Aid applicant information.

When developing cybersecurity plans, policies, and procedures for use by staff (IT, emergency
management, academic, research, administrative, and other), stuehtgsitors, IHES must
keep these Federal regulations in mind, as well as state and local laws related to managing

information security in the academic setting.

NISPG Guidelines by MHA

The Ministry of Home Affairs (MHA) has been given the task of dowting and managing public
and private sector information security activities. It developed a National Information Security
Policy and Guidelines (NISPG), established information handling processes, and provided security

guidelines for classified infornian assets.

The policy proposes that each government organization establish a security division responsible
for planning, implementing, and overseeing all activities related to information security in a
comprehensive and focused manner. The securitgidiviwill be responsible for risk analysis
based on threat and risk assessments emerging from technology adoption.

Eight domains are critical for implementing a good information security program as they handle
the specifics that have been crucial to iexfprmance. Each domain's contribution to the

information security program's success is linked with the maturity and success of the other
domains. As a result, they work together to establish a foundation for a strong information security

program. These doains are:
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Network and Infrastructure security

Identity, access, and privilege management
Physical security

Application security

Data security

Personnel security

Threat and vulnerability management

Security and incident management
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CHAPTER 10

Strengthening Teachers & IT Teams of HEIs

Some Existing Training Initiatives - CISO training

The Certified CISO (CCISO) program is a unique training module in terms of providing training
and certification for information securigxecutives at the highest levels. The CCISO focuses on

the application of information security management principles from an executive management
perspective, rather than on technical competence. For present and aspiring CISOs, the program
was created byiting CISOs. The Chief Information Security Officer Certification Training covers
policy development, project management, audit management, executive strategy, contract

management, and financial competence.

Design Reference Samples:

'52% Guidelines for Social networking w

4 Don't give or post any personal information

& Never give out your password to anyone other
than your parent or guardian

@ When you are choosing a Social Networking
site, privacy issues should be considered

é Only add people as friends to your site if you
know them in real life

@ Delete any unwanted messages inappropriate
comments and immediately report those
comments to the networking site
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Hide personal information gmc

Meena updates her information in social
networking website.

Hi Meena, You have successfully updated your
information in your account.

O Mat! You know.. Tara is a new girl who came!
to our class stood first in the class and now|
\ the teachers adore her like a princess

Remember! It is not only an ethic but also a)

criminal offence as per IT act 2000

Do you know that you have to
keep your personal details like

photos, interests very private... Strangers may use your

profile and misuse your
information without your
knowledge...

It will be visible to everyone. Some strangers
may also save your photo and your details...

The stranger may morph
the photo and later shares it
in public...

Did you understand why it is
important to hide your personal
information?

Always take advantage of the
B il iermoenon privacy settings available in
oL cial Networking Websites

Information right now..

Oh! stop talking nonsense, those who)
|are good are always be loved and cared.|

|You study hard and secure more than|
her, but not this way. | didn't expect this
|from you. Do you know what were you|
doing? This is called Cyber bullying.

(Moreover It may cause harm to her |
(entire family..

You may also be a victim for such

cases..Whenever you face such

situations..Please discuss about it
| with your family

you will apologise and assure her that sud
things will not happen again

fYes Wewill__)

(Okay! Now lets go to Tara's house..both of |

h

)

You are

ugly
Nobody likes
you

\, Gossips |

N J
A~

Cyberbullying is the harming or harassing via computer, mobiles and other
information technology devices

What is “Cyberstalking”?
SERTR SR
(o1 Jieusanss

N~ Key factors of

\e—

Cyber stalking are:
~~ ;
[4) (oo
TES Olés
™ s | e

Cyberstalking is same as cyberbullying but it is between the ages 12 to 24
years

If someone bullies you
Do not respond
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LINE GAMING SAFETY 35
 CHILDREN s

Online gaming is a fun and a social way to spend

time, encouraging teamwork and developing

skills. Children see the online gaming world as a
al playground.

* Never accept downloads from strangers. This

includes cheat programs that may claim to help

you perform better in the game, but really
could be carrying malware.

Children can log online, put a headset, turn on a
webcam and talk to and play with any of the
millions gamers around the world.

* Do not meet a stranger from your gaming world
in person. People are not always who they say
theyare.

* Don't spend more time for playing online games,
have a time limit.

Keep your devices up-to-date to protect

* Do not respond if any stranger is making you
them from malware and other threats.

uncomfortable while playing.

v Keep a strong password should be at least 12
characters long with alpha numeric
specialcharacters think about strong and are
easy to remember passwords which are hard
to guess.

* Do not send out materials to fellow gamers that
contains personal informationand/or data

oonT By
searS? x Never Do Voice or Video Chat while playing
online games, they may be recorded by

Never reveal your real name strangers and can be used to threatenyou later

gender, age,
information.

location,
or any other personal

v Play age appropriate, knowledgeable and
educational games for fun and entertainment
ly. 7 3
il Online games allow people to play against others who they may or may not
know. While this has added a social dimension to playing video games, it
also adds an element of risk.

Beware of predators and cyber threats while
plavina

v Assess and take advice from your elders

before you start playing. Children should understand the risks and know how to handle certain
situations

Know the risks about online games and practice it

good judgment and take advice from,

parents/elders.

Page 2 of 2

For more details | queries on Cyber Security visit or call us to our Toll free number

= T
infoSec(1800 425 6235 mm:mm.km

awareness.in|

Internet Ethics for everyone
Internet ethics means acceptable behaviour for using internet. We should be honest, respect the
rights and property of others on the internet.

Acceptance
One has to accept that Internet
is not a value free-zone .It means
World Wide Web is a place where
values are considered in the
broadest sense so we must take
care while shaping content and
services and we should
recognize that internet is not
apart from universal society but
it is a primary component of it.

Sensitivity to National and
Local cultures
It belongs to all and there is no
barrier of national and local
cultures. It cannot be subject to
one set of values like the local
TV channel or the local
newspaper we have to
accommodate multiplicity
of usage.

While using e-Mail and chatting
Internet must be used for
communication with family and
friends. Avoid chatting with
strangers and forwarding e-
mails from unknown people
/strangers. We must be aware of
risks involved in chatting and
forwarding e-mails to strangers.

Pretending to be someone else
We must not use internet to fool
others by pretending to be
someone else. Hiding our own
identity to fool others in the
Internet world is a crime and
may also be a risk to others.

Avoid Bad language
We must not use rude or bad
language while using e-Mail,
chatting, blogging and social
networking; we need to respect
eir views and should not
criticize anyone on the internet.

Hide personal information
We should not give personal
details like home address, phone
numbers, interests, passwords.
No photographs should be sent
to strangers because it might be
misused and shared with others
without their knowledge.

Never use
computer
to harm
other people

Never use
computers
to steal
other's
information

Never
respond to
unknown
persons in
Internet

Respect the
privacy of others,
just as you
expect the same
from them

Do not peep
around
into other 's
computer
files

l\‘

Passwords
are like socks.
Change
regularly

Never use
other's computer
resources without
authorization

Never modify
other’s
information
such as
password/
documents etc.,

Always read
“Terms &
Conditions”
before
confirming
anything
over Internet

9

Secure your
Internet
Connectivity
with strong
password

Never share
personal
information to
anyone on
Internet

e
jr=r

Be polite and
kind during
our
chat sessions
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A Minute on the Internet in 2021

Estimated amount of data created

on the internet in one minute
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National Cyber Security
Awareness Month
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change your passwords
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PASSWORD
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Never disclose net
banking password, One
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Time Password (OTP), , «

ATM or phone banking
PIN, CVV number etc




National Cyber Security
Awareness Month

Avoid using same password
for multiple devices ’
or accounts

'www.cybercrime.gov.in

o 155260 Q CyberDost

Cyber Dost on the occasion of 6th Anniversary
of Digital India Initiative appeals all citizens to
follow following tips to keep digital data private,
safe and secure
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"\ MINISTRY OF
> HOME AFFAIRS

InSan Cyter Crume Coordnation Conter

1, Avoid making your
personal information
public on social media
sites and internet in
general.

Tips for internet safety

2. Enable privacy
safeguards and
settings on browsers
and major websites
such as Facebook,
Instagram, Whatsapp
etc.

3. Keep your
Antivirus Program
up-to- date.

4, Always choose
strong passwords
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