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Regional Application Security & Audit Division, Lucknow Organizes
Training Program on Application Security for Developers

Under the directions of the State Informatics Officer (SIO), UP, the Regional Application
Security & Audit Division, Lucknow and Training Division, NIC UP successfully organized
a comprehensive Training Program on Application Security for outsourced developers on
18th February 2026 from 10:00 AM to 2:00 PM. The program witnessed enthusiastic
participation from 95 developers from various groups.

The session was commenced by Shri Ajai Gopal Bhartariya, DDG and ASIO (State), who
motivated the participants with his insightful address. He emphasized the critical
importance of proactive security measures in application development and highlighted
the evolving threat landscape in digital governance systems.
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Coordinating the entire session, Shri Shailesh Kumar Srivastava, Senior Director (IT) and
HoD, elaborated on the need to integrate security into development processes and
effectively emphasized the importance of secure coding in ensuring the long-term
protection of citizen data and government platforms.

The technical sessions were conducted by the members of Regional Application Security
& Audit Division, Lucknow, in the following sequence:

e An introductory session was delivered by Shri Vinay Dikshit, Director (IT) and
Officer-In-Charge, Regional Application Security & Audit Division, Lucknow, who
provided a brief overview of the dimensions of application security, outlining its
technical, operational, and governance implications. He set the context by
discussing real-world impacts of security vulnerabilities and the necessity of
structured security practices.

e Secure SDLC, Secure Coding Best Practices, and OWASP Top 10 (Web) were
presented by Shri Rohit Kumar Sharma, Joint Director (IT). The session
emphasized integrating security across the Software Development Life Cycle and
highlighted practical coding safeguards aligned with OWASP standards.

e Session Management and Secure Authentication was delivered by Shri Ravikar
Srivastava, Joint Director (IT). The session focused on secure authentication
mechanisms, robust session handling, and mitigation of common authentication-
related vulnerabilities.

e The session on Mobile and API Security was delivered by Miss Aparna Khare, Joint
Director (IT). The session provided in-depth insights into OWASP Mobile and API
security risks, real-world exploitation scenarios, common developer mistakes, and
effective preventive controls to secure mobile applications and backend APIs.

The training program aimed to strengthen the security posture of applications developed
and maintained by outsourced teams. Participants actively engaged in discussions and
scenario-based analysis, enhancing their understanding of modern application threats
and mitigation strategies.

The training concluded with a closing address by Shri Shailesh Kumar Srivastava, Senior
Director (IT) and HoD, emphasizing the importance of continuous security awareness and
secure development practices.
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