Uh HeH HolTdl DI 3R
AR IR 3T

IRIER 3URTY & YhR T4 999 P U




r S T T
501 SN
(5 “"J‘i STALING
/r/—-\h! . HOSNS
N 2 oom ; 101 A IDENTITY

- TERRORISM™**Siice
“CHILD
USE

™ HACKING

" g INFORMATION MAL

E o
E B g USING cmesons

CONTENT




Congratulations!! You've been invited to try Whatsapp Calling!
Invite Your 10 Active Whatsapp Friends to Activate Whatsapp Calling
= As soon as you click on "Invite Now”, vour whatsapp will open and you can send invitation to any of vour friends
= You'll have to mvite minimmem 10 active fricnds once by onc

= You can click on "Continue” after inviting 10 friends to activate voice caling on Whatsapp

€9 whatsApp

Your subscription is ending soon
Please update your payment information now
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Top 5 E-Commerce Websites in India ONLINE RETAIL SPENDING -
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PRy 90
JABONG w — - N
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India’s e-commerce potential

Online buyers Industry size (in$ billion) ' Population
(in million)

100* 2014 l}5 3 1.4bn

2018 -
2017 69 B 17 .52 by 2020, half of

2016 Xk . 3
. _ 2020 it middle-class

*expected to cross **expected to reach

Online spending by value T Internet users

Apparel Mobile phones Cosmetics Goom N
(85%) (68%) (25%) Expected to reach by 2020

Source: Assocham-Resurgent India study, EY
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From: support@ucdavis.edu (mailto:support@ucdavis.edu) < g
Sent: Sunday, June 16, 2013 11:06 AM
To: support@ucdavis edu BP-BEPYTM
Subject: Account at Risk
Text Message
i r " . Today, 11:32 AM
Your Email account is at Risk, follow the link below and sign on to resolve this
¢ITor, hold your mouse over the link to see where the link
Is actually directing you - you should see the Your K.Y.C has beer! updated
- linkiredirect address/ successfully, you will get 1205
; p:/ feommercialcleaning.kiwi.nzjimage/ cashback in your waIIet, To get
Failure 0 do 5o would lead gy gy e cashback click here Link
N http://8629a7f1.ngrok.io

Ucdavis Support suspicious link address
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How To Prevent

SIM Swap Fraud Attack




1. The fraudster steals the | 1
' bank customer’'s credentials | 1Y/ /J
and mobile number \ ! :

- — —

2. The fraudster manipulates
the mobile operator to perform
s | M - s WA p 8 SIM swap on the customer’s
F n A u D mobile number

8. The OTP arrives on the s S\
fraudster’s mobile device / \
and is used to access the £3 4. The bank sends an i
customer’s account SMS OTP to the customer’s | 3. The fraudster uses the
mobile number \ customer’s credentials
N 1o initiste a login to their

online banking account
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