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Implementation of DigiLocker in the State of I-I:au'yana.;E
R/Sir/Madam

2.
< \] for the citizens,

Governme
thus enabl
acceptable electronic form,

nt of Haryana is also targeting paperless, cashless and fac
ing ci

eless governance
tizens to produce requisite documents anytime, an

ywhere in legally

3. DigiLocker is 2 platform to access the
authority and verify th i

Departments/ Organizati

1ssued by Revenue department, licenses/ permits issued by various dep
Cards etc.) directly into citizen’s DigiLocker account. Similarly, d
"Requester Organisation’ and integrate their online application with Dig
to fetch supporting document

s required for various online applications (eg. application for certificates,
licences, jobs, subsidies, pensions, scholarships, admission in schools/colleges etc.) of respective
departments, directly from their DigiLocker.

4.  Government of India vide notification no. G.S.R
Information Technology (Preservation and Retention of Inform

Digital Locker Facilities) Rules, 2016 for preservation and retenti
(such as Government dep

711 (E) dated 21.07.2016, framed
ation by Intermediaries providing
on of information by intermediaries

, “Digital Locker”, “Digital
defined under clause (£, (g), (h) and (m) respectively of sub-
Subsequently an amendment to these Rules was issued vide n
08.02.2017 (copy enclosed). As per Rule 9A of the amended R
08.02.2017);

October 2016. The terms
“Digital Locker System” have been
rule (1) of rule (2) of these Rules.
otification no. G.S.R 111 (E) dated
ules (amended vide notification dated

Locker Authority”, and

()
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Digital Locker System by an issuer and subsequently accessad of sccepted by a requester through
the URL it shall be deemed 1o have been shared bY the issuer directly in electronic form-

3. Futhernitis observed that despite creditable imp}em:arion of e-governance projects
and reseation of dats in digital form, the departments largely rely on physical copies of certificates and
documents for delivery of senvices and benafits to cidzens. Availshility, sccessibility and verification
of Gocuments in digital form would be 3 rransformative step in service delivery. In view of above.
Government of Haryana intends © implement Digilocker platform in all Government departmenis.
boands. corporations, sutopomous  bodies, academic institutions and universities in the State of
Haryama, and to give pace to the implementation of DigiLocker in Haryana. Government of Haryana

orders following:

) When such certificate or document mentiocnsd I

certificates of the citizens in Digital Locker by the

i For providing documents / !
Government departments, boards, Ccorporations, 3ulonOmOus bodies, academuc
pal orders/ consent from

institutions and universities mn the State of Haryana. individ
any other authonty is not required.
i, All deparuments and ageacies, in the State, as stated above, shall register themselves
as sn “ssuer”/ “requester’ organisation (as defined under clause (p) and (5)
respectively of sub-rule (1) of rule (2) of the Rules) on Digilocker platform
mandatorily according to their requirements and take pecessary actions to integrate
their web/mobile applications with DigiLocker platform for jssuance’ requisition of
documents certificates.  Also, departments/agencies shall take necessary steps 1o
digitize legacy data of the documents/ certificates available in the physical form, to
make it availsble on DigiLocker platform. Departments and agencies shall ensure that
all documnents’ certificates issued in past and to be issued in future, are to be made
available on DigiLocker platform to the citizens.
Documents Certificates made available on DigiLocker platform by issuing
autonomous bodies, academic

Government departments, boards. corporations,

institutions and universities in the State of Haryana etc. shall be treated at par with
physical copies that are accepted now. Service rendering departments, inviting online
applications from citizens shall accept such documents issued in Digital Locker of the
citizen as valid, as specified in the Gol notifications mentioned vide reference para 4

above.
6. Department of Information Technology, Electronics and Communication, Haryana
(DITECH) will be the nodal agency for implementing Digilocker in the State. DITECH will

handhold and provide all necessary support (0 the departments/agencies at all stages from registration
‘agencies with the assistance of National eGovernance

to Go-Live of Digilocker in departments/
Division (NeGD), Ministry of Electronics and Information Technology, Government of India.

3 7. For any further queries, officers from your department may reach out to Nodal
Officer of DITECH, Sh. Bhanu Pratap (Sr. Consultant, SeMT) at mobile - 9557354829 / email -

bhanu.pratap@ semt.cov.in

.

Deputy Secretary to Govt. Haryana
Monitoring & Coordination Department

E-mail Id: cs.coordination@hry.nic.in
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10 THE GAZETTE OF INDIA : EXTRAORDINARY (rarr 1t ..\'

e e e iy

y ™ her xetvives 1o
m) “Digital Locker system”, means an application based system to provide Digital Locker mnud .
Nt ! { it bt £ 0 /N o
the users with the help of authorised service providers, providing Digital Locker, tecess guleway
repositories facilities;

. "t et
n) “equivalently authenticated electronic record” means an electronic record authenticated by uny othe
means other than digital signatures as prescribed under the Digital Locker standard guidelines;

0) “Government” means the Central Government;

p) “issuer” means any State or Central department ot agency or body carporate fssuing digitally signed o
equivalently authenticated electronic records to the subscriber under Digital Locker system;

q) “License” means binding agreement between the Digital Locker authority and any Digital Locker
service provider;

r) “repository” means an electronic repository of digitally signed and, or, digitised electronic ‘reconds,

maintained by any Digital Locker service provider or an issuer for the purpose of accessing such records nnd
delivering them to the users;

s) ‘“requester” means any State or Central department or agency or body corpornte requosting uccess (o
subscriber’s digitally signed or cquivalenly authenticated electronic records preserved and retained in the
repository created and managed under Digital Locker system;

U “subscriber” means subscriber to a Digital Locker under the Digital Locker sysiem;

u) “Uniform Resource ldentifier (URI)", means unique reference to a document stored in n Digital Locker
repository; '

V) ‘“user” means a subscriber, issuer or requester of the Digital Locker system,

(2) Words and expressions used and not defined in these rules but defined in the Act and various rules mnde
thereunder shall have the same meanings assigned to them in the Act and the said rules respectively,

" 3. Appointment of Digital Locker Authority,— (1) The Government shall appoint the Digital Locker authority

10 establish, administer, and manage Digital Locker system to preserve and retain information for efficient delivery of
services to the users through Digital Locker system.

(2) The Digital Locker authority shall discharge its functions as notified under these rules subject to the general
control and directions of the DeitY.

-.7(3) The Digital Locker authority shall authorise the Digital Locker service provider to provide Digital Locker,
access gateway and, or, repository facility electrenically, in accordance with these rules.

4. Digital Locker System.— (1) For the purpose of providing preservation and retention of machine readable,
printable, shareable, verifiable and secure State or Central department or agency or body corporate issued electronic

records, the Government and other service providers to provide a Digital Locker system of limited electronic storage Lo
all users.

(2) The Government through Digital Locker authority and in accordance with the technical standards as laid down
by the DeitY from time to time shall provide for the administration of Digital Locker system.

(3) Subject to sub-rule (1), the Digital Locker system shall act as web and mobile based portal for State or
Central department or agency or body corporate issued electronic records maintained in a prescribed format,

5. Operation of Digital Locker System.— (1) Any individual who is resident of India shall be able
gain access to Digital Locker portal after submitting duly prescribed application
service provider.

to open and
form to the authorised Digital Locker
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ces of the licensed or empanelled Digital

(2) Subject to the sub-rule (1), any individual may obtain fhe servi it Well o ol

Locker service providers for the purpose of accessing locker, gateways and repository
based Digital Locker Portal.
access gateway for issuers to issue and

s G : t jtones and .
(3) Digital Locker Portal shall provide (Beces 0 records respectively in a uniform way 1n

requesters to access digitally signed or equivalently authenticated electronic

real-time.

(4) Digital Locker Directory shall provide following details, namely:—

(2) Registration facility for issuers, requesters, locker providers, repository providers and gateway

providers: i
(b) issuer (name, ID, registration date, contact details), Requester ID ((fm.n?e. ID, reg1su'anonq date: coguicl
details), Gateway 1D (name, 1D, registration date, contact details) and repositories (name, 1D, registration Gafc,

contact details);

(¢) standards, application forms, and other particulars;

(d) elecwonic workflow to request, approve, and publi
repositories, as the case may be; and

() any other information as prescribed by the Government.

sh new [D for mew issuers, galeways and

th all functions of Digital Locker system as well as

6. Location of the Facilities.— The infrastructure associated wi S
s of Digital Locker system shall be installed at any

maintenance of directories containing information about the statu
location within India
7. The manner in which Digital Locker system be used by Subscriber.— A Digital Locker shall be used by the
subscriber to,—
(2) access and register for Digital Locker on the web or mobile based Digital Locker Portal;

(b) upload documents, or as the case may be, digitally sign, the uploaded documents in the Digital Locker as
provided by the Digital Locker service provider,
(c) access documents from issuers using the document URI's available in the Digital Locker account.

(d) grant access to the requester to access State or Central department or agency or body corporate issued
records by providing unique document URI; and

(e) provide consent to the issuer to deposit document URI's and to the requestor to access documents;

8. The manner in which Digital Locker system be used by requester.— A Digital Locker shall be used by the
requester (0,— )

‘(a) register on the Digital Locker directory;
(b) access documents uploaded by the subscriber on the Digital Locker portal;
(¢) use authorised gateway providers to access documents stored across repositories;
{d) access subscriber’s State or Central department ar agency or body corporate issued documents based on the
URI; and
{e) take consent from subscriber to access documents available in subscriber’s Digital Locker account.

9. The manner in which Digital Locker system be used by issuer.— A Digital Locker shall be used to, —

(a) register on the Digital Locker Directory;

(b) issue new digital records in the format as prescribed by the appropriate government;

(c) plruvide older digitized records to the subscriber, which are verifiable, shareable, ac::essiblc and printable;
(d) gives consent to any other Digital Locker service provider to gain access to its documents; :

(e) choose own repository or a i i i
L repository from authorised repository service provi is i
preserve and retain issued records; e e L

() use the integration interfaces, to either—
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o push the URI's ¢
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@ push URLW Digital Locker: .

displayed 10 the subscriber, YO @%

the same can e
to the subscriber’s account,

Jocuments linked i
Av By provihing AN Y e

i) palt URL allow the subscriber o query thc-is.\m- N;{\;m‘h Sk it el 190
applicable to {ssuer organisation 1 enable issuer © provide e URI's of & X
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10. Role of Digital Locker service providers.— (1) The Digital Locker aystem shaft B8 S Y

Digital Locker service providers, namelyi—
() Digital Locker portalsy
() Repositories; and

(€) access gateways.
@) Government or the Digital Locker authority shall authorise SOPVIvE PROVIGRIS 70 S Digival Tocke PRVt
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access gateways of repositories for efficient use of Digital Locker system for the b
reqUESIeTs.

(3) Every authorised service pro

the Dinding sachonsing RS, mcldig e

vider to conform and comply with
Digiial Lovke awthonity.

standards. guidelines and specifications as laid down by the Government of 1

11. Digital Locker service provider to ensure compliance of the Act, oo Eyery Digeal Locka VRN
provider shall ensure that every person employed of otherwise engaged or associared With Fcomies, i he o W
such employment or engagement, with the provisions andons made thereande

12. Appointment of grievance officer by the Digital Locker service provider Por hspate resatrtion.— (1)
Every Digital Locker service provider shall publish on its website the name of grevane ol and By CORRCT dois Y

well as mechanism by which any users or aggrieved person who sufYers as & resak of——

of this Act, rules, repulations and

(i) access or usage of Digital Locker or Digital Locker system By any anauthorised Parsdn; o

(ii) violation of authonsing terms,

may notify their complaints against such access o Usage or Violation of HOSHSINg WIms 10 Soh FORVERN NN O

(2) The grievance officer shall redress the complaints within one month from the date ol T0CIR OF QMR
_ 13 Suspension and r_cvocation of Digital Locker account.—1) Subjact o the pravivians of sodk (), e
Digital Locker service provider which has provided a Digital Locker aocount may suspend soch Digdal Laockar sonvar

(2) on receipt of a request to that effect from -
(i) the subscriber listed in the Digital Locker account; of
(ii) any person duly authorised to act on behalf of that sabscribers

(b) if it is the opinion of Digital Locker authority that the subsorider’s DI ] soendad ¥
public interest for reasons to be included in wz'-iting‘ ERDE I e

(2) A Digital Locker account shall not be sus for 1 3 g thi
P ot e o mm‘:ndd or & portad exceading thirty days unkes ihe o ey

(3) On suspension of a Digital Lock i
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(4) Subject to sub-rule (2), the Digital Lock s .
subscriber's Digital Locker account. 5 or authonity, if not satisfied after Making SooN inguicy, Ty Rawke
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14, Control of Digital Locker account credentials.—(1) Every subscriber shall exercise reasonable care to
steps (o prevent its disclosure.

retain control of the Digital Locker account credentials and take all
he subscriber shall communicate the

(2) If the Digital Locker account credentials have been compromised, then, ¢
be specified by the regulations.

came without any delay to the Digital Locker service provider in such manner as may
Explanation.— For the removal of doubts, it is hereby declared that the subscriber shall be liable till he has
informed the Digital Locker service provider that the Di gital Locker account credentials have been compromised.

Locker service provider shall charge such fee or

15. Fees for opening Digital Locker account.— (1) The Digital
ment or Digital Locker authority.

service charges from subscribers or users, as may be notified by the Govern
(2) Subject to sub-rule (1), Digital Locker service provider shall provide an up-to-date fee schedule or scale of

service charges to all its subscribers and users.

—The Digital Locker service provider shall provide

16. Portability of Digital Locker account of subscriber.
Digital Locker account to any other Digital Locker

Digital Locker services to subscribers with the facility to port their
service provider, and shall, inter-alia,—

d data migration guidelines as notified by DeitY;

(a) observe data retention an
provided to the subscriber with minimal

(b) make reasonable efforts to ensure that the portability service is

service disruption; and
(c) refund reasonable fee back to subscriber (not e

to the subseriber).

xceeding any fee or service charges by the service provider

17. Audit.—(1) The Digital Locker service provider shall get its operations audited annually by an auditor and

such audit shall include, infer alia,—

(a) sccurity policy and planning;

(b) physical security;

(c) technology evaluation;

(d) Digital Locker service provider's services administration;

(¢) relevant Di gital Locker Practice Statement;

(f) compliance to relevant Digital Locker Practice Statement,;

(g) contracts or agreements; and

(h) policy requirements as may be required under these rules.

(2) The Digital Locker service provider shall conduct,-

(a) half yearly audit of the security policy, physical security and planning of its operation;
(b) aquarterly audit of its system and all associated interfaces, systems, tools and processes.

Lmke;(::mg:i‘f Di.g'ill'nl fLocker service provider shall submit copy of each audit report to the Government or Digital
{ y within four weeks of the completion of such audit and where irre iti

A5t : ! ; gularities are found, the Digi

service provider shall take immediate appropriate action to remove such irregularities © Digial Locker

18. Audltor's relationship with Di

N 5 . gital Locker service provider.— (1) The audi i

D]gll'ull Lo«_:kcn: service prov!der bc?ng nudited and shall not be a software ér)hard\:;?:n\?;ns: - b;':ndt_:pcndem i
providing services or supplying equipment to the snid Digital Locker service provider. CERHIERER; oribias been

(2) The nuditor and the Digital Locker service i
’ ; provider shal
other relationship, other than that of an auditor and the audited pan:l PoEYpRVIE RN ARp el KRS Tegtin
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the gh February, 2017

' G.S.R. 111(E). — In exercise of the powers conferred by sub-section (1) of section 87 of the
lnformation Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following rules to amend the

Information Technology (Preservation and Retention of Information by Intermediaries Providing Digital Locker
Facilities) Rules, 2016, namely :—
1. (1) These rules may be called the Information Technology (Preservation and Retention of Information by
Intermedieries Providing Digital Locker Facilities) Amendment Rules, 2017.
(2) They shall come into force on the date of their publication in the Official Gazette.
2. In the Information Technology (Preservation and Retention of Information by Intermediaries Providing Digital Locker
Facilities) Rules, 2016.-
(a) in the opening paragraph, for the word, brackets and letter “clause (wa)”, the word, brackets and letter “clause (x)"
shall be substituted;
(b) in rule 2, in sub-rule (1), in clause (q), for the word “License”, the word “Licence” shall be substituted,
(<) after rule 9, the following rule shall be inserfed, namely:—
“9A. Issuing certificates or documents in Digital Locker System and accepting certificates or
documents shared from Digital Locker Account at par with Physical Documents.—(1) Issuers may
start issuing and Requesters may start accepting digitally (or electronically) signed certificates or
documents shared from subscribers’ Digital Locker accounts at par with the physical documents in
accordance with the provisions of the Act and rules made thereunder.
{2) When such certificate or document mentioned in sub-rule (1) has been issued or pushed in the Digital
Locker System by an issuer and subsequently accessed or accepted by a requester through the URI, it shall
be deemed to have been shared by the issuer directly in electronic form.

Explanation— For the purpose of sub-rule (2), it is hereby clarified that if the links of the issued
certificates or documents take the requester to the single source of truth, such as issuer repositories,
automatic verification happens.”;

(d) for rule 12, the following rule shall be substituted, namely:-
“Appointment of grievance officer by the Digital Locker service provider for dispute resolution.— (1)
Every Digital Locker service provider shall publish on its website the name of grievance officer and his contact
details as well as mechanism by which any users or aggrieved person who suffers as a result of -

(a) access or usage of Digital Locker or Digital Locker system by any unauthorised person; or
(b) violation of licensing terms; or -
(c) any other complaints not covered under clauses (2) and (b) above,

may notify their complaints against such access or usage or violation of licensing terms or any other complaints
to such grievance officer.
(2) The grievance officer shall redress the complaints within one month from the date of receipt of complaint.
(3) Any aggrieved person may appeal to the Digital Locker Authority against the order of the Grievance Officer
within a period of fifteen days from the date of receipt of such order.”;
(e) in rule 17, (i) in sub-rule (2), after the words “The Digital Locker service provider shall conduct”, the words “yearly
audit of” shall be inserted,
(ii) in clause (a), the words “half yearly audit of” shall be omitted;
(iii) in clause (b), the words “a quarterly audit of” shall be omitted.
[F.No. 3(29)/2016-EG-H]
AJAY KUMAR, Addl Sccy.

Note.—The principal rules were published vide number G.S.R. 711(E), in the Gazette of India, Extraordinary, Part II,
Section 3 - Sub-section (i), dated the 21* July, 2016.
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