Assessing the Cyber Security Needs of States/UTs — One Day Sensitization workshop by
Ministry of Home Affairs, Govt. of India at Puducherry UT on 22/8/2024

In an increasingly interconnected world, the realm of cybersecurity has moved to the forefront
of concerns for both Centre and State Governments. Cybersecurity has become a critical issue
of national security, economic stability, and public safety. The Ministry of Home Affairs,
Government of India conducted a One Day Regional Sensitization Workshop and
Brainstorming session on “Assessing the Cyber security Needs of States/UTs” on 22/8/2024 at
Puducherry UT.

Special Secretary (Internal Security) Mrs. Sivagami Sundari Nanda, IPS, IPS who was also
instrumental in organizing the regional level workshops graced with the presence. The Special
Secretary (Internal Security) in the introductory session gave an insight about organizing such
workshops to address the evolving threats that confront both Central and State Governments.
As the digital landscape is also expanding dramatically, bringing with it new vulnerabilities,
there is a need for a robust Cyber security Architecture for states/UTs to holistically protect
and close security gaps, reduce risks and increase operational efficiency of the entire DPI
framework of the nation.

Other dignitaries included Dr.Sanjay Bahl, DG-CERT-In. Mr.Akhilesh Variar, Director,
NCIIPC, and Shri. Tarun Uppal, Director (Cyber security), Mr,Pavan Kumar Gupta, Dir(SPPI)
were also present during the conference. The Secretaries and Police Higher officials from
southern states also participated in the workshop. The representatives of State IT departments/
Police departments also attended the program.

The Cyber and Information Security Group, NIC, Delhi gave a presentation of the performance
appraisal of the southern states with respect to cyber and information security posture.
Representatives of CoE, Application security, SIOs and teams from Tamil Nadu, Karnataka,
Andhra Pradesh, Telengana, Kerala, Puducherry, Andamans & Nicobar and Lakshadweep also
participated.

The brainstorm sessions include an introductory session on Cyber security Awareness by
MHA, Cyber Threat Landscape across the country by IB, Performance appraisal of Cyber
security audits and specific initiatives for states/UTs by CERT-IN, Identification of CII and
declaration of protected systems by NCIIPC, Specific initiatives on Cyber security by MeiTY
for states/UTs, Cyber security aspects of Telecommunication structure by DoT, Session by
Microsoft on windows outage and other security aspects related to windows, Security aspects
of Al Apps by Google.

The Performance appraisal of Govt. ICT infrastructure in southern states/UTs and security of
e-mail was presented by NIC Cyber and Information Security group, NIC,New Delhi. The
evolution of cyber threats, need for cyber resilience, cyber security in southern states with
relevant details and email security were explained.

Mr. V. Gopi Swaminathan, State Informatics Officer, Puducherry UT gave a presentation for
Puducherry UT as part of State/UT presentations. He explained the existing infrastructure of
the UT government, focus areas of the UT, envisaging issues and mitigation plans, future road
ahead along with a case study on Unified Data Hub of UT.

The existing infrastructure of states, best practices followed, envisaged issues and mitigation
plans, future road ahead plans were discussed.

NIC, Puducherry has coordinated with the State Government for organizing all the necessary
arrangements for the accommodations, travel and logistics arrangements required for the NIC
officers.



Special Secretary (Internal Security) lit the lamps
during the inaugural session.

Participants in the workshop
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Dr. Sanjay Bahl, DG-CERT-IN and Mr.Abhijit
Sinha,MHA

— : 2
Shri Pardeep Kumar Kaushal, HoD (Cyber and
Information Security Management Division), NIC,
Delhi on Performance appraisal of Govt. ICT
infrastructure in Southern States/UTs and security of
e-mail

To build a Cyber strong,
Secure Puducherry

State/UT presentation of Puducherry UT by Shri.V. Gopi
Swaminathan, SIO,NIC, Puducherry UT
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